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Chapter 1

Intr oduction

This documenigivesanintroductionto programmingdistributedapplicationswith JacORB a
free Java objectrequesbroker. JacORBcomeswith full sourcecodeanda numberof example
programs. This documentis not an introductionto CORBA in general. Pleasesee[Sie96,
Vin97, VD98g] for this purposeand [HV99] for more advancedissues. The JacORBversion
describedn thisdocumenis JacORB1.1.

1.1 Statusof this document

This documentis very muchin a preliminary state. A numberof things have changedrom
version0.9, others— lik e the interfacerepository— are unavailable at the momentbut will
reappeain future releasesThe mostprominentchangeshata programmemill noticearein
thelanguagemapping,.e. theway the IDL compilergeneratedava classegrom IDL specifi-
cations.

In previousreleases]JacORBusedasomeavhatidiosyncraticmappingin orderto allow for a
specialdesignof the InterfaceRepository[Bro98and,in particular for CORBA programming
without any hand—writteniDL. All thathadto give way to the POA. Supportingthe Portable
ObjectAdaptermeantadoptingthe standardOMG IDL languagemappingflOMG98], whichin
turn meantredesigningyuite a bit of theIDL compiler

This documents intendedto give a few essentiahintson how to install anduseJacORB,
but it will not suffice aseithera gentleintroductionto CORBA or a tutorial. The restof this
documents structuredasfollows. First, we briefly describehow to obtainandinstall JacORB.
Section2 givesafew exampleson how to useJacORBto write distributedJava programswhile
section3 containsa descriptionof the utilities thatcomewith JacORB.



Chapter 2

Installing JacORB

In thischapteme explainhow to obtainandinstall JacORBandgive anoverview of thepackage
contents.

2.1 Obtaining JacORB

JacORBcan be obtainedas a g-zippedtar-archve or as a zip—archve from the JacORB

home page at http://www.inf.fu-berlin.de/ “bros elja corb/ . It can also
be downloadedvia anorymous ftp from ftp.inf.fu-berlin.de from the directory
pub/jacorb/

To install JacORB just gun-zipanduntar (or simply unzip) the archve someavhere. This
will resultin a new directoryJacORB1 1. Make sureyour CLASSFATH environmentvari-
able containsJacORB1 1/lib/jacorb.jar . If you plan to recompileall or parts of
JacORB,you should also include JacORB1 1/classes . Extendyour searchpath with
JacORB1_1/bin , so that the shell scriptsand batchfiles for the utilities in this directory

arefound.

2.2 Installation

Ant and makefiles

JacORBwill runonary JaraVM, but to retuild JacORB(andcompilethe examples)you need
to have the XML—basedmake tool “Ant” installedon your machine. Ant canbe downloaded
from http://jakarta.apache.org/ant . All malkefiles (build.xml ) arewrittenfor
thistool. To reluild JacORBcompletelyjusttypeant in theinstallationdirectory Optionally;
youmightwantto doaant clean first.

In orderto be ableto useGUI tools suchasthe NameManagerthe ImRManagerandthe
KeyStoreManageryou needto use JDK 1.2 or have Suns Swing classednstalledon your
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machine. In the latter case,your CLASSATH also needsto contain theseclasses. For
SSL, you musthave JDK 1.2. Also, you needto install cryptographyand SSL libraries by
IAIK, viz. IAIK-JCE 2.6 betal andiSaSiLk 3.0. Pleaseseehttp://jcewww.iaik.tu-
graz.ac.at/

Configuration

JacORBhasa numberof configurationoptionswhich canbe setasJava properties Beforewe
will go aboutexplaining someof the morebasicoptionshere,let’s look at the differentways
of settingproperties.Specificoptionsthatapply, e.g.,to the ImplementatiorRepositoryor the
TradingServiceareexplainedin thechapteriscussinghesemoduleTherarethreeoptionsfor
doingthis.

The mostgeneralcaseis in a propertiesfile. JacORBlooks for andloadsa file called
either.jacorb  _properties or jacorb.properties . It looks for thesefiles in both
your homedirectory(asin theuser.home systempropertyandin the currentdirectory (The
“home” on Windows95is usuallyc:\windows  or c:\winNT\Profiles\username on
Windows NT.) If it findsmultiple files, it loadstheall in thisorder In caseof differentsettings
for thesameproperty the oneloadedlasttakesprecedence.

For moreapplication—specifipropertiesyou canpassajava.util.Property object
to ORB.init() during applicationinitialization, e.g. like this (args is the String array con-
tainingcommandine arguments):

java.util.Prope rt ie s props = new java.util.Prope rt ie s();
props.setProper ty (" ja corb. impl namé'," Standard NS");
org.omg.CORBA.O RB orb = org.omg.CORBA.O RBi nit(a rgs, props);

The third way of specifyingpropertiesis by passingthemascommandine agumentsto the Java
interpreterasin:

$ java -DOAPort=4711 jacorb.naming. NameServe r ...

An option passedike this will overrideary settingin eitherthe propertiesfile or the application
setup. Propertiessetin the applicationcode,however, will always override ary propertiessetin ary
otherway.

We are now readyto have a look at the mostbasicJacORBconfigurationproperties. Here is an
examplejacorb _properties  file:

#Hi
## JacORB configuration options
#it

#
# Basic ORB properties
#

# number of retries if connection cannot directly be established
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jacorb.retries =5
jacorb.retry_i nt erv al =700

# size of network buffers for outgoing messages
jacorb.outbuf _ si ze=2048

# URL where IORs are stored (used in orb.resolve_ini ti al _servic e())
jacorb.NameSer verURL=ht tp :/ /www.in f. fu -be rl in .d e/ "br ose/ NS _Ref
jacorb.Trading Servi ceUR=ht tp: // www.in f.f u-berl in .de /" br ose/ TS_Ref
jacorb.Impleme  nt ati onReposi tor yURL=htt p:/ /wwwi nf .fu -

berlin.de/"bro se/lm R_Ref

jacorb.ProxySe  rv erURL=htt p: //w wwi nf .f u-berli n. de/'b rose/Proxy_Ref

# amount of diagnostic output, 0 is off
jacorb.verbosi ty =1

# where does output go? Terminal is default
#jacorb.logfil e=LOG-| LEPATH

# Switch off to avoid contacting the ImR if not used, must be on
# to be able to use it
jacorb.use_imr =on

# default  implementation name for servers
# with  persistent POAs
jacorb.implnam  e=Sta ndar dl mdNa me

#

# interceptor configuration, interceptors can be
# configured out for performance

#

jacorb.interce pt or. cl ie nt .Requests =on
jacorb.interce pt or. cl ie nt .Mess ages=0n
jacorb.interce pt or. serv er .Mess ages=on
jacorb.interce pt or. serv er .Requests =on
jacorb.interce pt or. perObj ect=0 n

#

# POA configuration

#

# displays a GUI monitoring tool for servers
jacorb.poa.mon it ori ng=off

# thread pool configuration for request processing

jacorb.poa.thr ead_pool_ max=20

jacorb.poa.thr ead_pool_ min=10

# size of the request queue, clients will  receive  Corba.TRANSIENT

# exceptions if load exceeds this limit
jacorb.poa.que ue_max=100

#



# Naming Service Configuration

#

# where to store naming context state?
jacorb.naming. db_di r=/h ome/ bwana/b ro se/tm p

#

# Implementation Repository  Configuration Options
#

#

# Trader configuration, please see

# src/trading/RE ADNE. PROFERTIE S for

# explanation

Configurableoptionsinclude the size of network buffers, the numberof retriesJacORB
makesif a connectioncannotbe establishedandhow long it shall wait beforeretrying. The
stringvaluesfor NameServerURL andTradingServiceURL  areURLsfor file resources
usedto setup theJacORBnamesener. This URL will beusedby the ORB to locatethename
senerandto provide anobjectreferenceo it (seealsochapterd).

Theverbosity  optiontells JacORBhow muchdiagnosticoutputit shouldemit at run-
time. Unlessthe logfile propertyis setto a file name,diagnosticoutputwil be sentto the
terminal. Settingthe verbositypropertyto O meansdon't print arny, while a level of 2 is aver
bosedelug mode. Level 1 will emit someinformation,e.g. aboutconnectiongeingopened,
accepteacndclosed.

The interceptorsectionin the propertiesfile determineswvhich interceptorsare used. By
default, all interceptorsare switchedoff for performancereasons. Pleaseseechapter? for
detailsaboutinterceptors.

Themonitoring  optiondeterminesvhetherthe POA shouldbring up a monitoringGUI
for senersthatlet you examinethe dynamicbehaiour of your PQA, e.g.how long therequest
queuegetsandwhetheryourthreadpoolis big enough.Also, thistool letsyou changehe state
of aPQA, e.g.from activeto holding. [ Pleaseseethe chapteronthe POA for moredetails.]

Youcannow testyourinstallationby typing make in oneof thesubdirectoriesf thedemo/
directorywhich containsa numberof examplesfor usingJacORB.



Chapter 3

Getting Started

Beforewe go aboutexplaininganexamplein detail,we will have alook atthe generalprocess
of developing CORBA applicationswith JacORB.We'll follow this roadmapwhenworking
throughtheexample. Theexamplecanbefoundin demo/grid  whichalsocontainsa Makefile
so that the developmentstepsdo not have to be carriedout manuallyevery time. Still, you
shouldknow whatis goingon.

As this documentgivesonly a shortintroductionto JacORBprogrammingand doesnot
coverall thedetailsof CORBA IDL, we recommendhatyou alsolook atthe otherexamplesn
thedemo/ directory Theseareorganizedsoasto shav how the differentaspectof CORBA
IDL canbeusedwith JacORB.

3.1 JacORB development: an overview

Thestepswe will generallyhaveto take are:

1. write anIDL specification.
2. compilethis specificationwith theIDL compilerto generatedava classes.
3. write animplementatiorfor theinterfacegeneratedn step2

4. write a“Main” classthatinstantiateghe senerimplementatiorandregistersit with the
ORB

5. write aclient classthatretrievesareferenceo the sener object.

3.2 IDL specifications

Our exampleusesa simple sener the definition of which shouldbe clearif you know IDL.
Its interfaceis givenin server.idl . All the sourcecodefor this examplecanbe foundin
JacORB1.0/demo/grid



/I server.idl
/[ IDL defintion of a 2-D grid:

module grid

{
interface MyServer
{
readonly  attribute short  height; /I height of the grid
readonly  attribute short  width; /[ width of the grid
/I set the element [n,m] of the grid, to value:
void set(in  short n, in short m, in long value);
/I return element [n,m] of the grid:
long get(in short n, in short m);
exception MyException
{
string  why;
h
short opWithException( ) raises(  MyException );
h
h

3.3 Generatinga Java classes

Feedinghisfile into theIDL compiler
$id -d ./. -p demo server.idl

producesa numberof Java classeshat representhe IDL definitions. This is doneaccordingto
a setof rulesknown asthe IDL-to—-Java languagemappingas standardizedy the OMG. If you are
interestedn the detailsof thelanguagemapping,.e. which IDL languageconstructis mappedo which
Javalanguageconstructpleaseconsultthe specificationgvailablefrom www.omg.org . Thelanguage
mappingusedby the JacORBIDL compileris the onedefinedin CORBA 2.3 andis not explainedin
detailin this documentFor practicalusagepleaseconsulttheexamplesin thedemo directory

The mostimportantJava classegieneratedy the IDL compilerarethe interfacesMyServer and
MyServerOperat 0 ns plus the stub and skeletonfiles _MyServerStub, MyServerPOA and
MyServerPOATie . Wewill usetheseclassesn theclientandsener aswell asin theimplementation
of thegrid’s functionalityandexplain eachin turn.

NotethatthelDL compilerwill produceadirectorystructurefor thegenerated¢odethatcorresponds
to the modulestructurein the IDL file, soit would have produceda subdirectorydemo/grid in the
currentdirectoryhadwe notdirectedit to putthis directorystructureto ../.. by usingthecompilers
-d switch. Theenclosingmoduledemo is generatedy applyingthe-p demo optionwhichinstructs
the compilerto behae asif the IDL file hadbeenwritten with anoutermosimoduledemo. As aresult,



all generatediles thatwould have beenin thedemo/grid  subdirectoryare now put into the current
directory— whichis alreadycalleddemo/grid . Whereto put the sourcefiles for generatedlassess
amatterof taste.Somepeoplepreferto have everythingin oneplace(asusingthe-d optionin this way
achieres),otherslike to have onesubdirectoryfor the generategourcecodeandanotherfor the output
of theJavacompiler i.e. for the.class files.

3.4 Implementing the interface

Let's try to actuallyprovide animplementatiorof the functionality promisedby theinterface. The class
which implementgshatinterfaceis calledgridimpl . Apartfrom providing a Java implementatiorfor

theoperationdistedin theIDL interface,it hasto inheritfrom ageneratedlassthatbothdefineshe Java
typethatrepresentthelDL typeMyServer andcontainghecodeneededo receve remoteinvocations
andreturnresultsto remotecallers.This classis MyServerPOA .

You might have noticedthat this approachs impracticalin situationswhereyour implementation
classneedgo inherit from otherclasses As Java only hassingleinheritancefor implementationsyou
would have to usean alternatve approach— the “tie"—approach— here. The tie approachwill be
explainedlater

Hereis the Java codefor thegrid implementation:

package demo.grid;
import  demo.grid.MySe rv er Packa ge.MyEXxc ept io n;

public  class gridimpl
extends MyServerPOA

{
protected short height = 31,
protected short width = 14;
protected int[][] mygrid;

public  gridimpl()

{
mygrid = new int[height][wid th J;
for( short h = 0; h < height; h++ )
for( short w = 0; w < width; w++)
mygrid[h][w] = 0;
}
public int get(short n, short m)
{
ift ( n <= height ) && ( m <= width ) )
return  mygrid[n][m];
else
return  O;
}
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public  short height()
{

return  height;
}

public  void set(short

{
ifCt  ( n <= height

mygrid[n][m] value;

}
public  short width()
{

return  width;
}
public  short opWithException ()

throws MyException
{

throw new MyException(* This is only a test excep-

tion, no harm done :-)");

}
}

3.5 Writing the Server

To actually instantiatea gridimpl

n, short m, int

value)

) && ( m <= width ) )

objectwhich can be accessedemotelyas a CORBA object of
type MyServer , you have to instantiatet in a main methodof someotherclassandregisterit with a

componenbf the CORBA architectureknowvn asthe ObjectAdapter Hereis the classServer
doesall thatis necessaryo activatea CORBA objectof typeMyServer fromaJavagridimpl

package demo.grid;

org.omg.CORBA.O RB orb = org.omg.CORBA.O RBin it (args,

import  java.io.*,
import org.omg.CosNam in g. *;
public class Server
{
public  static
{
try
{

org.omg.Portabl

org.omg.Portable

void main( String[]

args )

eServ er .P OApoa =
Serv er .POAHel per. nar ro w(

11
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orb.resolve_ini ti al_ re fe re nces( "RootP OA))

poa.the_POAMana ger () .activ ate () ;

org.omg.CORBA.O bje ct o = poa.servant_to_ re fe re nce(n ew gridimpl());
if(  args.length = 1)
{

/I write the object reference to args[O]

PrintWriter ps = new PrintWriter(
new FileOutputStre am(
new File( args[0] )));

ps.printin( orb.object_to_s tring( o) )
ps.close();
}
else
{
Il register with the naming service
NamingContextExt nc =
NamingContextEx tHelp er .n ar ro w(
orb.resolve_in iti al _references(" NameServi ce") );
nc.bind( nc.to_name("grid .e xamge "), 0);
}
}
catch ( Exception e )
{
e.printStackTra ce( );
}
orb.run();

After initializing the ORB we needto obtain a referenceto the objectadapter— the POA — by
askingthe ORB for it. The ORB knows abouta few initial referenceshatcanberetrieved usingsimple
namedike “RootPQA’. Thereturnedobjectis anuntypedreferenceof type CORBA.Object andthus
needdgo benarravedto thecorrecttypeusingastaticmethodnarrow()  in thehelperclassfor thetype
in question.We now have to activatethe PQA becauseary PQA is createdn “holding” statein whichit
doesnot processncomingrequestsAfter calling activate() onthe POA’sPOAManagerobject,the
PQA is in anactive stateandcannow be asledto createa CORBA objectreferencefrom a Java object
alsoknow asa Servant .

In orderto make the newly createdCORBA objectaccessiblewe have to make its objectreference
available. Thisis doneusingapublicly accessibléirectoryservice thenamingsener. A referenceothe
namingserviceis obtainedoy callingorb.resolve  _initial references("Na  meServi ce")
on the ORB and narraving the reference using the narrow() method found in class
org.omg.CosNam in g.N amn gContex tE xt Help er . Having done this, you should call the
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bind() operationon the namesener. The namefor the object which hasto be suppliedas an
argumentto bind()  is not simply a string. Rather you needto provide a sequencef CosNam-
ing.NameCompon ent sthatrepresenthe name.In the example,we choseto usean extendedName
Senerinterfacethatprovidesuswith a morecornvenientcorversionoperationfrom stringsto Names.

3.6 Writing aclient
Finally, let's have alook atthe client classwhich invokesthe sener operations:

package demo.grid;
import org.omg.CosNam in g. *;

public class Client

{
public  static void main(String argsl])
{
try
{

MyServer grid;
org.omg.CORBA.O RB orb = org.omg.CORBA.OR B.init (args ,null) ;

if(args.length= =1)
{

I/l args[0] is an IOR-string

grid = MyServerHelper. narrow(orb. str in g to_obje ct (args[ 0]) );
}
else
{

NamingContextExt nc =

NamingContextExt Help er .n arr ow(
orb.resolve_ini ti al_ re fe re nces( "NameSer vic €")) ;
grid = MyServerHelper. nar ro w(
nc.resolve(nc.t o_name("gri d. examde ") )) ;

}
System.out.prin tin (" Heig ht = " + grid.height());
System.out.prin tin (* Widt h = " + grid.width());
try
{

grid.opWithExcep ti on() ;
}
catch (jacorb.demo.g ri d. MySer verP ackage. MyExcept ion ex)
{
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System.out.print In (" MyExcepti on, reason. " + ex.why);
}
}
catch (Exception e)
{
e.printStackTra ce();
}

After initializing the ORB, the client obtainsa referenceto the “grid” serviceby locatingthe ref-
erenceusing the nameservice. Again, resolvingthe nameis doneby getting a referenceto the nam-
ing serviceby calling orb.resolve  _nitial references("Na  meSer vi ce") andquerying
the namesener for the "grid"  object by calling resolve() . The amgumentto the resole op-
erationis, again, a string that is corvertedto a Name. The resultis an object referenceof type
org.omg.CORBA. Obec t whichhasto benarravedto thetypewe areexpecting,i.e. MyServer .

After compiling everythingwe’re now readyto actually run the sener andthe client on different
(virtual) machines.Make surethe namesener is runningbeforestartingeitherthe sener or the client.
If it isn’t, type somethindike:

$ ns “/public_html/ NS Ref

where™/public_html/ NS_Ref isthenameof alocally writablefile which canbereadby using
the URL givenin boththeremoteclientandsener code. (Thisis to avoid usinga well-knovn address
for the namesener, soboth clientandsener look up the locationof the namesersr via the URL and
latercommunicatewith it directly,)

You cannow launchthesener:

$ jaco demo.grid.Serve r
Theclientcanbeinvoked onary machineyoulike:
$ jaco demo.grid.Clien t

Runningtheclient after startingthe sener produceghe following outputon your terminal:

Height = 31
Width = 14
MyException, reason: This is only a test exception, no harm done :-)
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Chapter 4

The JacORB Name Sewice

Nameseners are usedto locateobjectsusing a human—readableeference(their name)ratherthana
machineor network addresslIf objectsproviding a certainservicearelooked up usingthe servicename,
their clientsaredecoupledrom the actuallocationsof the objectsthat provide this service.The binding
from nameto servicecanbe changedvithoutthe clientsneedingto know.

JacORBprovidesanimplementatiorof the OMG’s InteroperabléNaming Servicewhich allows to
bind namesto objectreferencesandto lookup objectreferencesisingthesenames. It alsoallows to
easily corvert namesto stringsandvice versaThe JacORBnameservicecompriseswo components:
the namesener program,anda setof interfacesandclassesisedto accessheservice.

Oneword of cautionaboutusingJDK 1.2 with the JacORBnamingservice:JDK 1.2 comeswith a
coupleof outdatecandapparentlypuggy namingserviceclasseshatfo notwork properlywith JacORB.
To avoid having theseclassedoadedand usedinadwertently pleasemalke surethatyou alwaysusethe
NamingContextE xt interfaceratherthantheplainNamingContext interface.Otherwiseyouwill
seeyour applicationreceve null pointeror otherexceptions. Note thatthereis no suchproblemwith
JDK 1.1.

4.1 Running the Name Server

TheJacORBnamesener is a procesghatneedso be startedbeforethe nameservicecanbe accessed
by programs Startingthe namesener is doneby typing onthecommandine eithersimply

ns <ior filename>  [<timeout>]
to runashellscriptor
ns.bat <filename>  [<timeout>]
for aDOSbatchfile. You canalsostartthe Java interpreterexplicitly by typing
jaco jacorb.Naming.Na meServ er <filename> [<timeout>]
In theexample
ns “/public_htmI/NS _Ref

we directthe namesener procesdo write locationinformationandlogginginformationto thefile
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“Ipublic_html/ NS Ref . A client—sideORB usesthis file to locatethe namesener process.The
client—sideORB doesnot, however, accesshe file througha local or sharedfile systemby default.
Rathey the file is readasa WWW resourceby usinga URL pointingto it. This impliesthatthe name
sener log file is accessiblehrougha URL in thefirst place,i.e. thatyou know of awebsenerin your
domainwhich cananswerHT TP requesto readthefile.

The adwantageof this approachis that clients do not needto rely on a hard—codedwvell knowvn
port andthatthe namesener is immediatelyavailableworld—wideif the URL usesHTTP. If you want
to restrictnamesener visibility to your domain(assuminghatthe log file is on a sharedfile system
accessiblehroughoutyour domain)or you do not have accesgo a web sener, you canusefile URLs
ratherthanHTTP URLs, i.e. the URL pointingto your namesener log file would lookslike

file:’home/bro se/pu bl ic _htmI/NS Ref
ratherthan
http:/www.inf f uberli n.de/"b rose/NS_Ref

Specifyingfile URLs s alsousefulon machineghathave no network connectiorat all. Pleasenote
thatthe overheadof usingHTTP is only incurredonce— whenthe clientsfirst locatethe namesener.
Subsequentequestawill usestandardCORBA operationinvocationswhich meansthey will be lIOP
requestgover TCP).

The namesener storesits internalstate,i.e. the namebindingsin its contet, in files in the current
directory unlessthe propertyjacorb.naming.d b_dir is setto a differentdirectory name. This
saving is donewhenthe sener goesdown regularly, i.e. killing the sener with CTRL-C will resultin
lossof data. Thesenerwill restorestatefrom its filesif ary files exist andarenon—-empty

The secondparameteis a time—outvaluein msecs.If this valueis set,the namesener will shut
down afterthe specifiedamountof time andsave its state.This is usefulif the namesener is registered
with the ImplementatiorRepositoryandcanthusberestartecdbn demand.

Configuring a Default Context

Configuringanamingcontet (i.e. anamesener) asthe ORB’s default or root contet is doneby simply
writing the URL thatpointsto this sener’s bootstragfile to thepropertiedile .jacorb  _properties
Alternatively, you can set this file namein the property jacorb.Trading Servi ceURL either
on the commandline or within the applicationas describedin 2.2. After the default contet has
thus beenconfigured,all operationson the NamingContgtExt object that was retrieved by a call to
orb.resolve  _nitial _references(“Na meServ ice ” ) will goto thatsener— provided
it’s runningor canbe startedusingthe ImplementatiorRepository

4.2 Accessinghe Name Selvice

TheJacORBnameserviceis accessedsingthe standardCORBA definedinterface:

/I get a reference to the naming service
ORB orb = ORB.init(args, null);
org.omg.CORBA.Ob je ct o = orb.resolve_ini ti al _refe re nces(" NaneSer vi ce")
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NamingContextExt nc = NamingContextExt Help er.n arr ow( 0 );

/Il look up an object
server s = serverHelper.nar ro w( nc.resolve(nc. to_ namg’ ‘'server.service ’)) )

Before an object can be looked up, you need a reference to the ORB’s
name service. The standard way of obtaining this reference is to call
orb.resolve  _nitial _references("Nam  eServi ce" ). In calls using the standard,ex-
tendednameserviceinterface, object namesare representeds arraysof NameComponents rather
thanasstringsin orderto allow for structurednames. Therefore,you have to constructsuchan array
and specify that the name$ nameis "server” andthatit is of kind "service” (ratherthan "context”).
Alternatiely, you cancorvert a string“server.service”to anameby callingthe NamingContextE  xt
interfacesto _name() operationasshavn above.

Now, we canlook up the objectby callingresolve()  onthenamingcontext, supplyingthe array
asanamgument.

4.3 Constructing Hierar chiesof Name Spaces

Likedirectoriesn afile systemnamespace®r contets cancontainothercontets to allow hierarchical
structuringinsteadof a simpleflat namespace.The component®f a structurechamefor anobjectthus
form apathof nameswith theinnermosnamespacealirectly containingthenamebindingfor theobject.
This canvery easilybe doneusingNameManager but canalsobe explicitly coded.

A newv namingcontet within anenclosingcontext canbe createdusingeithernew_context()  or
bind _new_context() . Thefollowing codesnippetrequestsa namingcontext to createaninner or
subcontet usinga givennameandreturnareferencdo it:

/I get a reference to the naming service

ORBorb = ORB.init();

org.omg.CORBA.Ob je ct o = orb.resolve_ini ti al _refe re nces(" NaneSer vi ce")
NamingContextExt rootContext = NamingContextEx tHelp er.n arrow( o );

/Il look up an object

NameComponent[] name = new NameComponent[1 J;

components[0] = new NameComponent(" sub"”, "c onte xt" );

NamingContextExt subContext = NamingContextE xt Hel per. narr ow( root-
Context.bind_n  ew_cont ext( name ));

Pleasenotethatthe JacORBnamingservicealwaysuseNamingContextE xt objectsinternally
evenif the operationsignaturendicatesNamingContgt objects. Thisis necessarpecausef thelimi-
tationswith JDK 1.2 asexplainedat the beginning of this section.

17



4.4 NameManager— A simple GUI fr ont-endto the Naming
Selvice

ProvidedthatyouareusingJDK 1.2 or have the JFCor swingclassesnstalledproperlyonyourmachine,
the graphicalfront-endto the nameservicecanbe startedby simply calling

nmg

The GUI front-endwill simply look up the default context anddisplayits contentsHereis a screen
shot:

E‘%JacDRB MameM anager [_[Of=]
File Edit Help
7 RootCantext Mame |  Kind | Type [ Host

& Jinner grid service IDLjacarbidemofGridigrid: 1.0 160.45110.44
grid2 service IDLjacarbidemofGridigrid: 1.0 160.45110.44

NameManagehasmenusthat let you unbind namesand createor deletenamingcontexts within
theroot context. Creatinga nestechamespaceg.g.,canbe doneby selectingthe RootContext and
bringingup a context by clicking the right mousebutton. After selecting'new contet’from thatmenu,
youwill be promptedio enteranamefor the new, nestedcontext.
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Chapter 5

The server side: POA, Threads

This chapterdescribeghe facilities offered by JacORBfor controlling how senersare startedand ex-
ecuted.Theseincludean activation daemon, the PortableObjectAdapter(PQA) andits interfaceand
threading.

Presentlythis chapteris largely unfinishedand a mereplaceholder A morethoroughexplanation
of how the POA canbe usedin differentsettingsandhow the differentpoliciesandstratgiesit offers
arebestusedis on our to—dolist. For now, we have to referyou to the excellentchapteron the PQA in
[HV99]. A veryquick overvien of the PQA canbefoundin [Vin98] while morein—depthtreatmenial-
beitin C++) canbefoundin the variousC++-ReportColumnsonthe POA by Doug Schmidtand Steve
Vinoski. Thesearticles are available at http://www.cs.wu st l. edu/” schmd t/ rep or t-
doc.html

5.1 POA

The objectadapteris that part of CORBA thatis responsibleor creatingCORBA objectsand object
referencesand — with a little help from skeletons— dispatchingoperationrequestgo actualobject
implementations.In cooperatiorwith the ImplementationRepositoryit canalso activate objects,i.e.
startprocessewith programshatprovide implementationsor CORBA objects.

[.]

5.2 Threads

JacORB currentl offers one sener-side thread model. The PQA responsiblefor a given request
will obtain a requestprocessorthread from a central thread pool. The pool has a certain size
which is always betweenthe maximum and minimum value configure by setting the properties
jacorb.poa.thr ead_pool _maxandjacorb.poa.thre ad _pool _min.

When a request arrives and the pool is found to contain no threads becauseall exist-
ing threadsare actve, nev threadsmay be started until the total number of threadsreaches

Inotin 1.0.

19



jacorb.poa.thr ead_pool _max. Otherwise,requestprocessings blocked until a threadis re-
turnedto the pool. Uponreturningthreadshathav finishedprocessing requesto the pool, it mustbe
decidedwhetherthethreadshouldactuallyremainin the pool or bedestryed. If the currentpool sizeis

above the minimum, a processothreadwill not be outinto the pool again. Thus,the pool sizealways
oscillatesbetweermaxandmin.

Settingmin to avaluegreatethanonemeanskeepinga certainnumberof threadseadyto service
incomingrequestwithout delay This is especiallyusefulif you now thatrequestsarelikely to come

in in a bursty fashion. Limiting the pool sizeto a certainmaximumis doneto prevent seners from
occupying all availableressources.

Requestprocessorthreadsusually run at the highestthread priority. It is possibleto influ-
encethreadpriorities by settingthe propertyjacorb.poa.thre ad _priority to a valuebetween
Java’s Thread.MINPRIORITY andThread.MAX PRIORITY. If the confguredpriority valueis invalid
JacORBwill assignmaximumpriority to requesprocessinghreads.
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Chapter 6

Implementation Repository

“... it is very easyto beblindedto theessentialiselessness themby the senseof achiere-
mentyou get from gettingit to work at all. In otherwords— andthatis a rock-solid
principle on which the whole of the Corporations Galaxywidesuccesss founded— their
fundamentatiesignflaws arecompletelyhiddenby their superficialdesignflaws”

D. Adams:SoLong andThanksfor all the Fish

ThelmplementatiorRepositoryis not, asits namesuggestsa databasef implementationsRathey
it containsinformationaboutwhererequestdo specificCORBA objectshave to beredirectedandhow
implementationganbe transparentlynstantiatedf, for a givenrequesto anobject,noneis reachable.
“Instantiatingan implementation’meansstartinga sener programthat hoststhe target object. In this
chaptemwe give a brief overvien anda shortintroductionon how to usethe ImplementatiorRepository
For moredetailspleasesee[HV99].

6.1 Overview

Basically the ImplementationRepository(ImR) is an indirection for requestausing persistentobject
referencesA persistenbbjectreferences onethatwascreatedoy a POA with aPERSISTENTIifespan
policy. This meansthat the lifetime of the objectis longerthanthat of its creatingPQA. Using the
ImplementatiorRepositoryfor objectsthe lifetime of which doesnot exceedthe life time of its POA
doesnot make senseasthe main function of the ImplementatiorRepositoryis to take carethatsucha
processxistswhenrequest@remade— andto startoneif necessaty

To fulfill this function, the ImR hasto be involvedin every requesto “persistentobjects”. This is
achiered by rewriting persistenbbjectreferenceso containnottheaddres®f its sener procesdut the
addres®f thelmR. Thus,requestwill initially reachthe ImR andnot the actualsener — which may
notexist atthetime of therequestIf sucharequestrrivesatthelmR, it looksup thesenerinformation
in its internaltablesto determinef thetamgetobjectis reachableor not. In thelatter case theImR has
to have informationabouthow an appropriatesener processcanbe started. After startingthis sener,
theclientrecevesa LOCATION_FORWARD exceptionfrom the ImR. This exception,which contains
anew objectreferenceo the actualsener processiow, is handledby its runtime systemtransparently
As aresult,theclientwill automaticallyreissudts requestusingthe new referencenow addressinghe
tamgetdirectly.
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6.2 Usingthe JacORB Implementation Repository

The JacORBImplementationRepositoryconsistsof two separatecomponents:a repositoryprocess
which needonly exist oncein a domain,andprocessstartupdeamonsyhich mustbe presenon every
hostthat is to startprocesses.Note that none of this machineryis necessaryor processeshat host
objectswith aTRANSIENT life time, suchasusedby the RootPCGA.

Firstof all, thecentralrepositoryprocesgwhichwe will call ImR in thefollowing) mustbe started:
$ imr [-n] [p <port>] [-i <ior_file>][-f <file>][-b <file>]

ThelmRislocatedusingtheconfiguratiomropertyjacorb.iImplement at io nReposi to ry UR..
This propertymustbe setsuchthata http connectiorcanbe madeandthe ImR’s IOR canberead.Next,
startupdaemonsnustbe createdn selectechosts.To do this, thefollowing commandmustis issuedon
eachhost:

$ imr_ssd

Whena startupdaemonis createdijt contactghe centrallmR.

Toregisteraprogramsuchthatthe ImR canstartit, thefollowing commands used(onary machine
thatcanreachthe ImR):

$ imr_mg add "AServerName" -l -c "jaco MyServer"

The imr _-mg commandis the genericway of telling the ImR to do something. It needsanother
commandparametersuchasadd in this case. To adda sener to the ImR, animplementatiomame
is needed.Here, it is "AServerName" . The-l switchtells the repositorythat the sener is to be
run on the local machinefrom which the commandwasissued. If anotherhostis desired,usethe -
h hostname option. Finally, the ImMR needsto knov how to startthe sener. The string "jaco
MyServer" tellsit how. Theformatof this stringis simply suchthatthe sener daemorcanexecuteit
(usingthe Java API call exec() ), i.e. it mustbeintelligible to the target hosts operatingsystem.For
aWindows machinethis could, e.g. be"startjacoMySener” to have thesener runin its own terminal
window, underUnix the samecanbe achiezedwith "xterm -e jacoMySener”.

For a client programto be ableto issuerequestsit needsan objectreference.Up to this point, we
haven't said arything abouthow persistenobjectreferencexomeinto existence. Referencecreation
happenssusual,i.e. in the sener applicationoneof the respcetre operationson a PQA s called. For
areferenceo be createdas“persistent”,the POA musthave beencreatedvith a PERSISTENTIifespan
policy. Thisis doneasin thefollowing codesnippet:

[* init ORBand root POA*
orb = org.omg.CORBA.O RBin it (args, props);
org.omg.Portabl eSer ver. POA rootPOA =
org.omg.Portabl eSer ver .P OAHelp er. narr ow(
orb.resolve_in iti al _references(" Root POA) );
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[* create policies */

org.omg.CORBA.P olicy [] policies = new org.omg.CORBA.P ol icy [2];
policies[0] = rootPOA.create i d_assig nment_ polic y(

IdAssignmentPol ic yValu e. USER ID);
policies[1] = rootPOA.create | if espan_pol ic y(

LifespanPolicyV al ue. PERSS TENT);
[* create POA*

POA myPOA= rootPOA.create_ P  OA" XYZPQA",
rootPOA.the_ POA Manager () , policies);

[* activate POAs */
poa.the_ POAMana ger( ). activ at e();

(Note thatin generalthe id assignmenpolicy will be USERID for a POA with persistenbject
referencedecausehisid will oftenbeakey into adatabas&vheretheobjectstateis stored.)If aPQA is
createdwith thislife spanpolicy andthe ORB policy “use.imr” is set,the ORBwill try to notify theImR
aboutthis factsothe ImR knows it neednot starta new procesgor requestghattamet objectson this
POA. To setthe ORB policy, simply setthe propertyjacorb.use  _imr=on . The ORB usesanother
property jacorb.implname , asa parametefor the notification,i.e. it tells the ImR thata process
usingthis propertys valueasits implementatiomameis presentlf theseneris registeredwith thelImR,
this propertyvaluehasto matchtheimplementatiomamethatis usedwhenregistering.

The application can set these properties on the command line using java -
Djacorb.implna  me=MyName, or in thecodelik e this:

[* create and set properties */

java.util.Prope rt ie s props = new java.util.Prope rt ie s();
props.setProper ty (" ja corb. use_imr" "o n");

props.setProper ty (" ja corb. impl name',"” Standard NS");

[* init ORB *
orb = org.omg.CORBA.O RBin it (args, props);

Thereareafew thingsyou have to considerespeciallywhenrestoringobjectstateat startuptime or
saving the stateof your objectson shutdavn. It is importantthat, at startuptime, objectinitialization
is completewhenthe objectis actvatedbecausdrom this instanton operationcalls may comein. The
repositoryknows aboutthe sener whenthefirst POA with aPERSISTENTIifespanpolicy registers but
doesnotforward objectreferenceso clientsbeforethe objectis actuallyreachable(Another unreliable
way to handlethis problemis to increasehejacorb.imr.obje ct _activation  _sleep property
sotherepositorywaitslongerfor the objectto becomereadyagain.)

Whenthesener shutsdown, it is equallyimportantthatobjectstateis saved by thetime thelastPQA
in the sener goesdown becausdrom this momentthe ImplementatiorRepositoryregardsthe sener as
down andwill starta new oneuponrequests.Thus,a sener implementoris responsibl€or avoiding
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reader/writeproblemsbetweensenerstrying to storingandrestoringthe. (Oneway of doingthisis to
usePQA managerso seta POA to holdingwhile saving stateandto inactve whendone.)

6.3 Server migration

Theimplementatiomrepositoryoffersanothemusefulpossibility: sener migration.Imaginethefollowing
scenarioXYou have writtenyour senerwith persistenPOAs, but aftera certaintime your machineseems
to betoo slow to sene all thoseincomingrequestsMigrating your sener to a more powerful machine
is the obvious solution. Usingtheimplementatiomepository client referenceslo not containaddressing
informationfor the slow machine sosener migrationcanbe donetransparentlyo client.

Assumingthatyou addedyour senerto therepositoryandit is runningcorrectly

$ imr_mg add AServerName -h a_slow_machine -1 -c "aco MyServer"

Thefirst stepis to hold the sener, thatmeangherepositorydelaysall requestgor thatsener until it
is releasedhgain.

imr_mg hold AServerName

Now your sener will notreceve ary requestdgor its registeredPOAs. If you cant shutyour sener
down suchthatit setsitself down attherepositoryi.e. your POAs aresetto inactie prior to terminating
theprocessyou canuse

imr_mg setdown AServerName

to do that. Otherwiseyour POAs cant bereactiatedat the repositorybecausehey arestill logged
asactve.

If youwantyoursenerto berestartecautomaticallyyou have to tell therepositorythe new hostand

maybea new startupcommand.

imr_mg edit AServerName -h the fastest avai la bl e_machi ne -
c "jaco MyServer"

If your sener canberestartecautomaticallyyou now don't even have to startit manually but it is
insteadrestartedyy the next incomingrequestOtherwisestartit manuallyon the desiredmachinenow.
Thelaststepis to releaséhesener, i.e. let all delayedrequestgontinue.

imr_mg release heinz

By now your sener shouldbe runningon anothemmachinewithout the clientsnoticing.
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Chapter 7

Inter ceptors

(Note: this chapterdescribeghe proprietaryJacORBinterceptorsonly. As of now, thereis no docu-
mentationof the Portablelnterceptorsotherthanthe examplein the demo directory Pleaseconsider
carefully whetheryou really needto useproprietaryinterceptors. Message—leel interceptorswill be
deprecatedoon!)

Interceptorsarea flexible meandor having codecalledby the ORB at specificpointsduring opera-
tion invocations.Usinginterceptors/ou can,e.g.,monitorandlog methodcalls or definesimpleaccess
controlpolicies.

7.1 Intr oducing Inter ceptors

Interceptorsareobjectsof particularclassesvhich arecalledat specificpointsduring the processingf
operationinvocations. By definingsubclassesf interceptorclassesandregisteringinstanceswith the
ORB, you can“insert” your own codeinto theinvocationpath. This providesaccesgo therequesitself
andthusa corvenientandvery powerful way of observingand/ormodifying requestsOntheotherhand,
it requiresmoredetailedknowledgeaboutORB datastructureghannecessarfor applicationlevel code.

Interceptorcanbe definedat two levels: at therequestevel or at the messagéevel. Request—ieel
interceptorsare given accesdo a requestobjectrepresentinghe currentrequestand may accessand
modify thisrequesbbjectbeforeandafterit is actuallyinvoked. Message—leel interceptordave access
to theactualmessagéuffer beforeandafterit is sentacrosgshenetwork andcanbeusede.g.,to encrypt
anddecrypttheentiremessage.

In a CORBA invocation,thereareeightpointswhereinterceptorsare(potentially)givencontrol. On
theclientside,thesearepoints1 and2 (cf. figure),i.e. beforetherequesis sentacrosshe network, and
points7 and8, i.e. aftertheresultis receved andbeforecontrolis returnedto the caller At point1, the
interceptothasaccesdo a structuredrequesbbject,whereasat point 2, the messageanbe accesseih
marshalledorm in a buffer justbeforeit is sentontothe network.
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reque’ Areply request A v reply

Request- Request-
level level
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Message- Message-
level level
Interceptors Interceptors

I

Becauseof this distinction,interceptorscomein two flavours: request—leel andmessage—lel in-
terceptorsOnthesener side,interceptingrequestsanalsobe doneat thesedifferentlevels (points3, 4
and>b, 6). For every singleoneof theseeightpoints,a differentmethodis calledon differentinterceptor
objects.Let’sfirst look atrequest—ieel interceptors.

Before we will explain the different kinds of interceptorsin more detailsand look at someex-
amples, pleasenote that for interceptorsto be usablein JacORB,they have to be enabledin the
Jacorb  _properties file. Perdefault, interceptorsare disabledfor performanceeasons.If you
wantto enablethem,you have to editthefollowing linesin .jacorb  _properties  to setthekind of
interceptoryou wantto useto on:

# interceptor configuration

jacorb.interce pt or. cl ie nt .Requests =on
jacorb.interce pt or. cl ie nt .Mess ages=on
jacorb.interce pt or. serv er .Mess ages=on
jacorb.interce pt or. serv er .Requests =on
jacorb.interce pt or. perObj ect=0 n

7.2 Request—|leel Inter ceptors

Request—ieel Interceptorsaareobjectsof subclassesf ClientRequestl nt er cepto r ontheclient
sideandof ServerRequestint er cept or onthesenerside.We will look atthesetwo in turn.
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7.2.1 Client—sideinterceptors

On the client side, methods pre _invoke() and post _invoke() of classesimplementing
jacorb.orb.Cli entRe questl nt erc epto r ! arecalledat points1) and8), respectiely. Below
is this interface:

package jacorb.orb;
public interface ClientRequestin te rc eptor

{
public void pre_invoke( org.omg.CORBA.R equest r );

public void post_invoke( org.omg.CORBA. Request r );

Notethatrequestnformationis availablein theform of aDynamiclnvocationinterface(DIl) request
objectat this level. Currently JacORBdoesnot automaticallytransformrequestdhatwerenotissued
usingthe DIl into this form. Thus,request—teel interceptorsonthe client sidewill only be calledif the
DIl isused.

As anexample,considerthefollowing interceptomwhich tracesmethodcalls:

package jacorb.orb.util ;

public class TraceClientReq uestl nterceptor

implements  jacorb.orb.Clien tR equest Int er cept or
{
private int indent = O;
public  TraceClientRequ estin te rc eptor() {}
public  void pre_invoke( org.omg.CORBA.Re quest r )
{
for( int i =0; i < indent; i++ )
System.out.pri nt(" ");
System.out.prin tt n("[ invoke " + r.operation() + " 1)
indent += 2;
}
public  void post_invoke( org.omg.CORBA.R equest r )
{
indent -= 2;
for( int i = 0; i < indent; i++ )
System.out.pri nt(" ");
System.out.prin tt n("[ " + r.operation() + " returns ]");
}
}

1 TheOMG is in theproces®f defininginterfacesfor portableinterceptorssothereis no standardizeéhterface
atpresent.
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7.2.2 Sewer-sideinterceptors

Interceptorsthat are called at points 2) and 3) on the sener side implement the interface
jacorb.orb.Ser verRequestl nt erc eptor:

package jacorb.orb;

public interface ServerRequestin  te rc eptor

{
public void pre_invoke( org.omg.CORBA.S erverRequest r );

public void post_invoke( org.omg.CORBA. Serv er Request r );

These interceptors gain access to the request through objects of type
org.omg.CORBA. Serve rRequest respecitely. On the sener side, JacORBdoes transform
ary requesintoaorg.omg.CORBA.S er verRequest ,sothereis norestrictionlike theonepointed
outabove.

7.2.3 Per—objectvs. per—procesdnter ceptors

If the ORB s to useinstance®f theabove classduringinvocationprocessingtheseinterceptorsieedto
be registeredwith the ORB. Therearetwo optionsfor doing this. An interceptorcanbe registeredfor
generalse,i.e. it will becalledduringevery singleinvocationfrom thecurrentaddresspaceregardless
of which objectis thetamgetof thecall. Thisis calleda perprocessnterceptor

Another morefine—grainedvay of usinginterceptorss to registerthemasper-objectinterceptors,
i.e. to registerthemfor usein invocationson particularobjectsonly. As anexample,consideithesimple
traceragain: You may well want to trace methodcalls on all objects,or you might be interestedin
operationon oneparticularobjectonly.

7.2.4 RegisteringInter ceptors

A perprocessnterceptoiis registeredwith the ORB asshawvn in thefollowing codefragment:

org.omg.CORBA.O RB orb = org.omg.CORBA.O RBi ni t() ;
jacorb.orb.util .TraceClien tRequest Int erceptor t =
new jacorb.orb.util. TraceClie nt Requestin te rc epto r() ;

orb.addIntercep tor( t )

WhenaddIinterceptor () is called,the ORB will appendthe algumentasa perprocessnter
ceptorto theendof aninternalinterceptorchain. On ary subsequenivocation,all interceptorsn this
chainwill be calledin the orderin which they wereappendedo the chain. Of course,interceptorsan
alsoberemovedagain:
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orb.removelnter ceptor(t);

Perobjectinterceptorareregisteredoy calling addinterceptor () with theobjectreferenceas
thefirst agument:

org.omg.CORBA.O RB orb = org.omg.CORBA.O RBi ni t() ;
jacorb.orb.util .TraceClien tRequest Int erceptor t =

new jacorb.orb.util. TraceClie nt Requestin te rc epto r() ;
org.omg.CORBA.O bject o = ...

orb.addIntercep tor( o, t );

orb.removelnter ceptor( o, t);

7.3 Message—leel Inter ceptors

Message—hlel Interceptorsimplement either ClientMessagel nte rc epto r or ServerMes-
sagelntercepto r andgenerallywork like request—teel interceptors. The only differenceis that
therequesis passedsanunstructureduffer.

Also notethat the client—sideinterceptorhasan additional parametetindicating the tamget of the
invocation. This parameters not availableat the senersidebecausét is only knowvn afterthe request
messagédasbeeninterpretedby the transportiayer software— which is only afterthe message—lel
interceptothashadaccesdo themessageg.g.for decryptionpurposes.

package jacorb.orb;
public interface ClientMessageln  te rc eptor

{ public byte [] pre_invoke( org.omg.CORBA. Obe ct t,
byte [] buf
)i
public byte [] post_invoke( org.omg.CORBA.O bj ect t,
byte [ buf
)i
}

package jacorb.orb;
public interface ServerMessageln te rc eptor

{
public byte [] pre_invoke( byte [] buf );
public byte [] post_invoke( byte [ buf );
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7.3.1 Example: A simple Encryption Inter ceptor

As an example,considera simpleinterceptorwhich “encrypts” the messageontentsby reversingthe
messag®uffer. Notethatthe interceptompreseresthefirst 12 bytesof the message— thisis the GIOP
messagéeader Thereasorfor this is thatthe messageanonly be correctlyrecevedif the receving
sideis ableto determinghemessagsize. To thisend,a GIOP messag&eademwith the correctmessage
sizemustbe sentacross.

In the example,the transformatioron the messagduffer doesnot changethe messageize,sowe
cansimply reusethe original messagéeader Mary othertransformationshowever, will resultin a
differentmessagéength,soit is necessaryo provide a correctmessag&eader Theformatof the GIOP
messagdeaderasdescribedn the CORBA specificationjs asfollows:

/I IDL

struct  Version

{
char major;
char minor,

%

struct MessageHeader

{
char magic [4];
Version GIOP_version;
boolean byte_order;
octet message_type;
unsigned long message_size;

%

Alternatiely, youcanexaminetheclassorg.omg.GIOP.Me ssageHeader whichgivestheJava
equivalentof theIDL specification Herecomesthe Java codefor the example“encryption” interceptor:

public class ClientMessagel nte rc eptor
implements  jacorb.orb.Clien tMessagelnt er cept or

{
public byte [] pre_invoke( org.omg.CORBA. Obe ct t,

byte [ buf )

{
byte buf2[] = new byte[buf.lengt h];

/[ copy GIOP message header
System.arraycop  y( buf, 0, buf2, 0, 12 );

/I reverse rest of message
for( int i = 12; i < buflength; i++ )
buf2][i] = buf[ (buf.length+11) S

return  buf2;
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}

public byte [] post_invoke( org.omg.CORBA.O bj ect t,
byte [] buf )
{
/[ don’t do anything here
return  buf;

On the receving side, the effect of the buffer transformatiormustbe undonebeforethe message
can be passedup to the ORB software and be interpretedas a request,so we must apply the same
transformatioragain:

public class ServerMessagel nte rc eptor

implements  jacorb.orb.Serve rMessagelnt er cept or
{
public byte [] pre_invoke( byte [] buf )
{
byte buf2[]] = new byte[buf.lengt h];
/[ copy GIOP message header
System.arraycop  y( buf, 0, buf2, 0, 12 );
/I reverse rest of message
for( int i = 12; i < buflength; i++ )
buf2[i] = buf[ buf.length+11- i
return  buf2;
}
public byte [] post_invoke( byte [] buf )
{
/[ don’t do anything here
return  buf;
}
}

7.3.2 Per—objectvs. per—procesdnter ceptors

As with request—teel interceptors,t is sometimesuseful to determinewhetherto apply a particular
interceptordependingon which objectis actually called. Accordingly message—lel interceptorscan
beregisteredper-objector perprocessHowever, thisis only possibleon theclient side:

orb.addIntercep tor( (org.omg.CORBA. Obhe ct)s, new ClientMessagel n-
terceptor());
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Recallthaton thereceving side,a referenceo the objectis only available afterthe ORB software
hasinterpretedthe message— which it cannotdo, e.g., beforethe messagédasbeendecryptedn the
abore example. As a consequencesener-side message—ie| interceptorscanonly be registeredper
process.If aninterceptormay only apply certaintransformation®n messageto particularobjects,it
is responsibldor determiningthe target by itself. The following codeis from the sener classin the
interceptorexamplein jacorb/demo/int ercepto rs :

jacorb.orb.ORB orb = (jacorb.orb.ORB) or g. ong. COBAORBI nit () ;
org.omg.Portabl eSer ver. POApoa =
org.omg.Portab le Serve r. PQAHel per .n ar ro w(
orb.resolve_ini ti al _ref ere nces(" RootP OA) );

poa.the_POAMana ger( ). activ at e();
org.omg.CORBA.O bj ect o = poa.servant_to  _reference(new Server() ),

/[ create and register a trace interceptor
/lorb.addServer In te rc eptor ( new TraceServerReque st In te rc ep-

tor() );

jacorb.naming.N ameSer ver.r egis terServic e( o, "Interceptors-
Example Server" );

/I important: let the interceptor registration be the last

/[ thing in this server. Every subsequently received message

/I will  be "decoded". This leads to chaos if there are messages
/[ that are not "encoded", e.g. from the name server !

orb.addServerin te rc epto r( new ServerMessageln ter ceptor() );
orb.run();
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Chapter 8

Applets— The JacORB Appligator

by SebastiarMuller

Sinceversionl.0betal3, JacORBincludesan [IOP proxy calledAppligator Usingthis proxy, you
canrun Java appletswith JacORB Regular java programscanconnecto every hoston the internet—
appletscanonly openconnectiongo their applethos{the hostthey aredowvnloadedfrom). This letsap-
pletsonly useCORBA senersontheir applethostif no proxyis used.With JacORBAppligator, access
for your appletsis no longerrestricted. Placedon the applethostAppligator handlesall connections
from andto your applettransparently

8.1 UsingAppligator

Dueto thetransparencof JacORBAppligatoryou canwrite your appletasif it wereanormal CORBA
program.Theonly thing you have to doiis to usea specialinitialization of the ORB: You have to call the
jacorb.orb.ORB (j ava.a pple t. Apple t, java.util.Prop ert ie s) constructar

A normalJacORBprogramreadsa local jacorb.properti es file to getthe URL of its name
sener andothervital settings.An appletof coursehasno local propertiesfile, but a remoteone: You
have to placethe propertiesfile (which hasthe samesyntaxand parametersasthe normalfile) in the
samedirectoryasyour applet(thefile namehasto be: jacorb.propert ie s, withoutaleadingdot).

Similarto thenamesener, Appligatorwritesits IOR to afile. Yourapplethasto know thelocationof
thisfile to retrieve thelOR of Appligator You cansetthelocationof thelOR file viathejacorbproperties
file (parametejacorbProxySererURL) or with anappletparametein the <APPLET> HTMLtag (pa-
rameterJacorbProxyServ  er URL). If you give no (or awrong) parametedacORBwill look for an
IOR file called”proxy.ior” in the codebaselirectoryandin thewebsener root directory

Make surethe parametejacorb.NameServ  er URLpointsto alocationon theapplethostpther
wiseyou will getanappletsecurityexceptionif your appletneedgo usethenamesener.

33



Starting Appligator

Justtypeappligator <filename> tostarttheproxy. <filename> isthelocationwherethelOR
of the Appligatoris written to. This locationhasto be specifiedn thejacorbpropertiedile of theapplet
or in anappletparamete(if it is not oneof the standarcpaths,seebelav). If youwantthe appligatorto

starton agivenporttypeappligator -DOAPort=portnu  mber <filename>
Summary
¢ init the ORB with jacorb.orb.ini t( apple t, propert ie s) ,whereappletis this applet
andpropertiesarejava.util.Prop er ti es (whichcanbenull)
e putajacorb.propert ie s file in thedirectoryof theapplet
e specify the location for the appligator IOR file in the jacorb.properti es

(jacorbProxySererURL) or in anappletparametefJacorbProxySeerURL)
e male surethenamesener IOR file is accessibldor theapplet(lies on theapplethost)

¢ startAppligatorontheapplethos{websener) with:
$ appligator <filename>
wherefilenameis the locationthe appligatorlOR is putto andhasto bethelocationspecifiedin
thejacorb propertiesor appletparameter

Applet Properties

As describedabore therearesomewaysfor the appletto getits jacorbproperties.The mostimportant
propertyis the URL to theappligatorlOR file. Withoutthis propertytheappletwill notwork. If youuse
anamesener, the URL to thenamesener IOR hasto be specifiedoo.

Propertiecanbesetin threeways:

1. in the ORB.init() call with thejava.util.Prope rti es parameter
2. inthejacorb _properties file locatedin the samedirectoryasthe applet

3. theURL to thenamesenerandAppligatorlOR file canbesetin theapplettagin the HTML file

Appligator and Netscape/IE appletviewer

NetscapeNavigator/Communicatocomeswith its own (outdated)CORBA support.You have to delete
Netscapes CORBA classedo useJacORB.To do this you have to deletethefile iiop10.jarlocatedin

NS ROOT/java/clas ses. It'sagoodideato storea backupof Netscapes file in anotherdirectory

Thenyou canloadthe JacORBclasse®ver the nettogethemwith you applet(puthemin the codebaser
specifya ARCHIVE).

Replacinghe Netscape&CORBA classesvith JacORBS doesnotwork (atleastwith Netscape&Com-
municator4.7),asNetscapealoesnotallow local classego listenon asoclet.
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If Netscapdoadswrong classesor throws security exceptions(have a look at Netscapes JAVA
Consoleto seethis) be sureto checkyour CLASSPATHRemwe all JacORBand VisiBroker classes
from your CLASSPATH

Microsoft’s InternetExploreris stricterthanNetscape Evendownloadedclassesarenot allowedto
listenon a soclet. InternetExplorercanonly be usedwhenthe appletis a CORBA pureclient which
will notbecalledback?

Appligatorworkswell with Suns appletviever. Youonly have to make the appletviever replacethe
Suns CORBA classeswith JacORBS classes.A typical appletviever call for JacORBAppletslooks
like this (writtenin onecommandine):

appletviewer http://www.exam  pl e.c onYC ORBA/iI i _example.html

Thereis ashellscriptcalled”’jacapplet’in JacORBS bin directory which callstheappletviever with
theappropriateoptions(you have to editit to matchyour local jdk path).

Examples

Therearesomeexampleappletsin the demodirectory (jacorb/demo/appl et ). They arebasedn
the normalexamples. The examplesincludea HTML file which calls the applet. To run the example
startthe namesenwer first. Startappligatoron your web sener and than the normal example sener
correspondingo theappletexampleon any computelin ary order Thenyou cancall theexampleapplet
with the IDK appletviever or Netscape.

Be sureto have ajacorb.propert ie s file andthejacorb.jar in place.

1| believe thattheremustbe a settingin InternetExplorerto allow incomingconnectionsAny ideas?
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Chapter 9

[ IOP over SSL

by André Bervenuti.

[Note: thisis just “readme”—stylanformation. A moredetailedchaptemeeddo bewritten. |

9.1 Abstract

To have SSL supportrequiresNO changesn your sourcecode, but you needto retuild JacORBas
explainedhereaftercreateanddeploy key storesholdingthe cryptographiaata.

9.2 Required

e JDK1.20r later,

e IAIK-JCE 2.6 beta 1, the security provider classes downloadable from
http://jcewww. iaik .tu -graz. ac.at /,

e iSaSiLk3.0o0r later the SSLimplementatiorfrom the samesource.

[ Remark:We will allow usingSUN providerandSSLimplementationn thenext releasqd

9.3 Intr oduction

Whenthe ORB instances initialized by the application propertiesarereadfrom files andthecommand
line. For thedefault SSL supportwe definetwo properties:

jacorb.security .S upport_ssl=on
jacorb.security .e nforc e_ssl=on
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If support _ssl=off thenenforce _ssl=off also.enforce _ss|I meanghatary outgoing
or incomingrequeswill have to be over an SSL connection,CORBA::NOPERMISSION:is thrown if
thepolicy is violated.

If jacorb.securit y.s upport ssl=on theuserwill have to authenticatehimself. The au-
thenticationsucceed# akey entrycanbefoundin thekey storefile.

Cryptographidata(key pairsandcertificates)s storedin a.keystore  file. The.keystore  has
to bein thehomedirectory(wherepropertyfiles alsoare).IMPORTANT: definein your propertyfile

jacorb.security Kk eysto re =. keystor e

otherwisea .keystorefile will besearchedn the currentdirectory

The key storeholdsthe key entriesfor principals,which canauthenticatehemselesto the object
systemandthetrustedcertificateentriesfor the CertificationAuthoritiesacceptedy the objectsystem.

Thereis oneinstanceof JacORBperJVM. This ORB instancewill usetheusers keysandcertificate
chain,whenestablishingSSL connections.

The classjacorb.security .util .KeyStor eManager shouldbe usedto createthe key
stores. Its featuresare: generatekey pairs, sign public keys, import or export certificateschainsand
definetrustedcertificateauthorities. The first certificatein the certificatechainmay have a role exten-
sion.

9.4 Building JacORBwith SSL support
1. Make surethatthe cryptographidibrariesarein your CLASSFATH. (If they arenot, JacORBwill
be built without SSL support.)
2. Build JacORBanev: goto theinstallationdirectoryandcall "ant”.

3. Editthepropertiedile to setthe security-relgant propertiesasoutlinedabore.

9.5 Creatingkeystores

You canproceedasfollow:

1. Startjacorbsecurityutil. KeyStoreMarage and createa (new) masterkey store, which should
hold key pairsfor theusersandCAs (menuFile/New).

Rememberthat key pairs are storedin key entries. For eachuserand CA createa key en-
try (menuKeys/Create) Remark:a usercanbe assignednorethenonekey entry (usedifferent
aliases)if for examplehewill actin differentroles. For moredetails,pleaseconsultthe JKD tool
documentatioriior "k eytool”, which explainsthe key storeconcept.

2. Publickeys of usershave to be signedby atleastone CA (you canhave intermediatesignerin a
certificatechain). As you createthe certificatechain(menuCertificates/Creatgjou canassigna
roleto thealias.
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3. Exportthecertificatesof the CAs (menuCertificates/Export)Save your masterkey storeto afile.
4. For eachmachineand/oruseryou will derive akey storeasfollows:

(a) Make acopy of themasterkey storeandopenit in KeyStoreManagegmenuFile/Open).
(b) Remore all key entriesfor CAs (menuKeys/Delete).
(c) Remaove all key entriesfor usersnotthatmachinelmenuKeys/Delete).

(d) Createa trustedcertificateentry for eachCA (menuTrustees/Add).5¥u will needthe ex-
portedcertificatedor this.

(e) Savethekey storeto afile.

5. Deploy thekey storefiles.
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Chapter 10

JacORB utilities

In this chapterwe will briefly explain the executableghatcomewith JacORB .Theseincludethe IDL—
compiler theJacORBnamesener.

10.1 idl

ThelIDL compilerparsedDL specification@andmapstheseto a setof Java classeslIDL interfacesare
translatednto Javainterfaces andtypedefsstructs,constdeclarationgtc. aremappedntocorrespond-
ing Java classes.Usingidl , stubsandskeletonsfor all interfacetypesin the IDL specificationwill
automaticallybe generated.

Usage

idl  [-h|-help] [-v]-version] [-syntax] [-all] [-Idir] [-
Dsymbol[=value ]] [-d <Output Dir>] [-p <package _prefix>] [-i2jpackage
<mapping>] <filelist>

Theoption-v printsoutashortversionstringwhile -h or-help displaysbrief usaganformation.

Invoking idl  with the-syntax  optionallows you to checkyour IDL specificationfor syntactic
errorswithoutproducingcode.Without-syntax ,thecompilercreateslirectoriesaccordingo theJava
packagestructure.

The compilerdoesnot, by default, generatecodefor includedfiles. If thatis desired,you have
to usethe-all  optionwhich causesodeto be generatedor every IDL file directly or indirectly in-
cludedfrom within <filelist> . If you wantto make surethat for a given IDL no codewill be
generatedvenif this optionis set,you canusethe (proprietary)preprocessadirectve #pragma in-
hibit _code _generation

The-l optionsallows you to specifyoneor moresearchpathsfor IDL files includedfrom within
<filelist> . If nopathis given,only the currentdirectorywill beconsidered.

With the-D optionyou candefinesymbolsthat canbe usedby the preprocessowhile processing
theIDL file. If novalueis specifiedthe symbolwill bedefinedwith avalueof 1.
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Compiling a file with a module ModuleX and an interface InterfaceY in it will resultin a
subdirectoryModuleX with InterfaceY.java in it (andpossiblymore.java -files). By default,
therootdirectoryfor all of thefiles createdduringthe processs thecurrentdirectory You can,however,
provide a differentdirectoryin which thesefiles areto be placedby usingthe -d option. Usingthe -d
optionwhenyou areonly checkingthe syntaxof anIDL file hasno effect.

With the-p optionit is alsopossibleto specifya packageprefix for thegeneratedava classesE.g.,
if the IDL file containsa moduleBank which definesan interface Account , you candirectthe IDL
compilerto generatelava classeseexample.Bank.A ccount by compiling with the packageprefix
setto example , i.e. by compilingwith

idl -p example bank.idl

The IDL compilerwill createthe appropriatedirectoriesif necessary Note that the effect is the
sameasif the entire contentsof the IDL file wasscopedwith example . In particular this appliesto
includedfiles: all definitionsin includedfiles will alsobe scopedhisway! The -p switchshouldused
with discretionin caseswhereotherIDL filesareincluded.

To be ableto flexibly redirectgeneratedava classesnto packagesthe-i2jpackage  switchcan
beused.Usingthisoption,ary IDL scopex canbereplacedy one(or more)Javapackagey. Specifying
-i2jpackage X:a.b.c  will thuscausecodegeneratedor IDL definitionswithin ascopex to endup
in aJavapackagea.b.c ,e.g.anIDL identifierX::Y::ident will bemappedo a.b.c.y.ident
in Java.

(ThelIDL parsemwasgeneratedvith ScottHudsons CUP parsergeneratarThe LALR grammairfor
the CORRBA IDL is in thefile jacorb/Idl/pars er.c up.)

10.2 ns

JacORBprovidesa servicefor mappingnameso network referencesThe namesener itself is written
in Java like the restof the packageandis a straightforvard implementationof the CORBA “Naming
Service"from CommonObjectServicesSpec. Vol.1 [OMG97]. ThelDL interfacesaremappedo Java
accordingto our Javza mapping.

Usage

ns <filename>  <filename> [<timeout>]
or

jaco jacorb.Naming.Na meServ er <filename> <filename> [<timeout>]

Example

ns “/public_htmI/NS _Ref “/nsdb

Thenamesener doesnot useawell known port for its service.Sinceclientscannot(andneednot)
know in adwancewherethe nameservicewill be provided, we usea bootstrapfile in which the name
sener recordsan objectreferenceto itself (its Interopeiable Object Refeenceor IOR). The nameof
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this bootstrapfile hasto be given as an agumentto the ns command. This bootstrapfile hasto be
availableto clients network-wide, sowe demandthatit be reachablesia a URL — thatis, theremust
be an appropriatelyconfiguredHTTP sener in your network domainwhich allows readaccesdo the
bootstrapfile over a HTTP connection. (This implies that the file musthave its readpermissionsset
appropriately If the bindingto the nameservicefails, pleasecheckthatthis is the case.)After locating
the nameservicethroughthis mechanismglientswill connectto the namesener directly, sothe only
HTTP overheads in thefirst lookupof the sener.

Thenamebindingsin thesener’s databasarestoredin andretrieved from afile thatis foundusing
the secondile nameagument.Whenthe sener startsup, it triesto readthisfile’s contentslf thefile is
emptyor corrupt,it will beignored(but overridenon exit). Thenamesener canonly save its statewhen
it goesdown aftera specifiedtimeout. If the sener is interrupted(with CTRL-C), stateinformationis
lostandthefile will notcontainary usabledata.

If notimeoutis specifiedthenamesenerwill simply stayup until it is killed. Timeoutsarespecifed
in milliseconds.

10.3 nmg

The JacORBNameManagera GUI for the nameservice,canbe startedusingthe nmg command.The
NameManagethentriesto connecto anexisting nameservice.

Usage

nmg

10.4 Isns

This utility lists the contentsof the default namingcontext. Only currently actve seners that have
registeredarelisted. The-r optionrecursvely lists the contentsof namingcontects containedn the
rootcontet. If thegraphof namingcontexts containscycles,trying to list theentirecontentgecursvely
will notreturn...

Usage

Isns [ -r ]

Example

$ Isns
/grid.service

whenonly the sener for the grid exampleis runningandregisteredwith the namesener.
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10.5 dior

JacORBcomeswith asimpleutility to decodeaninteroperabl@bjectreferencdlOR) in stringform into
amorereadablaepresentation.

Usage

dior <IOR-string> | -f <filename>

Example

In the following examplewe useit to print out the contentsof the IOR thatthe JacORBnamesener
writesto its file:

dior -f “/public_html/N S Ref

------ IOR components-----

Typeld : IDL:omg.org/CosN  amin g/ Namn gConte xtE xt :1 .0

Profile Id . TAG_INTERNET_IOP

IIOP Version : 1.0

Host ; 160.45.110.41

Port : 49435

Object key : 0x52 6F 6F 74 50 4F 41 3A 3A 30 D7 D1 91 E1 70 95 04
10.6 pingo

“Ping” anobjectusingits stringifiedIOR. Pingowill call _non _existent() ontheobjects reference
to determinewhetherthe objectis alive or not.

Usage

pingo <IOR-string> | -f <filename>
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Chapter 11

Limitations, Feedback

A few limitationsandknown bugs(list is incomplete):

¢ thelDL compilerdoesnot support
— thecontext construct

e the APl documentatiormndthis documentreincomplete.

Feedbackand bug reports

Pleasemail bug reportsaswell ascriticism andexperiencereportsto:

brose@inf.fu-be rl in .de
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