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Chapter 1

Intr oduction

This documentgivesan introductionto programmingdistributedapplicationswith JacORB,a
freeJavaobjectrequestbroker. JacORBcomeswith full sourcecodeandanumberof example
programs. This documentis not an introductionto CORBA in general. Pleasesee[Sie96,
Vin97, VD98] for this purposeand[HV99] for moreadvancedissues.The JacORBversion
describedin this documentis JacORB1.1.

1.1 Statusof this document

This documentis very much in a preliminarystate. A numberof thingshave changedfrom
version0.9, others— like the interfacerepository— areunavailableat the momentbut will
reappearin future releases.Themostprominentchangesthata programmerwill noticearein
thelanguagemapping,i.e. theway theIDL compilergeneratedJava classesfrom IDL specifi-
cations.

In previousreleases,JacORBusedasomewhatidiosyncraticmappingin orderto allow for a
specialdesignof theInterfaceRepository[Bro98] and,in particular, for CORBA programming
without any hand–writtenIDL. All thathadto give way to the POA. Supportingthe Portable
ObjectAdaptermeantadoptingthestandardOMG IDL languagemapping[OMG98], which in
turnmeantredesigningquitea bit of theIDL compiler.

This documentis intendedto give a few essentialhintson how to install anduseJacORB,
but it will not suffice aseithera gentleintroductionto CORBA or a tutorial. The restof this
documentis structuredasfollows. First,we briefly describehow to obtainandinstall JacORB.
Section2 givesa few examplesonhow to useJacORBto write distributedJavaprogramswhile
section3 containsadescriptionof theutilities thatcomewith JacORB.
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Chapter 2

Installing JacORB

In thischapterweexplainhow to obtainandinstallJacORBandgiveanoverview of thepackage
contents.

2.1 Obtaining JacORB

JacORBcan be obtainedas a g-zippedtar–archive or as a zip–archive from the JacORB
home page at http://www.inf.fu-berlin.de/ ˜bros e/ja corb/ . It can also
be downloadedvia anonymous ftp from ftp.inf.fu-berlin.de from the directory
pub/jacorb/ .

To install JacORB,just gun-zipanduntar(or simply unzip) the archive somewhere. This
will result in a new directoryJacORB1 1. Make sureyour CLASSPATH environmentvari-
able containsJacORB1 1/lib/jacorb.jar . If you plan to recompileall or parts of
JacORB,you should also include JacORB1 1/classes . Extendyour searchpath with
JacORB1 1/bin , so that the shell scriptsand batchfiles for the utilities in this directory
arefound.

2.2 Installation

Ant and makefiles

JacORBwill run on any JavaVM, but to rebuild JacORB(andcompiletheexamples)you need
to have theXML–basedmake tool “Ant” installedon your machine.Ant canbe downloaded
from http://jakarta.apache.org/ant . All makefiles(build.xml ) arewritten for
this tool. To rebuild JacORBcompletely, just typeant in theinstallationdirectory. Optionally,
youmight wantto doaant clean first.

In orderto be ableto useGUI tools suchasthe NameManager, the ImRManagerandthe
KeyStoreManager, you needto useJDK 1.2 or have Sun’s Swing classesinstalledon your

4



machine. In the latter case,your CLASSPATH also needsto contain theseclasses. For
SSL, you must have JDK 1.2. Also, you needto install cryptographyand SSL libraries by
IAIK, viz. IAIK–JCE 2.6beta1 andiSaSiLk3.0. Pleaseseehttp://jcewww.iaik.tu-
graz.ac.at/ .

Configuration

JacORBhasa numberof configurationoptionswhich canbesetasJava properties.Beforewe
will go aboutexplainingsomeof themorebasicoptionshere,let’s look at the differentways
of settingproperties.Specificoptionsthatapply, e.g.,to theImplementationRepositoryor the
TradingServiceareexplainedin thechapterdiscussingthesemoduleTherearethreeoptionsfor
doingthis.

The most generalcaseis in a propertiesfile. JacORBlooks for and loadsa file called
either .jacorb properties or jacorb.properties . It looks for thesefiles in both
yourhomedirectory(asin theuser.home systempropertyandin thecurrentdirectory. (The
“home” on Windows95is usuallyc:\windows or c:\winNT\Profiles\username on
WindowsNT.) If it findsmultiple files, it loadstheall in this order. In caseof differentsettings
for thesameproperty, theoneloadedlasttakesprecedence.

For moreapplication–specificproperties,you canpassa java.util.Property object
to ORB.init() during applicationinitialization, e.g. like this (args is the Stringarraycon-
tainingcommandline arguments):

java.util.Prope rt ie s props = new java.util.Prope rt ie s( );
props.setProper ty (" ja co rb. im pl name"," St andard NS");
org.omg.CORBA.O RB orb = org.omg.CORBA.O RB.i ni t(a rg s, props);

The third way of specifyingpropertiesis by passingthemascommandline argumentsto the Java
interpreter, asin:

$ java -DOAPort=4711 jacorb.naming. NameServe r ...

An option passedlike this will overrideany settingin either the propertiesfile or the application
setup. Propertiesset in the applicationcode,however, will alwaysoverrideany propertiesset in any
otherway.

We arenow readyto have a look at the mostbasicJacORBconfigurationproperties.Here is an
examplejacorb properties file:

##
## JacORB configuration options
##

#
# Basic ORB properties
#

# number of retries if connection cannot directly be established
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jacorb.retries =5
jacorb.retry_i nt erv al =700

# size of network buffers for outgoing messages
jacorb.outbuf_ si ze= 2048

# URL where IORs are stored (used in orb.resolve_ini ti al _s er vic e( ))
jacorb.NameSer ve rURL=ht tp :/ /www. in f. fu -be rl in .d e/ ˜br os e/ NS_Ref
jacorb.Trading Servi ce URL=ht tp: // www. in f.f u- berl in .de /˜ br os e/ TS_Ref
jacorb.Impleme nt ati onReposi tor yURL=htt p:/ /w ww.i nf .fu -
berlin.de/˜bro se /Im R_Ref
jacorb.ProxySe rv erU RL=htt p: //w ww.i nf .f u-b er li n. de/˜b ro se /P ro xy_ Ref

# amount of diagnostic output, 0 is off
jacorb.verbosi ty =1

# where does output go? Terminal is default
#jacorb.logfil e=LOGFI LEPATH

# Switch off to avoid contacting the ImR if not used, must be on
# to be able to use it.
jacorb.use_imr =on

# default implementation name for servers
# with persistent POAs
jacorb.implnam e=Sta ndar dI mplNa me

#
# interceptor configuration, interceptors can be
# configured out for performance
#
jacorb.interce pt or. cl ie nt .R eques ts =on
jacorb.interce pt or. cl ie nt .Mess ages =on
jacorb.interce pt or. se rv er .Mess ages =on
jacorb.interce pt or. se rv er .R eques ts =on
jacorb.interce pt or. perObj ec t=o n

#
# POA configuration
#

# displays a GUI monitoring tool for servers
jacorb.poa.mon it ori ng=off

# thread pool configuration for request processing
jacorb.poa.thr ead_pool_ max=20
jacorb.poa.thr ead_pool_ mi n=10

# size of the request queue, clients will receive Corba.TRANSIENT
# exceptions if load exceeds this limit
jacorb.poa.que ue_max=100

#
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# Naming Service Configuration
#
# where to store naming context state?
jacorb.naming. db_di r= /h ome/ bwana/b ro se /tm p

#
# Implementation Repository Configuration Options
#
...

#
# Trader configuration, please see
# src/trading/RE ADME. PROPERTIE S for
# explanation
...

Configurableoptionsinclude the size of network buffers, the numberof retriesJacORB
makesif a connectioncannotbe established,andhow long it shall wait beforeretrying. The
stringvaluesfor NameServerURL andTradingServiceURL areURLs for file resources
usedto setup theJacORBnameserver. This URL will beusedby theORB to locatethename
serverandto provideanobjectreferenceto it (seealsochapter4).

The verbosity option tells JacORBhow muchdiagnosticoutputit shouldemit at run-
time. Unlessthe logfile propertyis setto a file name,diagnosticoutputwil besentto the
terminal. Settingtheverbositypropertyto 0 meansdon’t print any, while a level of 2 is a ver-
bosedebug mode. Level 1 will emit someinformation,e.g. aboutconnectionsbeingopened,
acceptedandclosed.

The interceptorsectionin the propertiesfile determineswhich interceptorsareused. By
default, all interceptorsare switchedoff for performancereasons.Pleaseseechapter7 for
detailsaboutinterceptors.

Themonitoring optiondetermineswhetherthePOA shouldbring up a monitoringGUI
for serversthatlet you examinethedynamicbehaviour of your POA, e.g.how long therequest
queuegetsandwhetheryour threadpool is big enough.Also, this tool letsyouchangethestate
of aPOA, e.g.from activeto holding. [ Pleaseseethechapteron thePOA for moredetails.]

Youcannow testyourinstallationby typingmake in oneof thesubdirectoriesof thedemo/
directorywhich containsanumberof examplesfor usingJacORB.
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Chapter 3

Getting Started

Beforewe go aboutexplaininganexamplein detail,wewill havea look at thegeneralprocess
of developingCORBA applicationswith JacORB.We’ll follow this roadmapwhenworking
throughtheexample.Theexamplecanbefoundin demo/grid whichalsocontainsaMakefile
so that the developmentstepsdo not have to be carriedout manuallyevery time. Still, you
shouldknow whatis goingon.

As this documentgivesonly a short introductionto JacORBprogramminganddoesnot
coverall thedetailsof CORBA IDL, werecommendthatyoualsolook at theotherexamplesin
thedemo/ directory. Theseareorganizedsoasto show how thedifferentaspectsof CORBA
IDL canbeusedwith JacORB.

3.1 JacORBdevelopment: an overview

Thestepswewill generallyhave to takeare:

1. write anIDL specification.

2. compilethisspecificationwith theIDL compilerto generateJavaclasses.

3. write animplementationfor theinterfacegeneratedin step2

4. write a “Main” classthat instantiatestheserver implementationandregistersit with the
ORB

5. write aclient classthatretrievesa referenceto theserverobject.

3.2 IDL specifications

Our exampleusesa simpleserver the definition of which shouldbe clear if you know IDL.
Its interfaceis given in server.idl . All thesourcecodefor this examplecanbe found in
JacORB1 0/demo/grid .
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// server.idl
// IDL defintion of a 2-D grid:

module grid
{

interface MyServer
{

readonly attribute short height; // height of the grid
readonly attribute short width; // width of the grid

// set the element [n,m] of the grid, to value:
void set(in short n, in short m, in long value);

// return element [n,m] of the grid:
long get(in short n, in short m);

exception MyException
{

string why;
};

short opWithException( ) raises( MyException );
};

};

3.3 Generatinga Java classes

Feedingthisfile into theIDL compiler

$ idl -d ../.. -p demo server.idl

producesa numberof Java classesthat representthe IDL definitions. This is doneaccordingto
a set of rules known as the IDL–to–Java languagemappingas standardizedby the OMG. If you are
interestedin thedetailsof thelanguagemapping,i.e. which IDL languageconstructis mappedto which
Java languageconstruct,pleaseconsultthespecificationsavailablefrom www.omg.org . Thelanguage
mappingusedby the JacORBIDL compiler is the onedefinedin CORBA 2.3 andis not explainedin
detailin thisdocument.For practicalusage,pleaseconsulttheexamplesin thedemo directory.

ThemostimportantJava classesgeneratedby the IDL compilerarethe interfacesMyServer and
MyServerOperat io ns plus the stub and skeletonfiles MyServerStub, MyServerPOA and
MyServerPOATie . Wewill usetheseclassesin theclient andserver aswell asin theimplementation
of thegrid’s functionalityandexplaineachin turn.

NotethattheIDL compilerwill produceadirectorystructurefor thegeneratedcodethatcorresponds
to the modulestructurein the IDL file, so it would have produceda subdirectorydemo/grid in the
currentdirectoryhadwe notdirectedit to put thisdirectorystructureto ../.. by usingthecompiler’s
-d switch. Theenclosingmoduledemo is generatedby applyingthe -p demo optionwhich instructs
thecompilerto behave asif theIDL file hadbeenwritten with anoutermostmoduledemo. As a result,
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all generatedfiles that would have beenin the demo/grid subdirectoryarenow put into the current
directory— which is alreadycalleddemo/grid . Whereto put thesourcefiles for generatedclassesis
amatterof taste.Somepeoplepreferto haveeverythingin oneplace(asusingthe-d optionin thisway
achieves),otherslike to have onesubdirectoryfor thegeneratedsourcecodeandanotherfor theoutput
of theJava compiler, i.e. for the .class files.

3.4 Implementing the interface

Let’s try to actuallyprovide animplementationof thefunctionalitypromisedby theinterface.Theclass
which implementsthat interfaceis calledgridImpl . Apart from providing a Java implementationfor
theoperationslistedin theIDL interface,it hasto inherit from ageneratedclassthatbothdefinestheJava
typethatrepresentstheIDL typeMyServer andcontainsthecodeneededto receive remoteinvocations
andreturnresultsto remotecallers.This classis MyServerPOA .

You might have noticedthat this approachis impracticalin situationswhereyour implementation
classneedsto inherit from otherclasses.As Java only hassingleinheritancefor implementations,you
would have to usean alternative approach— the “tie”–approach— here. The tie approachwill be
explainedlater.

Hereis theJava codefor thegrid implementation:

package demo.grid;

import demo.grid.MySe rv er Packa ge.MyExc ept io n;

public class gridImpl
extends MyServerPOA

{
protected short height = 31;
protected short width = 14;
protected int[][] mygrid;

public gridImpl()
{

mygrid = new int[height][wid th ];
for( short h = 0; h < height; h++ )

for( short w = 0; w < width; w++ )
mygrid[h][w] = 0;

}

public int get(short n, short m)
{

if( ( n <= height ) && ( m <= width ) )
return mygrid[n][m];

else
return 0;

}

10



public short height()
{

return height;
}

public void set(short n, short m, int value)
{

if( ( n <= height ) && ( m <= width ) )
mygrid[n][m] = value;

}

public short width()
{

return width;
}

public short opWithException ()
throws MyException

{
throw new MyException(‘‘ This is only a test excep-

tion, no harm done :-)’’);
}

}

3.5 Writing the Server

To actually instantiatea gridImpl object which can be accessedremotelyas a CORBA object of
typeMyServer , you have to instantiateit in a mainmethodof someotherclassandregisterit with a
componentof theCORBA architectureknown astheObjectAdapter. Hereis theclassServer which
doesall thatis necessaryto activateaCORBA objectof typeMyServer from aJavagridImpl object:

package demo.grid;

import java.io.*;
import org.omg.CosNam in g. *;

public class Server
{

public static void main( String[] args )
{

org.omg.CORBA.O RB orb = org.omg.CORBA.O RB.in it (a rg s, null);
try
{

org.omg.Portabl eServ er .P OA poa =
org.omg.Portable Serv er .POAHel per. nar ro w(
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orb.resolve_ini ti al_ re fe re nc es( "RootP OA")) ;

poa.the_POAMana ger () .a ct iv ate () ;

org.omg.CORBA.O bje ct o = poa.servant_to_ re fe re nc e(n ew gridImpl());

if( args.length == 1 )
{

// write the object reference to args[0]

PrintWriter ps = new PrintWriter(
new FileOutputStre am(

new File( args[0] )));
ps.println( orb.object_to_s tr in g( o ) );
ps.close();

}
else
{

// register with the naming service

NamingContextExt nc =
NamingContextEx tH elp er .n ar ro w(

orb.resolve_in iti al _r ef er enc es (" NameSer vi ce ") );
nc.bind( nc.to_name("grid .e xa mple "), o);

}
}
catch ( Exception e )
{

e.printStackTra ce( );
}
orb.run();

}
}

After initializing the ORB we needto obtaina referenceto the objectadapter— the POA — by
askingtheORB for it. TheORB knows abouta few initial referencesthatcanberetrievedusingsimple
nameslike “RootPOA’. Thereturnedobjectis anuntypedreferenceof typeCORBA.Object andthus
needsto benarrowedto thecorrecttypeusingastaticmethodnarrow() in thehelperclassfor thetype
in question.Wenow have to activatethePOA becauseany POA is createdin “holding” statein which it
doesnotprocessincomingrequests.After callingactivate() on thePOA’sPOAManagerobject,the
POA is in anactive stateandcannow beaskedto createa CORBA objectreferencefrom a Java object
alsoknow asaServant .

In orderto make thenewly createdCORBA objectaccessible,we have to make its objectreference
available.This is doneusingapublicly accessibledirectoryservice,thenamingserver. A referenceto the
namingserviceis obtainedby callingorb.resolve initial references("Na meServi ce ")
on the ORB and narrowing the reference using the narrow() method found in class
org.omg.CosNam in g.N amin gContex tE xt Help er . Having done this, you should call the
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bind() operationon the nameserver. The namefor the object which has to be suppliedas an
argumentto bind() is not simply a string. Rather, you needto provide a sequenceof CosNam-
ing.NameCompon ent sthatrepresentthename.In theexample,we choseto useanextendedName
Server interfacethatprovidesuswith amoreconvenientconversionoperationfrom stringsto Names.

3.6 Writing a client

Finally, let’s have a look at theclient classwhich invokestheserver operations:

package demo.grid;

import org.omg.CosNam in g. *;

public class Client
{

public static void main(String args[])
{

try
{

MyServer grid;
org.omg.CORBA.O RB orb = org.omg.CORBA.OR B. in it (a rgs ,n ul l) ;

if(args.length= =1 )
{

// args[0] is an IOR-string
grid = MyServerHelper. nar ro w( or b. str in g_to _obje ct (a rg s[ 0]) );

}
else
{

NamingContextExt nc =
NamingContextExt Help er .n arr ow(

orb.resolve_ini ti al_ re fe re nc es( "NameSer vic e" )) ;

grid = MyServerHelper. nar ro w(
nc.resolve(nc.t o_name( "g ri d. exa mple ") )) ;

}

System.out.prin tln (" Heig ht = " + grid.height());
System.out.prin tln (" Widt h = " + grid.width());

try
{

grid.opWithExcep ti on() ;
}
catch (jacorb.demo.g ri d. MySer ve rP ac ka ge. MyExce pt ion ex)
{
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System.out.print ln (" MyExcepti on, reason: " + ex.why);
}

}
catch (Exception e)
{

e.printStackTra ce( );
}

}
}

After initializing the ORB, the client obtainsa referenceto the “grid” serviceby locatingthe ref-
erenceusingthe nameservice. Again, resolvingthe nameis doneby gettinga referenceto the nam-
ing serviceby calling orb.resolve initial references("Na meSer vi ce ") and querying
the nameserver for the "grid" object by calling resolve() . The argumentto the resolve op-
eration is, again, a string that is converted to a Name. The result is an object referenceof type
org.omg.CORBA. Objec t whichhasto benarrowedto thetypewe areexpecting,i.e. MyServer .

After compiling everythingwe’re now readyto actually run the server andthe client on different
(virtual) machines.Make surethenameserver is runningbeforestartingeithertheserver or theclient.
If it isn’t, typesomethinglike:

$ ns ˜/public_html/ NS_Ref

where˜/public_html/ NS_Ref is thenameof alocally writablefile whichcanbereadby using
theURL given in boththeremoteclient andserver code.(This is to avoid usinga well–known address
for thenameserver, so bothclient andserver look up the locationof thenameserver via theURL and
latercommunicatewith it directly.)

Youcannow launchtheserver:

$ jaco demo.grid.Serve r

Theclient canbeinvokedonany machineyou like:

$ jaco demo.grid.Clien t

Runningtheclient afterstartingtheserver producesthefollowing outputon your terminal:

Height = 31
Width = 14
MyException, reason: This is only a test exception, no harm done :-)

14



Chapter 4

The JacORBNameService

Nameservers areusedto locateobjectsusinga human–readablereference(their name)ratherthana
machineor network address.If objectsproviding acertainservicearelookedupusingtheservicename,
their clientsaredecoupledfrom theactuallocationsof theobjectsthatprovide thisservice.Thebinding
from nameto servicecanbechangedwithout theclientsneedingto know.

JacORBprovidesan implementationof theOMG’s InteroperableNamingServicewhich allows to
bind namesto object referencesand to lookup object referencesusingthesenames. It alsoallows to
easilyconvert namesto stringsandvice versaThe JacORBnameservicecomprisestwo components:
thenameserver program,andasetof interfacesandclassesusedto accesstheservice.

Oneword of cautionaboutusingJDK 1.2with theJacORBnamingservice:JDK 1.2comeswith a
coupleof outdatedandapparentlybuggynamingserviceclassesthatfo notwork properlywith JacORB.
To avoid having theseclassesloadedandusedinadvertently, pleasemake surethatyou alwaysusethe
NamingContextE xt interfaceratherthantheplainNamingContext interface.Otherwise,youwill
seeyour applicationreceive null pointeror otherexceptions.Note that thereis no suchproblemwith
JDK 1.1.

4.1 Running the NameServer

TheJacORBnameserver is a processthatneedsto bestartedbeforethenameservicecanbeaccessed
by programs.Startingthenameserver is doneby typingon thecommandline eithersimply

ns <ior filename> [<timeout>]

to runa shellscriptor

ns.bat <filename> [<timeout>]

for aDOSbatchfile. YoucanalsostarttheJava interpreterexplicitly by typing

jaco jacorb.Naming.Na meServ er <filename> [<timeout>]

In theexample

ns ˜/public_html/NS _Ref

we direct thenameserver processto write locationinformationandlogging informationto thefile
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˜/public_html/ NS_Ref . A client–sideORB usesthis file to locatethenameserver process.The
client–sideORB doesnot, however, accessthe file througha local or sharedfile systemby default.
Rather, thefile is readasa WWW resourceby usinga URL pointing to it. This implies that thename
server log file is accessiblethrougha URL in thefirst place,i.e. thatyou know of a webserver in your
domainwhichcananswerHTTP requestto readthefile.

The advantageof this approachis that clients do not needto rely on a hard–codedwell known
port andthat thenameserver is immediatelyavailableworld–wideif theURL usesHTTP. If you want
to restrictnameserver visibility to your domain(assumingthat the log file is on a sharedfile system
accessiblethroughoutyour domain)or you do not have accessto a web server, you canusefile URLs
ratherthanHTTP URLs, i.e. theURL pointingto your nameserver log file would lookslike

file:/home/bro se /pu bl ic html/NS Ref

ratherthan

http://www.inf .f u-b er li n. de/˜b ro se /N S_Ref

Specifyingfile URLs is alsousefulon machinesthathave no network connectionat all. Pleasenote
that theoverheadof usingHTTP is only incurredonce— whentheclientsfirst locatethenameserver.
Subsequentrequestswill usestandardCORBA operationinvocationswhich meansthey will be IIOP
requests(over TCP).

Thenameserver storesits internalstate,i.e. thenamebindingsin its context, in files in thecurrent
directory unlessthe property jacorb.naming.d b dir is set to a different directory name. This
saving is donewhentheserver goesdown regularly, i.e. killing theserver with CTRL-C will result in
lossof data.Theserver will restorestatefrom its files if any filesexist andarenon–empty.

The secondparameteris a time–outvaluein msecs.If this valueis set, the nameserver will shut
down afterthespecifiedamountof time andsave its state.This is usefulif thenameserver is registered
with theImplementationRepositoryandcanthusberestartedondemand.

Configuring a Default Context

Configuringanamingcontext (i.e. anameserver)astheORB’sdefaultor rootcontext is doneby simply
writing theURL thatpointsto thisserver’sbootstrapfile to thepropertiesfile .jacorb properties .
Alternatively, you can set this file name in the property jacorb.Trading Servi ce URL either
on the commandline or within the applicationas describedin 2.2. After the default context has
thus beenconfigured,all operationson the NamingContextExt object that was retrieved by a call to
orb.resolve initial references(‘‘Na meServ ice ’’ ) will go to that server — provided
it’s runningor canbestartedusingtheImplementationRepository.

4.2 Accessingthe NameService

TheJacORBnameserviceis accessedusingthestandardCORBA definedinterface:

// get a reference to the naming service
ORB orb = ORB.init(args, null);
org.omg.CORBA.Ob je ct o = orb.resolve_ini ti al _r efe re nc es (" NameSer vi ce ")
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NamingContextExt nc = NamingContextExt Help er .n arr ow( o );

// look up an object
server s = serverHelper.nar ro w( nc.resolve(nc. to_ name(‘ ‘s erv er .s er vi ce’ ’) ) );

Before an object can be looked up, you need a reference to the ORB’s
name service. The standard way of obtaining this reference is to call
orb.resolve initial references("Nam eSer vi ce" ) . In calls using the standard,ex-
tendednameserviceinterface,object namesare representedas arraysof NameComponents rather
thanasstringsin orderto allow for structurednames.Therefore,you have to constructsuchan array
andspecify that the name’s nameis ”server” and that it is of kind ”service” (ratherthan ”context”).
Alternatively, you canconvert a string“server.service”to anameby calling theNamingContextE xt
interface’s to name() operation,asshown above.

Now, we canlook up theobjectby calling resolve() on thenamingcontext, supplyingthearray
asanargument.

4.3 Constructing Hierar chiesof NameSpaces

Likedirectoriesin afile system,namespacesor contextscancontainothercontexts to allow hierarchical
structuringinsteadof a simpleflat namespace.Thecomponentsof a structurednamefor anobjectthus
form apathof names,with theinnermostnamespacedirectlycontainingthenamebindingfor theobject.
Thiscanvery easilybedoneusingNameManager but canalsobeexplicitly coded.

A new namingcontext within anenclosingcontext canbecreatedusingeithernew context() or
bind new context() . The following codesnippetrequestsa namingcontext to createan inner or
subcontext usingagivennameandreturna referenceto it:

// get a reference to the naming service
ORB orb = ORB.init();
org.omg.CORBA.Ob je ct o = orb.resolve_ini ti al _r efe re nc es (" NameSer vi ce ")
NamingContextExt rootContext = NamingContextEx tHe lp er .n ar row ( o );

// look up an object
NameComponent[] name = new NameComponent[1 ];
components[0] = new NameComponent(" sub ", "c onte xt" );
NamingContextExt subContext = NamingContextE xt Hel per. narr ow( root-

Context.bind_n ew_co nt ex t( name ));

Pleasenotethat theJacORBnamingservicealwaysuseNamingContextE xt objectsinternally,
evenif theoperationsignatureindicatesNamingContext objects.This is necessarybecauseof thelimi-
tationswith JDK 1.2asexplainedat thebeginningof this section.
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4.4 NameManager— A simpleGUI fr ont-endto the Naming
Service

ProvidedthatyouareusingJDK 1.2or havetheJFCor swingclassesinstalledproperlyonyourmachine,
thegraphicalfront-endto thenameservicecanbestartedby simplycalling

nmg

TheGUI front-endwill simply look up thedefault context anddisplayits contents.Hereis a screen
shot:

NameManagerhasmenusthat let you unbindnamesandcreateor deletenamingcontexts within
theroot context. Creatinga nestednamespace,e.g.,canbedoneby selectingtheRootContext and
bringingup a context by clicking theright mousebutton. After selecting“new context”from thatmenu,
youwill bepromptedto enteranamefor thenew, nestedcontext.
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Chapter 5

The server side: POA, Thr eads

This chapterdescribesthe facilities offeredby JacORBfor controllinghow serversarestartedandex-
ecuted.Theseincludeanactivation daemon1, thePortableObjectAdapter(POA) andits interfaceand
threading.

Presently, this chapteris largely unfinishedanda mereplaceholder. A morethoroughexplanation
of how thePOA canbe usedin differentsettingsandhow thedifferentpoliciesandstrategiesit offers
arebestusedis on our to–dolist. For now, we have to referyou to theexcellentchapteron thePOA in
[HV99]. A very quick overview of thePOA canbefoundin [Vin98] while morein–depthtreatment(al-
beit in C++) canbefoundin thevariousC++-ReportColumnson thePOA by DougSchmidtandSteve
Vinoski. Thesearticles are available at http://www.cs.wu st l. edu/˜ sc hmid t/ rep or t-
doc.html .

5.1 POA

The objectadapteris that part of CORBA that is responsiblefor creatingCORBA objectsandobject
referencesand— with a little help from skeletons— dispatchingoperationrequeststo actualobject
implementations.In cooperationwith the ImplementationRepositoryit canalsoactivateobjects,i.e.
startprocesseswith programsthatprovide implementationsfor CORBA objects.

[...]

5.2 Thr eads

JacORBcurrentl offers one server–side thread model. The POA responsiblefor a given request
will obtain a requestprocessorthread from a central thread pool. The pool has a certain size
which is always betweenthe maximum and minimum value configure by setting the properties
jacorb.poa.thr ead pool max andjacorb.poa.thre ad pool min .

When a request arrives and the pool is found to contain no threads becauseall exist-
ing threads are active, new threads may be started until the total number of threads reaches

1not in 1.0.

19



jacorb.poa.thr ead pool max. Otherwise,requestprocessingis blocked until a threadis re-
turnedto thepool. Uponreturningthreadsthathav finishedprocessinga requestto thepool, it mustbe
decidedwhetherthethreadshouldactuallyremainin thepoolor bedestroyed. If thecurrentpool sizeis
above theminimum,a processorthreadwill not beout into thepool again.Thus,thepool sizealways
oscillatesbetweenmaxandmin.

Settingmin to a valuegreaterthanonemeanskeepinga certainnumberof threadsreadyto service
incomingrequestswithout delay. This is especiallyuseful if you now that requestsarelikely to come
in in a bursty fashion. Limiting the pool size to a certainmaximumis doneto prevent servers from
occupying all availableressources.

Requestprocessorthreadsusually run at the highest thread priority. It is possible to influ-
encethreadprioritiesby settingthepropertyjacorb.poa.thre ad priority to a valuebetween
Java’s Thread.MINPRIORITY andThread.MAX PRIORITY. If theconfguredpriority valueis invalid
JacORBwill assignmaximumpriority to requestprocessingthreads.
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Chapter 6

Implementation Repository

“... it is veryeasyto beblindedto theessentialuselessnessof themby thesenseof achieve-
ment you get from getting it to work at all. In other words — and that is a rock-solid
principleon which thewholeof theCorporation’s Galaxywidesuccessis founded— their
fundamentaldesignflawsarecompletelyhiddenby their superficialdesignflaws.”

D. Adams:SoLong andThanksfor all theFish

TheImplementationRepositoryis not,asits namesuggests,a databaseof implementations.Rather,
it containsinformationaboutwhererequeststo specificCORBA objectshave to beredirectedandhow
implementationscanbetransparentlyinstantiatedif, for a givenrequestto anobject,noneis reachable.
“Instantiatingan implementation”meansstartinga server programthat hoststhe target object. In this
chapterwe give abrief overview andashortintroductionon how to usetheImplementationRepository.
For moredetailspleasesee[HV99].

6.1 Overview

Basically, the ImplementationRepository(ImR) is an indirection for requestsusing persistentobject
references.A persistentobjectreferenceis onethatwascreatedby aPOA with aPERSISTENTlifespan
policy. This meansthat the lifetime of the object is longer than that of its creatingPOA. Using the
ImplementationRepositoryfor objectsthe lifetime of which doesnot exceedthe life time of its POA
doesnot make senseasthemain functionof the ImplementationRepositoryis to take carethat sucha
processexistswhenrequestsaremade— andto startoneif necessary.

To fulfill this function, the ImR hasto be involved in every requestto “persistentobjects”. This is
achievedby rewriting persistentobjectreferencesto containnot theaddressof its server processbut the
addressof theImR. Thus,requestswill initially reachthe ImR andnot theactualserver — which may
notexist at thetimeof therequest.If sucharequestarrivesat theImR, it looksuptheserver information
in its internaltablesto determineif the targetobjectis reachableor not. In the lattercase,theImR has
to have informationabouthow an appropriateserver processcanbe started.After startingthis server,
theclient receivesa LOCATION FORWARD exceptionfrom the ImR. This exception,which contains
a new objectreferenceto theactualserver processnow, is handledby its runtimesystemtransparently.
As a result,theclient will automaticallyreissueits requestusingthenew reference,now addressingthe
targetdirectly.
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6.2 Using the JacORBImplementation Repository

The JacORBImplementationRepositoryconsistsof two separatecomponents:a repositoryprocess
which needonly exist oncein a domain,andprocessstartupdeamons,which mustbepresenton every
host that is to start processes.Note that noneof this machineryis necessaryfor processesthat host
objectswith aTRANSIENT life time,suchasusedby theRootPOA.

First of all, thecentralrepositoryprocess(whichwe will call ImR in thefollowing) mustbestarted:

$ imr [-n] [-p <port>] [-i <ior_file>][-f <file>][-b <file>]

TheImR is locatedusingtheconfigurationpropertyjacorb.Implement at io nReposi to ry URL.
ThispropertymustbesetsuchthatahttpconnectioncanbemadeandtheImR’s IOR canberead.Next,
startupdaemonsmustbecreatedonselectedhosts.To do this, thefollowing commandmustis issuedon
eachhost:

$ imr_ssd

Whenastartupdaemonis created,it contactsthecentralImR.

To registeraprogramsuchthattheImR canstartit, thefollowing commandis used(onany machine
thatcanreachtheImR):

$ imr_mg add "AServerName" -l -c "jaco MyServer"

The imr mg commandis the genericway of telling the ImR to do something. It needsanother
commandparameter, suchasadd in this case. To adda server to the ImR, an implementationname
is needed.Here, it is "AServerName" . The -l switch tells the repositorythat the server is to be
run on the local machinefrom which the commandwas issued. If anotherhost is desired,usethe -
h hostname option. Finally, the ImR needsto know how to start the server. The string "jaco
MyServer" tells it how. Theformatof this stringis simply suchthattheserver daemoncanexecuteit
(usingtheJava API call exec() ), i.e. it mustbeintelligible to thetargethost’s operatingsystem.For
a Windows machine,this could,e.g.be”start jacoMyServer” to have theserver run in its own terminal
window, underUnix thesamecanbeachievedwith ”xterm -e jacoMyServer”.

For a client programto beableto issuerequests,it needsanobjectreference.Up to this point, we
haven’t saidanything abouthow persistentobject referencescomeinto existence. Referencecreation
happensasusual,i.e. in theserver applicationoneof therespcetive operationson a POA is called.For
a referenceto becreatedas“persistent”,thePOA musthave beencreatedwith aPERSISTENTlifespan
policy. This is doneasin thefollowing codesnippet:

/* init ORB and root POA */
orb = org.omg.CORBA.O RB.in it (a rg s, props);
org.omg.Portabl eSer ve r. POA rootPOA =

org.omg.Portabl eSer ver .P OAHelp er. narr ow(
orb.resolve_in iti al _r ef er enc es (" Root POA") );
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/* create policies */

org.omg.CORBA.P ol ic y [] policies = new org.omg.CORBA.P ol icy [2 ];
policies[0] = rootPOA.create _i d_as sig nment_ polic y(

IdAssignmentPol ic yValu e. USER_ID );
policies[1] = rootPOA.create _l if es pan_pol ic y(

LifespanPolicyV al ue. PERSIS TENT) ;

/* create POA */

POA myPOA = rootPOA.create_P OA(" XYZPOA" ,
rootPOA.the_POA Manager () , policies);

/* activate POAs */
poa.the_POAMana ger( ). ac tiv at e( );

(Note that in generalthe id assignmentpolicy will be USERID for a POA with persistentobject
referencesbecausethis id will oftenbeakey into adatabasewheretheobjectstateis stored.)If aPOA is
createdwith this life spanpolicy andtheORBpolicy “use imr” is set,theORBwill try to notify theImR
aboutthis factso the ImR knows it neednot starta new processfor requeststhat target objectson this
POA. To settheORB policy, simply setthepropertyjacorb.use imr=on . TheORB usesanother
property, jacorb.implname , asa parameterfor thenotification,i.e. it tells the ImR that a process
usingthisproperty’s valueasits implementationnameis present.If theserver is registeredwith theImR,
thispropertyvaluehasto matchtheimplementationnamethatis usedwhenregistering.

The application can set these properties on the command line using java -
Djacorb.implna me=MyName, or in thecodelike this:

/* create and set properties */
java.util.Prope rt ie s props = new java.util.Prope rt ie s( );
props.setProper ty (" ja co rb. us e_im r" ,"o n" );
props.setProper ty (" ja co rb. im pl name"," St andard NS");

/* init ORB */
orb = org.omg.CORBA.O RB.in it (a rg s, props);

Therearea few thingsyou have to considerespeciallywhenrestoringobjectstateat startuptime or
saving the stateof your objectson shutdown. It is importantthat, at startuptime, object initialization
is completewhentheobjectis activatedbecausefrom this instanton operationcallsmaycomein. The
repositoryknows abouttheserverwhenthefirst POA with aPERSISTENTlifespanpolicy registers,but
doesnot forwardobjectreferencesto clientsbeforetheobjectis actuallyreachable.(Another, unreliable
wayto handlethisproblemis to increasethejacorb.imr.obje ct activation sleep property,
sotherepositorywaitslongerfor theobjectto becomereadyagain.)

Whentheservershutsdown, it is equallyimportantthatobjectstateis savedby thetimethelastPOA
in theserver goesdown becausefrom this momenttheImplementationRepositoryregardstheserver as
down andwill starta new oneuponrequests.Thus,a server implementoris responsiblefor avoiding
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reader/writerproblemsbetweenserverstrying to storingandrestoringthe. (Oneway of doingthis is to
usePOA managersto setaPOA to holdingwhile saving stateandto inactive whendone.)

6.3 Server migration

Theimplementationrepositoryoffersanotherusefulpossibility: servermigration.Imaginethefollowing
scenario:Youhavewrittenyourserverwith persistentPOAs,but afteracertaintimeyourmachineseems
to betoo slow to serve all thoseincomingrequests.Migrating your server to a morepowerful machine
is theobvioussolution.Usingtheimplementationrepository, client referencesdonotcontainaddressing
informationfor theslow machine,soserver migrationcanbedonetransparentlyto client.

Assumingthatyouaddedyourserver to therepository, andit is runningcorrectly.

$ imr_mg add AServerName -h a_slow_machine -l -c "jaco MyServer"

Thefirst stepis to hold theserver, thatmeanstherepositorydelaysall requestsfor thatserveruntil it
is releasedagain.

imr_mg hold AServerName

Now your server will not receive any requestsfor its registeredPOAs. If you can’t shutyour server
down suchthatit setsitself down at therepository, i.e. yourPOAs aresetto inactive prior to terminating
theprocess,youcanuse

imr_mg setdown AServerName

to do that. Otherwiseyour POAs can’t bereactivatedat therepositorybecausethey arestill logged
asactive.

If youwantyourserver to berestartedautomatically, youhave to tell therepositorythenew hostand
maybeanew startupcommand.

imr_mg edit AServerName -h the_fastest_avai la bl e_machi ne -
c "jaco MyServer"

If your server canberestartedautomatically, you now don’t evenhave to startit manually, but it is
insteadrestartedby thenext incomingrequest.Otherwisestartit manuallyon thedesiredmachinenow.

Thelaststepis to releasetheserver, i.e. let all delayedrequestscontinue.

imr_mg release heinz

By now yourserver shouldberunningon anothermachine,without theclientsnoticing.
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Chapter 7

Inter ceptors

(Note: this chapterdescribesthe proprietaryJacORBinterceptorsonly. As of now, thereis no docu-
mentationof the PortableInterceptorsother thanthe examplein the demo directory. Pleaseconsider
carefully whetheryou really needto useproprietaryinterceptors.Message–level interceptorswill be
deprecatedsoon!)

Interceptorsarea flexible meansfor having codecalledby theORB at specificpointsduringopera-
tion invocations.Usinginterceptorsyou can,e.g.,monitorandlog methodcallsor definesimpleaccess
controlpolicies.

7.1 Intr oducing Inter ceptors

Interceptorsareobjectsof particularclasseswhich arecalledat specificpointsduringtheprocessingof
operationinvocations.By definingsubclassesof interceptorclassesandregisteringinstanceswith the
ORB,youcan“insert” yourown codeinto theinvocationpath.Thisprovidesaccessto therequestitself
andthusaconvenientandverypowerful wayof observingand/ormodifyingrequests.Ontheotherhand,
it requiresmoredetailedknowledgeaboutORBdatastructuresthannecessaryfor applicationlevel code.

Interceptorscanbedefinedat two levels: at therequestlevel or at themessagelevel. Request–level
interceptorsaregiven accessto a requestobject representingthe currentrequestandmay accessand
modify this requestobjectbeforeandafterit is actuallyinvoked.Message–level interceptorshaveaccess
to theactualmessagebuffer beforeandafterit is sentacrossthenetwork andcanbeused,e.g.,to encrypt
anddecrypttheentiremessage.

In aCORBA invocation,thereareeightpointswhereinterceptorsare(potentially)givencontrol.On
theclientside,thesearepoints1 and2 (cf. figure),i.e. beforetherequestis sentacrossthenetwork, and
points7 and8, i.e. after theresultis receivedandbeforecontrol is returnedto thecaller. At point 1, the
interceptorhasaccessto a structuredrequestobject,whereasat point 2, themessagecanbeaccessedin
marshalledform in abuffer justbeforeit is sentontothenetwork.
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Becauseof this distinction,interceptorscomein two flavours: request–level andmessage–level in-
terceptors.On theserver side,interceptingrequestscanalsobedoneat thesedifferentlevels(points3, 4
and5, 6). For every singleoneof theseeightpoints,a differentmethodis calledon differentinterceptor
objects.Let’s first look at request–level interceptors.

Before we will explain the different kinds of interceptorsin more detailsand look at someex-
amples,pleasenote that for interceptorsto be usablein JacORB,they have to be enabledin the
.jacorb properties file. Perdefault, interceptorsaredisabledfor performancereasons.If you
wantto enablethem,you have to edit thefollowing linesin .jacorb properties to setthekind of
interceptoryouwantto useto on :

# interceptor configuration
jacorb.interce pt or. cl ie nt .R eques ts =on
jacorb.interce pt or. cl ie nt .Mess ages =on
jacorb.interce pt or. se rv er .Mess ages =on
jacorb.interce pt or. se rv er .R eques ts =on
jacorb.interce pt or. perObj ec t=o n

7.2 Request–level Inter ceptors

Request–level Interceptorsareobjectsof subclassesof ClientRequestI nt er ce pto r on theclient
sideandof ServerRequestInt er ce pt or on theserver side.Wewill look at thesetwo in turn.
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7.2.1 Client–sideinterceptors

On the client side, methods pre invoke() and post invoke() of classesimplementing
jacorb.orb.Cli entRe ques tI nt erc epto r 1 arecalledat points1) and8), respectively. Below
is this interface:

package jacorb.orb;
public interface ClientRequestIn te rc eptor
{

public void pre_invoke( org.omg.CORBA.R equest r );
public void post_invoke( org.omg.CORBA. Reques t r );

}

Notethatrequestinformationis availablein theform of aDynamicInvocationInterface(DII) request
objectat this level. Currently, JacORBdoesnot automaticallytransformrequeststhatwerenot issued
usingtheDII into this form. Thus,request–level interceptorson theclient sidewill only becalledif the
DII is used.

As anexample,considerthefollowing interceptorwhich tracesmethodcalls:

package jacorb.orb.util ;

public class TraceClientReq ues tI nt er ce pto r
implements jacorb.orb.Clien tR equest Int er ce pt or

{
private int indent = 0;

public TraceClientRequ es tIn te rc epto r() {}

public void pre_invoke( org.omg.CORBA.Re ques t r )
{

for( int i = 0; i < indent; i++ )
System.out.pri nt (" ");

System.out.prin tl n( "[ invoke " + r.operation() + " ]");
indent += 2;

}
public void post_invoke( org.omg.CORBA.R equest r )
{

indent -= 2;
for( int i = 0; i < indent; i++ )

System.out.pri nt (" ");
System.out.prin tl n( "[ " + r.operation() + " returns ]");

}
}

1TheOMG is in theprocessof defininginterfacesfor portableinterceptors,sothereis nostandardizedinterface
atpresent.
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7.2.2 Server–sideinterceptors

Interceptors that are called at points 2) and 3) on the server side implement the interface
jacorb.orb.Ser ve rRe ques tI nt erc epto r :

package jacorb.orb;

public interface ServerRequestIn te rc eptor
{

public void pre_invoke( org.omg.CORBA.S er ve rR eques t r );
public void post_invoke( org.omg.CORBA. Serv er Request r );

}

These interceptors gain access to the request through objects of type
org.omg.CORBA. Serve rR equest respectively. On the server side, JacORBdoes transform
any requestinto aorg.omg.CORBA.S er ve rR eques t , sothereis norestrictionlike theonepointed
outabove.

7.2.3 Per–objectvs. per–processInter ceptors

If theORBis to useinstancesof theaboveclassduringinvocationprocessing,theseinterceptorsneedto
beregisteredwith theORB. Therearetwo optionsfor doing this. An interceptorcanberegisteredfor
generaluse,i.e. it will becalledduringeverysingleinvocationfrom thecurrentaddressspace,regardless
of whichobjectis thetargetof thecall. This is calledaper–processinterceptor.

Another, morefine–grainedway of usinginterceptorsis to registerthemasper–objectinterceptors,
i.e. to registerthemfor usein invocationsonparticularobjectsonly. As anexample,considerthesimple
traceragain: You may well want to tracemethodcalls on all objects,or you might be interestedin
operationson oneparticularobjectonly.

7.2.4 RegisteringInter ceptors

A per–processinterceptoris registeredwith theORB asshown in thefollowing codefragment:

org.omg.CORBA.O RB orb = org.omg.CORBA.O RB.i ni t() ;
jacorb.orb.util .T ra ce Cl ien tR equest Int er ce pt or t =

new jacorb.orb.util. Tr ac eClie nt Reques tIn te rc epto r() ;
...
orb.addIntercep to r( t );
...

WhenaddInterceptor () is called,theORB will appendtheargumentasa per–processinter-
ceptorto theendof aninternalinterceptorchain. On any subsequentinvocation,all interceptorsin this
chainwill becalledin theorderin which they wereappendedto thechain. Of course,interceptorscan
alsoberemovedagain:
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orb.removeInter ce pt or( t) ;

Per–objectinterceptorsareregisteredby callingaddInterceptor () with theobjectreferenceas
thefirst argument:

org.omg.CORBA.O RB orb = org.omg.CORBA.O RB.i ni t() ;
jacorb.orb.util .T ra ce Cl ien tR equest Int er ce pt or t =

new jacorb.orb.util. Tr ac eClie nt Reques tIn te rc epto r() ;
org.omg.CORBA.O bj ec t o = ...
...
orb.addIntercep to r( o, t );
...
orb.removeInter ce pt or ( o, t);

7.3 Message–level Inter ceptors

Message–level Interceptorsimplement either ClientMessageI nte rc epto r or ServerMes-
sageIntercepto r andgenerallywork like request–level interceptors.The only differenceis that
therequestis passedasanunstructuredbuffer.

Also note that the client–sideinterceptorhasan additionalparameterindicating the target of the
invocation.This parameteris not availableat theserver–sidebecauseit is only known after therequest
messagehasbeeninterpretedby the transportlayer software— which is only after the message–level
interceptorhashadaccessto themessage,e.g.for decryptionpurposes.

package jacorb.orb;
public interface ClientMessageIn te rc eptor
{

public byte [] pre_invoke( org.omg.CORBA. Obje ct t,
byte [] buf

);

public byte [] post_invoke( org.omg.CORBA.O bj ect t,
byte [] buf

);
}

package jacorb.orb;
public interface ServerMessageIn te rc eptor
{

public byte [] pre_invoke( byte [] buf );
public byte [] post_invoke( byte [] buf );

}
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7.3.1 Example: A simpleEncryption Inter ceptor

As an example,considera simpleinterceptorwhich “encrypts” the messagecontentsby reversingthe
messagebuffer. Notethattheinterceptorpreservesthefirst 12 bytesof themessage— this is theGIOP
messageheader. The reasonfor this is that themessagecanonly becorrectlyreceived if the receiving
sideis ableto determinethemessagesize.To thisend,aGIOPmessageheaderwith thecorrectmessage
sizemustbesentacross.

In theexample,the transformationon themessagebuffer doesnot changethemessagesize,sowe
cansimply reusethe original messageheader. Many other transformations,however, will result in a
differentmessagelength,soit is necessaryto provideacorrectmessageheader. Theformatof theGIOP
messageheader, asdescribedin theCORBA specification,is asfollows:

// IDL
struct Version
{

char major;
char minor;

};

struct MessageHeader
{

char magic [4];
Version GIOP_version;
boolean byte_order;
octet message_type;
unsigned long message_size;

};

Alternatively, youcanexaminetheclassorg.omg.GIOP.Me ss ageHeader whichgivestheJava
equivalentof theIDL specification.HerecomestheJava codefor theexample“encryption” interceptor:

public class ClientMessageI nte rc epto r
implements jacorb.orb.Clien tMes sa geInt er ce pt or

{
public byte [] pre_invoke( org.omg.CORBA. Obje ct t,

byte [] buf )
{

byte buf2[] = new byte[buf.lengt h];

// copy GIOP message header
System.arraycop y( buf, 0, buf2, 0, 12 );

// reverse rest of message
for( int i = 12; i < buf.length; i++ )

buf2[i] = buf[ (buf.length+11) - i ];

return buf2;
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}

public byte [] post_invoke( org.omg.CORBA.O bj ect t,
byte [] buf )

{
// don’t do anything here
return buf;

}
}

On the receiving side, the effect of the buffer transformationmustbe undonebeforethe message
can be passedup to the ORB software and be interpretedas a request,so we must apply the same
transformationagain:

public class ServerMessageI nte rc epto r
implements jacorb.orb.Serve rMes sa geInt er ce pt or

{
public byte [] pre_invoke( byte [] buf )
{

byte buf2[] = new byte[buf.lengt h];

// copy GIOP message header
System.arraycop y( buf, 0, buf2, 0, 12 );

// reverse rest of message
for( int i = 12; i < buf.length; i++ )

buf2[i] = buf[ buf.length+11- i ];

return buf2;
}

public byte [] post_invoke( byte [] buf )
{
// don’t do anything here

return buf;
}

}

7.3.2 Per–objectvs. per–processInter ceptors

As with request–level interceptors,it is sometimesuseful to determinewhetherto apply a particular
interceptordependingon which objectis actuallycalled. Accordingly, message–level interceptorscan
beregisteredper–objector per–process.However, this is only possibleon theclientside:

orb.addIntercep to r( (org.omg.CORBA. Obje ct )s, new ClientMessageI n-
terceptor());
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Recallthaton the receiving side,a referenceto theobjectis only availableafter theORB software
hasinterpretedthemessage— which it cannotdo, e.g.,beforethe messagehasbeendecryptedin the
above example. As a consequence,server–sidemessage–level interceptorscanonly be registeredper
process.If an interceptormay only apply certaintransformationson messagesto particularobjects,it
is responsiblefor determiningthe target by itself. The following codeis from the server classin the
interceptorexamplein jacorb/demo/int er ce pto rs :

jacorb.orb.ORB orb = (jacorb.orb.ORB) or g. omg. CORBA.O RB.i nit () ;
org.omg.Portabl eSer ve r. POA poa =

org.omg.Portab le Serve r. POAHel per .n ar ro w(
orb.resolve_ini ti al _r ef ere nc es (" RootP OA") );

poa.the_POAMana ger( ). ac tiv at e( );

org.omg.CORBA.O bj ec t o = poa.servant_to _r ef er enc e( new Server() );

// create and register a trace interceptor
//orb.addServer In te rc eptor ( new TraceServerReque st In te rc ep-

tor() );

jacorb.naming.N ameSer ve r.r egis te rS erv ic e( o, "Interceptors-
Example Server" );

// important: let the interceptor registration be the last
// thing in this server. Every subsequently received message
// will be "decoded". This leads to chaos if there are messages
// that are not "encoded", e.g. from the name server !

orb.addServerIn te rc epto r( new ServerMessageIn ter ce pt or () );
orb.run();
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Chapter 8

Applets— The JacORB Appligator

bySebastianMüller

Sinceversion1.0beta13,JacORBincludesanIIOP proxy calledAppligator. Usingthis proxy, you
canrun Java appletswith JacORB.Regular java programscanconnectto every hoston the internet—
appletscanonly openconnectionsto their applethost(thehostthey aredownloadedfrom). This letsap-
pletsonly useCORBA serverson their applethost,if no proxy is used.With JacORBAppligator, access
for your appletsis no longer restricted. Placedon the applethost,Appligator handlesall connections
from andto yourapplettransparently.

8.1 UsingAppligator

Dueto thetransparency of JacORBAppligatoryoucanwrite your appletasif it wereanormalCORBA
program.Theonly thingyouhave to do is to useaspecialinitializationof theORB:Youhave to call the
jacorb.orb.ORB (j ava .a pple t. Apple t, java.util.Prop ert ie s) constructor.

A normalJacORBprogramreadsa local jacorb.properti es file to get theURL of its name
server andothervital settings.An appletof coursehasno local propertiesfile, but a remoteone: You
have to placethe propertiesfile (which hasthe samesyntaxandparametersasthe normalfile) in the
samedirectoryasyourapplet(thefile namehasto be: jacorb.propert ie s , withouta leadingdot).

Similar to thenameserver, Appligatorwritesits IOR to afile. Yourapplethasto know thelocationof
thisfile to retrievetheIOR of Appligator. Youcansetthelocationof theIOR file via thejacorb.properties
file (parameterjacorb.ProxyServerURL) or with anappletparameterin the<APPLET> HTMLtag(pa-
rameterJacorbProxyServ er URL). If you give no (or a wrong)parameterJacORBwill look for an
IOR file called”proxy.ior” in thecodebasedirectoryandin thewebserver rootdirectory.

Make suretheparameterjacorb.NameServ er URLpointsto a locationon theapplethost,other-
wiseyouwill getanappletsecurityexceptionif your appletneedsto usethenameserver.
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Starting Appligator

Justtypeappligator <filename> to starttheproxy. <filename> is thelocationwheretheIOR
of theAppligatoris written to. This locationhasto bespecifiedin thejacorb.propertiesfile of theapplet
or in anappletparameter(if it is not oneof thestandardpaths,seebelow). If you wanttheappligatorto
starton agivenport typeappligator -DOAPort=portnu mber <filename>

Summary

� init theORB with jacorb.orb.ini t( app le t, pr opert ie s) , whereappletis this applet
andpropertiesarejava.util.Prop er ti es (whichcanbenull)

� puta jacorb.propert ie s file in thedirectoryof theapplet

� specify the location for the appligator IOR file in the jacorb.properti es
(jacorb.ProxyServerURL) or in anappletparameter(JacorbProxyServerURL)

� makesurethenameserver IOR file is accessiblefor theapplet(lieson theapplethost)

� startAppligatoron theapplethost(webserver) with:
$ appligator <filename>
wherefilenameis thelocationtheappligatorIOR is put to andhasto bethelocationspecifiedin
thejacorbpropertiesor appletparameter.

Applet Properties

As describedabove therearesomewaysfor theappletto get its jacorbproperties.Themostimportant
propertyis theURL to theappligatorIOR file. Without thispropertytheappletwill notwork. If youuse
anameserver, theURL to thenameserver IOR hasto bespecifiedtoo.

Propertiescanbesetin threeways:

1. in theORB.init() call with the java.util.Prope rti es parameter

2. in the jacorb properties file locatedin thesamedirectoryastheapplet

3. theURL to thenameserver andAppligatorIOR file canbesetin theapplettagin theHTML file

Appligator and Netscape/IE,appletviewer

NetscapeNavigator/Communicatorcomeswith its own (outdated)CORBA support.You have to delete
Netscape’s CORBA classesto useJacORB.To do this you have to deletethefile iiop10.jar locatedin
NS ROOT/java/clas se s . It’s a goodideato storea backupof Netscape’s file in anotherdirectory.
ThenyoucanloadtheJacORBclassesover thenettogetherwith youapplet(putthemin thecodebaseor
specifyaARCHIVE).

ReplacingtheNetscapeCORBA classeswith JacORB’sdoesnotwork (at leastwith NetscapeCom-
municator4.7),asNetscapedoesnotallow local classesto listenon asocket.
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If Netscapeloadswrong classesor throws securityexceptions(have a look at Netscape’s JAVA
Consoleto seethis) be sureto checkyour CLASSPATH. Remove all JacORBandVisiBroker classes
from your CLASSPATH.

Microsoft’s InternetExploreris stricterthanNetscape:Evendownloadedclassesarenot allowedto
listen on a socket. InternetExplorercanonly be usedwhenthe appletis a CORBA pureclient which
will notbecalledback.1

Appligatorworkswell with Sun’s appletviewer. Youonly have to make theappletviewer replacethe
Sun’s CORBA classeswith JacORB’s classes.A typical appletviewer call for JacORBApplets looks
like this (written in onecommandline):

appletviewer http://www.exam pl e.c om/C ORBA/di i example.html

Thereis ashellscriptcalled”jacapplet”in JacORB’sbin directory, whichcallstheappletviewerwith
theappropriateoptions(youhave to edit it to matchyour local jdk path).

Examples

Therearesomeexampleappletsin thedemodirectory(jacorb/demo/appl et ). They arebasedon
the normalexamples.The examplesincludea HTML file which calls the applet. To run the example
start the nameserver first. Start appligatoron your web server and than the normal exampleserver
correspondingto theappletexampleonany computerin any order. Thenyoucancall theexampleapplet
with theJDK appletviewer or Netscape.

Be sureto have a jacorb.propert ie s file andthe jacorb.jar in place.

1I believe thattheremustbea settingin InternetExplorerto allow incomingconnections.Any ideas?
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Chapter 9

IIOP over SSL

by André Benvenuti.

[Note: this is just “readme”–styleinformation.A moredetailedchapterneedsto bewritten. ]

9.1 Abstract

To have SSL supportrequiresNO changesin your sourcecode,but you needto rebuild JacORBas
explainedhereafter, createanddeploy key storesholdingthecryptographicdata.

9.2 Required
� JDK 1.2or later,

� IAIK-JCE 2.6 beta 1, the security provider classes downloadable from
http://jcewww. ia ik .tu -g ra z. ac .at / ,

� iSaSiLk3.0or later, theSSLimplementationfrom thesamesource.

[ Remark:Wewill allow usingSUN provider andSSLimplementationin thenext release]

9.3 Intr oduction

WhentheORBinstanceis initializedby theapplication,propertiesarereadfrom filesandthecommand
line. For thedefault SSLsupportwedefinetwo properties:

jacorb.security .s uppor t_ ss l= on
jacorb.security .e nf orc e_ss l= on
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If support ssl=off thenenforce ssl=off also. enforce ssl meansthatany outgoing
or incomingrequestwill have to beover anSSLconnection;CORBA::NO PERMISSIONis thrown if
thepolicy is violated.

If jacorb.securit y.s upport ssl=on the userwill have to authenticatehimself. The au-
thenticationsucceedsif akey entrycanbefoundin thekey storefile.

Cryptographicdata(key pairsandcertificates)is storedin a .keystore file. The.keystore has
to bein thehomedirectory(wherepropertyfiles alsoare).IMPORTANT: definein your propertyfile

jacorb.security .k ey sto re =. ke ys tor e

otherwisea .keystorefile will besearchedin thecurrentdirectory.

The key storeholdsthe key entriesfor principals,which canauthenticatethemselvesto theobject
system,andthetrustedcertificateentriesfor theCertificationAuthoritiesacceptedby theobjectsystem.

Thereis oneinstanceof JacORBperJVM. ThisORBinstancewill usetheuser’s keysandcertificate
chain,whenestablishingSSLconnections.

The classjacorb.security .u til .K ey St or eManager shouldbe usedto createthe key
stores. Its featuresare: generatekey pairs, sign public keys, import or export certificateschainsand
definetrustedcertificateauthorities.Thefirst certificatein thecertificatechainmay have a role exten-
sion.

9.4 Building JacORBwith SSLsupport

1. Makesurethatthecryptographiclibrariesarein yourCLASSPATH. (If they arenot,JacORBwill
bebuilt withoutSSLsupport.)

2. Build JacORBanew: go to theinstallationdirectoryandcall ”ant”.

3. Edit thepropertiesfile to setthesecurity-relevantpropertiesasoutlinedabove.

9.5 Creatingkeystores

Youcanproceedasfollow:

1. Start jacorb.security.util.KeyStoreManager and createa (new) masterkey store, which should
holdkey pairsfor theusersandCAs (menuFile/New).

Rememberthat key pairs are storedin key entries. For eachuser and CA createa key en-
try (menuKeys/Create).Remark:a usercanbeassignedmorethenonekey entry (usedifferent
aliases),if for examplehewill actin differentroles.For moredetails,pleaseconsulttheJKD tool
documentationfor ”keytool”, whichexplainsthekey storeconcept.

2. Publickeys of usershave to besignedby at leastoneCA (you canhave intermediatesignerin a
certificatechain). As you createthecertificatechain(menuCertificates/Create)you canassigna
role to thealias.
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3. Exportthecertificatesof theCAs(menuCertificates/Export).Saveyourmasterkey storeto afile.

4. For eachmachineand/oruseryou will derive akey storeasfollows:

(a) Make acopy of themasterkey storeandopenit in KeyStoreManager(menuFile/Open).

(b) Removeall key entriesfor CAs (menuKeys/Delete).

(c) Removeall key entriesfor usersnot thatmachine(menuKeys/Delete).

(d) Createa trustedcertificateentry for eachCA (menuTrustees/Add).You will needthe ex-
portedcertificatesfor this.

(e) Save thekey storeto afile.

5. Deploy thekey storefiles.
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Chapter 10

JacORButilities

In this chapter, we will briefly explain theexecutablesthatcomewith JacORB.TheseincludetheIDL–
compiler, theJacORBnameserver.

10.1 idl

TheIDL compilerparsesIDL specificationsandmapstheseto a setof Java classes.IDL interfacesare
translatedinto Java interfaces,andtypedefs,structs,constdeclarationsetc.aremappedontocorrespond-
ing Java classes.Using idl , stubsandskeletonsfor all interfacetypesin the IDL specificationwill
automaticallybegenerated.

Usage

idl [-h|-help] [-v|-version] [-syntax] [-all] [-Idir] [-
Dsymbol[=value ]] [-d <Output Dir>] [-p <package prefix>] [-i2jpackage
<mapping>] <filelist>

Theoption-v printsoutashortversionstringwhile -h or -help displaysbrief usageinformation.

Invoking idl with the -syntax optionallows you to checkyour IDL specificationfor syntactic
errorswithoutproducingcode.Without-syntax , thecompilercreatesdirectoriesaccordingto theJava
packagestructure.

The compiler doesnot, by default, generatecodefor includedfiles. If that is desired,you have
to usethe -all option which causescodeto be generatedfor every IDL file directly or indirectly in-
cludedfrom within <filelist> . If you want to make surethat for a given IDL no codewill be
generatedevenif thisoptionis set,youcanusethe(proprietary)preprocessordirective #pragma in-
hibit code generation .

The -I optionsallows you to specifyoneor moresearchpathsfor IDL files includedfrom within
<filelist> . If no pathis given,only thecurrentdirectorywill beconsidered.

With the -D optionyou candefinesymbolsthat canbeusedby thepreprocessorwhile processing
theIDL file. If no valueis specified,thesymbolwill bedefinedwith avalueof 1.
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Compiling a file with a moduleModuleX and an interface InterfaceY in it will result in a
subdirectoryModuleX with InterfaceY.java in it (andpossiblymore.java –files). By default,
therootdirectoryfor all of thefilescreatedduringtheprocessis thecurrentdirectory. Youcan,however,
provide a differentdirectoryin which thesefiles areto be placedby usingthe -d option. Using the -d
optionwhenyou areonly checkingthesyntaxof anIDL file hasno effect.

With the-p optionit is alsopossibleto specifyapackageprefix for thegeneratedJavaclasses.E.g.,
if the IDL file containsa moduleBank which definesan interfaceAccount , you candirect the IDL
compiler to generateJava classesexample.Bank.A cc ount by compiling with the packageprefix
setto example , i.e. by compilingwith

idl -p example bank.idl

The IDL compiler will createthe appropriatedirectoriesif necessary. Note that the effect is the
sameasif theentirecontentsof the IDL file wasscopedwith example . In particular, this appliesto
includedfiles: all definitionsin includedfiles will alsobescopedthis way! The-p switchshouldused
with discretionin caseswhereotherIDL filesareincluded.

To beableto flexibly redirectgeneratedJava classesinto packages,the -i2jpackage switchcan
beused.Usingthisoption,any IDL scopex canbereplacedby one(or more)Javapackagesy. Specifying
-i2jpackage X:a.b.c will thuscausecodegeneratedfor IDL definitionswithin ascopex to endup
in a Java packagea.b.c , e.g.anIDL identifierX::Y::ident will bemappedto a.b.c.y.ident
in Java.

(TheIDL parserwasgeneratedwith ScottHudson’s CUPparsergenerator. TheLALR grammarfor
theCORBA IDL is in thefile jacorb/Idl/pars er .c up .)

10.2 ns

JacORBprovidesa servicefor mappingnamesto network references.Thenameserver itself is written
in Java like the restof the packageandis a straightforward implementationof the CORBA “Naming
Service”from CommonObjectServicesSpec.,Vol.1 [OMG97]. TheIDL interfacesaremappedto Java
accordingto ourJava mapping.

Usage

ns <filename> <filename> [<timeout>]

or

jaco jacorb.Naming.Na meServ er <filename> <filename> [<timeout>]

Example

ns ˜/public_html/NS _Ref ˜/nsdb

Thenameserver doesnot usea well known port for its service.Sinceclientscannot(andneednot)
know in advancewherethe nameservicewill be provided, we usea bootstrapfile in which the name
server recordsan object referenceto itself (its Interoperable ObjectReferenceor IOR). The nameof
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this bootstrapfile hasto be given as an argumentto the ns command. This bootstrapfile hasto be
availableto clientsnetwork-wide, so we demandthat it be reachablevia a URL — that is, theremust
be an appropriatelyconfiguredHTTP server in your network domainwhich allows readaccessto the
bootstrapfile over a HTTP connection. (This implies that the file musthave its readpermissionsset
appropriately. If thebindingto thenameservicefails, pleasecheckthat this is thecase.)After locating
thenameservicethroughthis mechanism,clientswill connectto thenameserver directly, so the only
HTTP overheadis in thefirst lookupof theserver.

Thenamebindingsin theserver’s databasearestoredin andretrievedfrom a file thatis foundusing
thesecondfile nameargument.Whentheserver startsup, it triesto readthis file’s contents.If thefile is
emptyor corrupt,it will beignored(but overridenonexit). Thenameservercanonly save its statewhen
it goesdown aftera specifiedtimeout. If theserver is interrupted(with CTRL-C), stateinformationis
lostandthefile will not containany usabledata.

If no timeoutis specified,thenameserverwill simplystayupuntil it is killed. Timeoutsarespecifed
in milliseconds.

10.3 nmg

TheJacORBNameManager, a GUI for thenameservice,canbestartedusingthenmgcommand.The
NameManagerthentriesto connectto anexistingnameservice.

Usage

nmg

10.4 lsns

This utility lists the contentsof the default namingcontext. Only currently active servers that have
registeredarelisted. The -r option recursively lists the contentsof namingcontexts containedin the
rootcontext. If thegraphof namingcontexts containscycles,trying to list theentirecontentsrecursively
will not return...

Usage

lsns [ -r ]

Example

$ lsns
/grid.service

whenonly theserver for thegrid exampleis runningandregisteredwith thenameserver.
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10.5 dior

JacORBcomeswith asimpleutility to decodeaninteroperableobjectreference(IOR) in stringform into
amorereadablerepresentation.

Usage

dior <IOR-string> | -f <filename>

Example

In the following examplewe useit to print out the contentsof the IOR that the JacORBnameserver
writesto its file:

dior -f ˜/public_html/N S_Ref
------IOR components-----
TypeId : IDL:omg.org/CosN amin g/ Namin gConte xtE xt :1 .0
Profile Id : TAG_INTERNET_IOP
IIOP Version : 1.0
Host : 160.45.110.41
Port : 49435
Object key : 0x52 6F 6F 74 50 4F 41 3A 3A 30 D7 D1 91 E1 70 95 04

10.6 pingo

“Ping” anobjectusingits stringifiedIOR. Pingowill call non existent() on theobject’s reference
to determinewhethertheobjectis alive or not.

Usage

pingo <IOR-string> | -f <filename>
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Chapter 11

Limitations, Feedback

A few limitationsandknown bugs(list is incomplete):

� theIDL compilerdoesnot support

– thecontext construct

� theAPI documentationandthisdocumentareincomplete.

Feedbackand bug reports

Pleasemail bug reportsaswell ascriticism andexperiencereportsto:

brose@inf.fu-be rl in .de
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