
Aspect-Oriented Programming with AspectJ

OOPSLA '04

Aspect-Oriented Programming 
with AspectJ™

Erik Hilsdale
and 

Mik Kersten

eclipse.org/aspectj

Copyright is held by the author/owner(s).

OOPSLA’04, October 24-28, 2004, Vancouver, British Columbia, Canada

2004 ACM  04/0010

OOPSLA '04
2

outline
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• II AspectJ tutorial 
– first example
– language mechanisms
– using aspects

• III examples and d emo
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good modularity

• XML parsing in org.apache.tomcat
– red shows relevant lines of code
– nicely fits in one box

XML parsing
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good modularity

• URL pattern matching in org.apache.tomcat
– red shows relevant lines of code
– nicely fits in two boxes (using inheritance)

URL pattern matching
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problems like…

• where is logg ing in org.apache.tomcat
– red shows lines of code that handle logging 
– not in just one place
– not even in a small number of places

logg ing is not modu larized
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problems like…

/*

*  = = == == = == == = == == = == = == == = == == = == == = == == = == == = == == = == == = == == = == == = == =
*
*  T h e A p a ch e Sof t w ar e  Li ce n se , Ver si o n 1 . 1
*
*  C o py r i g ht  ( c ) 1 9 9 9 T he  A p ac he  So f t w ar e F ou nd a t i on .   Al l  r i g h t s

*  r e se r v e d.
*
*  R e di st r i b ut i on  a n d u se  i n  s ou r ce  a n d b i n ar y f or ms ,  w i t h  o r wi t ho u t
*  m o di f i c at i o n , a r e  p e r mi t t ed  p r ov i d e d t h a t t h e  f ol l owi n g  c on d i t i o n s
*  a r e me t :

*
*  1 .  R ed i st r i b ut i o n s o f s o u r c e c od e mus t r et ai n  t he  ab ov e  c op y r i gh t
*     n ot i ce , t hi s l i s t  o f c on di t i o ns  an d t he  f o l l ow i ng  d i sc l a i me r .
*
*  2 .  R ed i st r i b ut i o n s i n b i n ar y f or m mus t r ep r o d uc e t he  a b ov e c op yr i gh t

*     n ot i ce , t hi s l i s t  o f c on di t i o ns  an d t he  f o l l ow i ng  d i sc l a i me r i n
*     t he  do cu men t a t i o n  a nd / or  o t he r mat er i al s p r o vi d ed  w i t h  t h e
*     d i s t r i bu t i o n.
*
*  3 .  T he  en d- u se r d oc u me nt a t i on  i n cl u de d wi t h t he  r e di st r i b ut i on , i f

*     a ny ,  m us t  i nc l ud e  t he  f o l l o wi ng  ac kn o wl eg e me nt :
*        " Th i s  pr od u ct  i n cl u de s s of t w ar e  d e ve l o p ed  b y  t he
*         Ap ac h e S o f t w ar e  F o un da t i o n ( ht t p : / / ww w. a pa c he . o r g/ ) . "
*     Al t e r n at e l y , t hi s  a ck n owl e g emen t may  ap pe a r i n  t h e s of t w are

i t se l f,
*     i f a nd  w h er ev e r s uc h t hi r d - pa r t y  a ck n owl e g emen t s no r ma l l y  a pp e ar .
*
*  4 .  T he  na me s  " Th e  J a ka r t a  P r o j ec t " ,  " To mca t " ,  a nd  " Apa c he  S o f t wa r e
*     F ou n da t i o n"  m u st  no t b e u s e d t o  en do r se  o r  p r o mot e p r o du c t s

de r i v ed
*     f r o m  t hi s  s of t wa r e w i t ho ut  pr i o r  w r i t t e n p er mi s si on .  F or  wr i t t en
*     p er m i s si o n,  p l ea s e c o n t a ct  ap ac h e@ap a ch e. o r g .
*
*  5 .  P r o d uc t s  de r i v ed  f r om  t h i s  so f t w ar e may  n o t b e  ca l l e d " A pac he "

*     n or  ma y " Ap ac h e"  ap pe a r i n  t h ei r  n am es w i t ho ut  pr i o r  w r i t t e n
*     p er m i s si o n o f  t h e  A pa c he  G r ou p.
*
*  T H I S  S O FT WA RE I S  PR OVI DE D  ̀ ` A S  I S' '  A ND  ANY EXPRE SSED OR I M PLI ED
*  W A RRAN TI ES,  I NCL UDI N G,  B U T NO T  L I M I TED T O,  T H E I M PLI ED  WARR ANT I ES

*  O F  M ER CHANT ABI LI T Y AND  F I TNES S  F OR  A PA RTI CU LAR  P U RPOS E  A RE
*  D I SCLA I MED.   I N NO EVENT  SHAL L  T HE  APAC HE SO FTWAR E  F OU NDATI O N OR
*  I T S CO NTRI B UTORS  BE  LI AB LE F O R  ANY  DI RE CT,  I N DI RE CT,  I N CI DE NTAL,
*  S P ECI A L , E X EMPLA RY,  OR  C ONSEQ UENTI A L D A MAGES  ( I NC LUDI N G, B U T  NOT
*  L I MI TE D  T O,  PROC URE MENT OF S U BST I T UTE  G OODS OR SE RVI CE S; L O SS OF

*  U S E,  D A TA, OR PR OFI T S;  O R  B US I NESS  I NTE RRUPT I ON) HOWEV ER CA USED AND
*  O N  A NY  THEO RY OF  LI A BI LI T Y,  W H ET HE R  I N CONTR ACT , STRI C T  L I A BI L I T Y,
*  O R  T OR T  ( I N CLUDI N G NEGLI G ENCE  OR  O T HERW ISE) ARI SI N G I N  ANY WAY  O UT
*  O F  T HE  USE OF T H I S SOF TW ARE, EVEN I F A D VI SED  OF  T H E PO SSI BI L I T Y OF

*  S U CH  D A MAGE.
*  = = == == = == == = == == = == = == == = == == = == == = == == = == == = == == = == == = == == = == == = == =
*
*  T h i s  s o f t wa r e c o n si s t s  o f  v ol u nt ar y  c on t r i bu t i o ns  ma de  by  m a ny
*  i n di vi d ua l s  on  b e ha l f o f  t h e Apa ch e  S of t wa r e  Fo un d at i o n .  F o r mo r e

*  i n f o r m at i on  on  t h e Apa ch e  S of t wa r e  Fo un d at i o n , p l e as e s ee
*  < h t t p: / / www . ap ac h e. o r g / > .
*
*  [ A dd i t i on al  no t i c es ,  i f r eq ui r ed  b y  p r i o r l i c en si n g c o n di t i o ns ]
*

* /

pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;

i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*  C o r e  i m pl em ent at i on  of  a n  a pp l i c at i on  l e ve l s es si o n
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]
*  @ a ut ho r  J as o n H u n t e r  [ j c h @e ng . su n. c om]

*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  A ppl i c a t i o nSes s i o n i mp l e men t s  Ht t p Ses si o n {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e Ha s ht ab l e v al ue s  =  n e w Ha s ht ab l e( );
p r i va t e S t r i n g i d;
p r i va t e Se r ve r S ess i on s e r v er S es si o n;

p r i va t e C o n t e xt  co n t e xt ;
p r i va t e l o n g cr e at i on Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;;
p r i va t e l o n g t h i sA c ce ss T i me =  c r e a t i on T i me;
p r i va t e l o n g l a s t A c ce ss e d = c r e at i on Ti m e;
p r i va t e i n t i na c t i v eI nt e r v al = - 1 ;

p r i va t e bo o l e an va l i d  =  t r ue ;

App l i c at i o n Se ss i on ( St r i n g i d ,  Ser v er Se s si on se r v e r Ses s i o n,
C ont ex t  c on t ex t ) {

t h i s . s e r v er S es s i o n =  s er v er Se s si on ;
t h i s . c o nt ex t  =  co nt e xt ;
t h i s . i d  =  i d ;

t h i s . i n ac t i v eI n t e r v a l = c on t e x t . ge t Se ss i on Ti m eOut ( );

i f  ( t h i s. i n a ct i ve I n t er va l ! = - 1)  {
t h i s. i n a ct i ve I n t er va l * = 6 0;

}
}

Ser ve r Se ss i on g e t S er v er S es si o n( ) {
r e t u r n  se r v e r S ess i o n ;

}

/ **
* C a l l e d b y c o n t e x t w h e n r e q ue st  co me s  i n s o t h a t a c c es se s  a nd
* i n a ct i v i t i es ca n  b e d ea l t  wi t h  ac co r di ng l y.
*/

v oi d a cc es s ed ( )  {
/ /  s et  l a st  ac c es se d  t o t hi sA c ce ss T i me a s i t  wi l l  be  l e f t  o v er
/ /  f r o m  t he  pr e vi ou s  a cc e ss
l a st Ac c es se d =  t h i s A cc es s Ti me ;

t h i s Ac c es sT i me = Sy s t e m. c ur r e n t T i m eMi l l i s( ) ;

v a l i da t e( ) ;
}

v oi d v al i d a t e ( )  {
/ /  i f we h a v e a n i n a ct i v e  i nt e r v al ,  c he c k t o  se e i f w e ' ve  e x ce e de d i t
i f  ( i n a ct i v e I n t er va l ! = - 1)  {

i n t t hi s I n t er va l =
( i n t ) ( S ys t e m. c ur r en t T i me Mi l l i s( )  - l a st Ac c es se d ) / 1 00 0 ;

i f  ( t hi s I n t er va l >  i n ac t i v eI nt e r v al )  {
i nv a l i d at e( ) ;

}
}

}

/ / H T TP SE SSI ON  I M PLEME NTATI O N ME THODS

p ub l i c  S t r i ng  g e t I d ( )  {

i f  ( va l i d ) {
r e t ur n i d;

}  el se  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

p ub l i c  l on g  g et C r e a t i on T i me( )  {
i f  ( va l i d ) {

r e t ur n c r e a t i on T i me;
}  el se  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

/ **
*
* @d e pr ec a t e d
*/

p ub l i c  Ht t p Se ss i on Con t e x t ge t Se ss i on Co n t e xt ( ) {
r e t u r n  ne w Ses s i o nC ont ex t I mpl ( );

}

p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {
i f  ( va l i d ) {

r e t ur n l as t Ac ce s se d;
}  el se  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

pu bl i c v o i d i n v al i d a t e ( ) {

s e r v er S es si o n. r emov e Ap pl i ca t i o nSes s i o n( c on t e x t ) ;

/ /  r em ove  e v er y t h i n g  i n t he  s e ss i o n

E numer a t i on  en u m = v al ue s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
St r i n g n am e  =  ( St r i n g ) e nu m. n ex t El em ent ( ) ;
r e mov eV a l u e ( n am e);

}

v a l i d =  f al s e;
}

p ub l i c  b oo l ea n i sN ew( ) {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( t h i sAcc e ss T i me = = cr e at i o n Ti me )  {
r e t ur n t r u e ;

}  el se  {
r e t ur n f al s e;

}
}

/ * *

* @d e pr ec a t e d
*/

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {
s e t At t r i b ut e ( n a me , v al ue ) ;

}

p ub l i c  v oi d  s et A t t r i b ut e ( St r i ng n a me , Obj ec t  v al u e)  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e mo ve Val ue ( na me) ;  / /  r e mo ve  an y e xi st i ng  b i nd i n g

i f  ( va l ue  ! =  n u l l  & &  v al u e i n s t a nc e of H t t p Se s si on B i n di n gL i s t en e r )  {
Ht t pSes s i o n Bi nd i ng Ev e nt e  =

n ew  Ht t pSes s i o nB i nd i n g Ev en t ( t hi s , n a me) ;

( ( Ht t pS ess i on Bi n di ng L i s t e n er ) v a l u e) . va l u e Bo un d ( e ) ;
}

v a l u es . pu t ( n am e, v a l ue );
}

/ **
* @d e pr ec a t e d

*/
p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {

r e t u r n  ge t A t t r i bu t e ( na me ) ;
}

p ub l i c  O bj e ct  g e t A t t r i b u t e ( S t r i ng na me )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e t u r n  va l u e s. g et ( n a me );

}

/ **
* @d e pr ec a t e d
*/

p ub l i c  S t r i ng [ ]  ge t Va l u e Na me s ( )  {
E numer a t i on  e =  g et A t t r i b ut eN ame s( ) ;
V ect or  na me s  =  ne w Vec t o r ( ) ;

w hi l e ( e. ha s Mo r eEl e men t s ( ) )  {

na mes . a d dE l emen t ( e . n e xt El e me nt ( ) ) ;
}

S t r i ng [ ] va l ue Names = n e w  S t r i ng [ n a me s. s i z e( ) ];

n a me s. c op yI n t o ( va l u e Na me s );

r e t u r n  va l u e Na mes ;

}

p ub l i c  E nu mer at i on  ge t A t t r i b u t e Na mes ( )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

H ash t a b l e v a l u e sCl o n e = ( Ha sh t ab l e ) va l u e s. cl o ne ( ) ;

r e t u r n  ( Enu mer a t i on ) va l u e sCl o n e. ke y s( );
}

/ * *
* @d e pr ec a t e d
*/

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {
r e mo ve At t r i b ut e ( n am e);

}

p ub l i c  v oi d  r em ove At t r i b ut e( S t r i n g n am e) {

i f  ( ! v al i d )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;

}

O bj e ct  o = v al u es . g e t ( na me) ;

i f  ( o i ns t a n ce o f Ht t pSes s i o nB i nd i n g Li st e ne r )  {

Ht t pSes s i o n Bi nd i ng Ev e nt e  =
n ew  Ht t pSes s i o nB i nd i n g Ev en t ( t hi s , n am e);

( ( Ht t pS ess i on Bi n di ng L i s t e n er ) o ) . v al u eUnb o un d( e );

}

v a l u es . r e mo v e( n ame) ;
}

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}

i n ac t i v eI nt e r v a l = i nt er v al ;
}

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}

r e t u r n  i n ac t i v e I n t e r va l ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - --

Appli cationSession
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;
i mpo r t j a v a. i o . Ob j e c t I n pu t S t r e am;
i mpo r t j a v a. i o . Ob j e c t O ut p ut S t r ea m;

i mpo r t j a v a. i o . Se r i a l i z ab l e ;
i mpo r t j a v a. ut i l . En u me r at i o n ;
i mpo r t j a v a. ut i l . Ha s ht a bl e;
i mpo r t j a v a. ut i l . Ve c t o r ;
i mpo r t j a v ax . s e r v l e t . S er v l e t Ex ce p t i on ;

i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on B i n di n gEve n t ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on B i n di n gL i s t en er ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on Con t e x t ;
i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;

/ * *
*  S t an da r d i m pl e me n t a t i o n o f t h e  < b> Ses si o n< / b >  

i n t e r f a ce .   Th i s o b j ec t  i s
*  s e r i al i za bl e , s o  t h a t i t  ca n b e s t o r e d i n 

pe r s i st en t  s t o r ag e o r t r a ns f er r e d
*  t o  a  d i f f er e nt  J V M f or  d i st r i b ut ab l e s e s si on  

su pp o r t .
*  < p >
*  < b >I MP LEMEN TAT I O N  N OTE</ b >:   An i n s t a nc e  o f t hi s 

cl as s  r ep r es en t s b o t h t he
*  i n t e r n a l ( S ess i o n ) a nd  a p pl i c a t i on  l e ve l  

( Ht t p Se ss i on ) v i e w o f t he  s e ss i o n .
*  H o we ve r , b e c au se  t h e  c l a s s i t s el f i s n o t  d ec l ar ed  

pu bl i c,  J a va  l o gi c o ut s i d e
*  o f  t he  <c od e >o r g . ap a ch e. t omca t . s es s i o n< / co de >  

pa ck a ge  c a nn ot  ca st  an

*  H t t p Se s si on vi ew  of  t h i s  i n st a nc e b ac k t o a 
Se ss i on  v i ew.
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*  @ v er si o n $ R evi si o n:  1. 2 $  $ Da t e:  2 0 00 / 0 5 / 1 5 

17 : 5 4 : 1 0 $
* /

f i na l  c l a s s St a nd ar d Se s si on
i mp l e men t s  Ht t p Ses s i o n,  Se ss i on  {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - Con st r uc t or s

/ **
* C o n st r u c t a n ew  Se ss i on  a s so ci a t e d wi t h t he  

sp ec i f i ed  Ma na g er .

*
* @p a r a m man ag e r T he  m a na ge r  w i t h  w hi c h t h i s 

Se ss i on  i s  a ss o ci at e d
*/

p ub l i c  St a n da r d Ses s i o n( M an ag e r ma n ag er )  {

s u pe r ( ) ;
t h i s . m ana ge r  =  ma na g er ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - I n st an c e V a r i a b l e s

/ **
* T h e  c ol l ec t i o n o f u s e r d a t a a t t r i bu t es  

as so c i a t e d  w i t h  t hi s  S e ss i o n .

*/
p r i va t e Ha s ht ab l e a t t r i b ut es  = n e w  Has h t a bl e ( ) ;

/ **

* T h e  t i m e  t hi s  s e ss i o n  w as  cr ea t ed , i n 
mi l l i se co n ds  s i nc e mi d n i g ht ,

* J a n ua r y  1,  1 9 70  GMT.
*/

p r i va t e l o n g cr e at i on Ti m e = 0 L;

/ **
* T h e  s es s i o n i de n t i f i e r o f  t h i s  Se ss i on .
*/

p r i va t e S t r i n g i d =  n ul l ;

/ **
* D e s cr i p t i v e i nf o r mat i on  d e sc r i b i n g t hi s 

Se ss i on  i m pl em ent at i on .
*/

p r i va t e s t a t i c f i n a l S t r i n g i nf o =  
" St a n da r d Ses si o n/ 1. 0 ";

/ **
* T h e  l as t  a cc e ss e d t i m e f o r  t hi s  S es s i o n.
*/

p r i va t e l o n g l a s t A c ce ss e dT i m e =  c r ea t i o nT i m e;

/ **
* T h e  M an a ge r wi t h  w hi c h t h i s S e s si on  i s  

as so c i a t e d .
*/

p r i va t e Ma n ag er  ma n ag er  = n u l l;

/ **
* T h e  m ax i mu m t i m e  i nt e r v al ,  i n s ec on d s,  b e t wee n  

cl i e n t r e q ue st s  b ef o re
* t h e  s er v l e t c on t ai ne r  m ay  i n va l i d at e  t hi s  

se ss i on .  A n e g at i v e  t i me

* i n d i c at e s t h a t t he  s e ss i o n  s ho u l d  n e ve r t i me 
ou t .

*/
p r i va t e i n t max I na c t i ve I nt er v al =  - 1 ;

/ **
* F l a g i n d i c at i ng  wh et h er  t h i s  s e ss i o n  i s n ew  o r  

no t .

*/
p r i va t e bo o l e an i s New =  t r ue ;

/ **

* F l a g i n d i c at i ng  wh et h er  t h i s  s e ss i o n  i s v al i d  
or  n o t.

*/
p r i va t e bo o l e an i s V al i d = f a l se ;

/ **
* T h e  s t r i ng  m a na g er  f o r t h i s p a c ka ge .
*/

p r i va t e St r i n gM ana g er s m =

St r i n gMan a ge r . g et Ma n ag e r ( " o r g. ap a ch e. t omca t . s es s i o n" )
;

/ **
* T h e  H TT P  s es s i o n  c on t ex t a ss oc i at ed  wi t h  t h i s  

se ss i on .
*/

p r i va t e s t a t i c Ht t p Se ss i on Co n t e xt se ss i on Co n t e xt
= n u l l;

/ **

* T h e  c ur r en t a cc e ss ed  t i me  f o r t hi s s es si o n.
*/

p r i va t e l o n g t h i sA c ce ss e dT i m e =  c r ea t i o nT i m e;

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - S ess i o n  P r o p er t i e s

/ **
* S e t  t he  cr ea t i o n  t i m e  f or  t h i s  se ss i on .  T h i s  

me t h o d i s  ca l l e d b y  t h e

* M a n ag er  wh en  an  ex i s t i n g Ses si o n i n s t a nc e  i s 
r e us e d.

*
* @p a r a m t i me T he  ne w c r e at i on  t i me
*/

p ub l i c  v oi d  s et C r e a t i on T i me( l on g t i me)  {

t h i s . c r ea t i o nT i me =  t i me ;
t h i s . l a st Ac c es s ed Ti m e = t i me;
t h i s . t h i s Ac c es s ed Ti m e = t i me;

}

/ **

* R e t ur n t he  s e ss i on  i d en t i f i e r f or  t h i s  
se ss i on .

*/
p ub l i c  S t r i ng  g e t I d ( )  {

r e t u r n  ( t hi s . i d );

}

/ **
* S e t  t he  se ss i on  i d en t i f i e r  f or  t h i s  se ss i on .
*
* @p a r a m i d T h e  n e w s e s si on  i d en t i f i e r

*/
p ub l i c  v oi d  s et I d( S t r i n g i d)  {

i f  ( ( t h i s . i d  ! =  n ul l ) & &  ( man a ge r ! = n u l l )  & &
( man a ge r i ns t an ce o f Ma n ag er B as e) )

( ( Man ag e r B ase ) man ag e r ) . r e mo ve ( t h i s ) ;

t h i s . i d  =  i d ;

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of

Ma na g er Ba s e) )
( ( Man ag e r B ase ) man ag e r ) . a d d( t h i s) ;

}

/ **
* R e t ur n d es cr i pt i ve  i n f o r m at i on  ab ou t  t hi s  

Se ss i on  i m pl em ent at i on  an d

* t h e  c or r es po n di n g v e r si on  nu mb e r ,  i n  t he  
f o r m at

* 
<c od e >&l t ; de sc r i p t i o n& g t ; / & l t ; ve r si on &gt ; < / co de > .

*/

p ub l i c  S t r i ng  g e t I n f o ( )  {

r e t u r n  ( t hi s . i n f o );

}

/ **
* R e t ur n t he  l a st  t i me  t h e c l i en t  s en t  a  r e qu es t  

as so c i a t e d  w i t h  t hi s

* s e s si on ,  a s t he  nu mb e r o f  mi l l i se co n ds  s i nc e 
mi dn i gh t ,  Ja nu a r y  1 ,  1 9 70

* G M T.  A c t i on s  t h at  y o ur  a p pl i c a t i on  t a ke s , 
su ch  as  g e t t i n g  o r s et t i n g

* a v al ue  as so c i a t ed  w i t h  t h e s e s si on ,  d o n ot  

af f e c t t h e  a cc e ss  t i me .
*/

p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {

r e t u r n  ( t hi s . l a st Ac c es se d Ti me ) ;

}

/ **
* R e t ur n t he  M a na g er  w i t h i n  wh i c h  t hi s  S es s i o n 

i s  v a l i d.
*/

p ub l i c  M an a ge r g et M an ag e r ( ) {

r e t u r n  ( t hi s . m ana ge r );

}

/ **
* S e t  t he  Ma na g er  wi t h i n w h i ch  t h i s  S e ss i o n  i s 

va l i d .
*

* @p a r a m man ag e r T he  n e w Ma n ag er
*/

p ub l i c  v oi d  s et M an a ge r ( M an ag e r ma n ag er )  {

t h i s . m ana ge r  =  ma na g er ;

}

/ **
* R e t ur n t he  m a xi m um  t i me  i n t e r v a l ,  i n  s ec o nd s,  

be t w een  c l i e nt  r e qu e st s
* b e f or e t he  s e r v l et c o nt ai n er  w i l l  i n va l i d at e 

t h e s es si o n.   A  n eg a t i v e

* t i m e i n d i c at e s t ha t t he  s e ss i o n  s ho u l d  n e ve r 
t i me  ou t .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  

me t h o d i s  ca l l e d o n

*  a n  i nv a l i da t ed  se ss i on
*/

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {

r e t u r n  ( t hi s . m axI na c t i ve I nt er v al );

}

/ **
* S e t  t he  ma xi m um  t i me  i n t e r va l ,  i n  s e co nd s , 

be t w een  c l i e nt  r e qu e st s
* b e f or e t he  s e r v l et c o nt ai n er  w i l l  i n va l i d at e 

t h e s es si o n.   A  n eg a t i v e

* t i m e i n d i c at e s t ha t t he  s e ss i o n  s ho u l d  n e ve r 
t i me  ou t .

*
* @p a r a m i nt er v al  Th e n ew  m a xi mu m  i nt e r v al
*/

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  
{

t h i s . m axI na c t i v eI nt e r v al = i n t er va l ;

}

/ **
* R e t ur n t he  < c od e >Ht t p Se ss i on </ c od e>  f o r whi ch  t h i s  

ob j e c t
* i s  t h e f ac ad e .
*/

p ub l i c  Ht t p Se ss i on ge t S ess i o n ( )  {

r e t u r n  ( ( Ht t pS ess i o n ) t h i s) ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Se ss i on  P u bl i c  Me t h o ds

/ **
* U p d at e t he  a c ce s se d t i me i nf or m at i o n  f or  t h i s  se ss i on .  

Th i s  me t h o d
* s h o ul d b e c a l l e d  b y t he  c o nt ex t  w he n  a  r e qu es t  c om es i n  

f o r a  p ar t i c ul a r
* s e s si on ,  e ve n  i f  t he  ap pl i ca t i o n d o e s n o t  r ef e r e nc e  i t .
*/

p ub l i c  v oi d  a cc e ss ( ) {

t h i s . l a st Ac c es s ed Ti m e = t hi s. t hi sA c ce ss e dT i m e;
t h i s . t h i s Ac c es s ed Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;
t h i s . i s Ne w= f al s e;

}

/ **
* P e r f o r m  t h e i nt e r n al  pr oc e ss i n g  r eq u i r ed  t o  i n va l i d at e 

t h i s  se ss i on ,

* w i t ho ut  t r i g g er i ng  a n  e xc e pt i o n  i f t he  s e ss i o n  h as  
al r e a dy  e x pi r e d .

*/
p ub l i c  v oi d  e xp i r e ( ) {

/ /  R em ove  t h i s  se ss i on  f r om  o u r m a n ag er ' s a c t i v e 
se ss i on s

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of
Ma na g er Ba s e) )

( ( Man ag e r B ase ) man ag e r ) . r e mo ve ( t h i s ) ;

/ /  U nb i nd  a n y o bj ec t s a s s oc i a t ed  w i t h  t h i s  s e ss i o n
V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;

w hi l e ( at t r s . h a sMor e El em ent s( ) ) {
St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
r e s ul t s . ad d El em ent ( a t t r );

}
E numer a t i on  na mes  =  r e su l t s . e l emen t s( );

w hi l e ( na me s . h a sMor e El em ent s( ) ) {
St r i n g n am e  =  ( S t r i n g ) na mes . n e xt El e me nt ( );
r e mov eA t t r i bu t e ( na me ) ;

}

/ /  M ar k  t hi s  s e ss i o n  a s i nv al i d
s e t Val i d( f a l se ) ;

}

/ **
* R e l ea se  al l o bj e ct  r e f e r e n ce s,  an d i ni t i a l i ze  i n st a nc e 

va r i a bl es ,  i n
* p r e pa r a t i o n f or  r e us e  o f t hi s o bj ec t .

*/
p ub l i c  v oi d  r ec y cl e ( )  {

/ /  R es e t t h e  i n st an c e v a r i a bl e s a s s oc i a t ed  w i t h  t h i s  

Se ss i on
a t t r i b u t e s. c l e a r ( );
c r ea t i o nT i m e =  0L ;
i d  =  n u l l ;
l a st Ac c es se d Ti m e = 0 L;

m ana ge r  =  n u l l ;
m axI na c t i ve I nt e r v al = - 1 ;
i s Ne w =  t r u e ;
i s Va l i d =  f a l s e ;

/ /  T el l  o ur  Ma n ag er  t h at  t h i s  Se ss i on  h a s b e e n r e c yc l e d
i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of

Ma na g er Ba s e) )
( ( Man ag e r B ase ) man ag e r ) . r e cy cl e ( t hi s );

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - S ess i o n  
Pa ck a ge  M e t h od s

/ **
* R e t ur n t he  < c od e >i sV a l i d< / co de >  f l a g  f or  t h i s  se ss i on .

*/
b oo l e a n i s V al i d ( ) {

r e t u r n  ( t hi s . i s Va l i d );

}

/ **
* S e t  t he  <c od e >i s Ne w< / co de >  f l a g  f or  t h i s  se ss i on .

*
* @p a r a m i sNew Th e  n ew  va l u e  f or  t h e < co de > i s Ne w</ co d e>  

f l ag
*/

v oi d s et Ne w( b oo l ea n i sN ew)  {

t h i s . i s Ne w =  i s Ne w;

}

/ **
* S e t  t he  <c od e >i s Va l i d </ co d e>  f l ag  f o r t h i s s e s si on .
*

* @p a r a m i sVal i d T he  n e w v a l ue  f o r t h e  
<c od e >i sV a l i d< / co de >  f l ag

*/
v oi d s et Va l i d ( b o ol e an i s Va l i d ) {

t h i s . i s Va l i d =  i s Va l i d ;
}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Ht t p Ses si o n Pr o pe r t i es

/ **
* R e t ur n t he  t i me  wh en  t h i s  se ss i on  w a s c r e at ed ,  i n 

mi l l i se co n ds  s i nc e
* m i d ni gh t , J a n ua r y 1 ,  19 70  GMT.
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*/

p ub l i c  l on g  g et C r e a t i on T i me( )  {

r e t u r n  ( t hi s . c r ea t i o nT i m e);

}

/ **
* R e t ur n t he  s e ss i on  c o nt ex t  w i t h  w hi c h t h i s s e s si on  i s  

as so c i a t e d .
*
* @d e pr ec a t e d As o f V e r si on  2. 1,  t h i s  me t h o d i s  de pr e ca t e d  

an d h as  n o
*  r e pl ac e me nt .   I t w i l l b e  r e mo v ed  i n  a  f u t u r e  ve r s i on  o f  

t h e
*  J a va  S er v l e t A PI.
*/

p ub l i c  Ht t p Se ss i on Con t e x t ge t Se ss i on Co n t e xt ( ) {

i f  ( se s si on Con t ex t = = n u l l)
se s si on Con t ex t =  n ew  St an d ar dS ess i o n Co nt e xt ( ) ;

r e t u r n  ( s es s i o n Co nt e xt );

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Ht t p Ses si o n Pu b l i c Met h od s

/ **

* R e t ur n t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me i n  t h i s  
se ss i on , o r

* < c o de >n u l l </ c od e > i f  no  o b j e ct  i s  b o un d wi t h t ha t n ame.
*
* @p a r a m n ame Nam e  o f t he  a t t r i b u t e  t o  b e r et ur n ed

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  O bj e ct  g e t A t t r i b u t e ( S t r i ng na me )  {

r e t u r n  ( a t t r i b u t e s. g et ( n a me ) ) ;

}

/ **
* R e t ur n a n < c o de > En um er a t i o n< / c o de > o f 

<c od e >St r i ng </ c od e>  ob j ec ts
* c o n t a i n i ng  t h e n ames  of  t h e o b j ec t s  bo un d  t o t hi s 

se ss i on .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  E nu mer at i on  ge t A t t r i b u t e Na mes ( )  {

r e t u r n  ( a t t r i b u t e s. k ey s( ) );

}

/ **
* R e t ur n t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me i n  t h i s  

se ss i on , o r
* < c o de >n u l l </ c od e > i f  no  o b j e ct  i s  b o un d wi t h t ha t n ame.
*

* @p a r a m n ame Nam e  o f t he  v a l u e t o b e  r e t u r ne d
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d 

by
*  < c od e> g et At t r i b ut e( ) </ co d e>

*/
p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {

r e t u r n  ( g et A t t r i b ut e ( n am e) ) ;

}

/ **
* R e t ur n t he  s e t o f n a mes  o f  o bj e ct s b ou nd  t o  t h i s  

se ss i on .  I f  t h er e
* a r e  n o s uc h o bj e ct s,  a z e r o- l e n gt h a r r ay  i s  r e t u r n e d.
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d 

by

*  < c od e> g et At t r i b ut eN ame s( ) </ co d e>
*/

p ub l i c  S t r i ng [ ]  ge t Va l u e Na me s ( )  {

V ect or  r e su l t s  = n e w  V ec t or ( ) ;

E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;
w hi l e ( at t r s . h a sMor e El em ent s( ) ) {

St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
r e s ul t s . ad d El em ent ( a t t r );

}

S t r i ng  na me s [ ]  = n e w  S t r i ng [ r e su l t s . s i z e ( ) ] ;
f o r ( i n t i =  0 ;  i  <  na me s . l en g t h ; i ++ )

na mes [ i ]  =  ( St r i ng ) r es ul t s. el e me nt A t ( i ) ;
r e t u r n  ( n am es) ;

}

/ **
* I n v al i d a t e s t hi s  s es s i o n a nd  u n bi nd s  a ny  ob j e c t s  b o un d 

t o  i t .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n

*  a n  i nv a l i da t ed  se ss i on
*/

p ub l i c  v oi d  i nv a l i d at e( )  {

/ /  C au s e t h i s s es si o n t o  ex pi r e

e x pi r e ( );

}

/ **
* R e t ur n < co de > t r u e< / c o de > i f t h e  c l i e nt  d o es  n o t y e t  k no w  

ab ou t  t he
* s e s si on ,  o r i f t he  c l i e nt  ch oo s es  n o t t o  j o i n  t h e 

se ss i on .  F o r

* e x a mp l e ,  i f t he  se r v e r u s e d o n l y c o o ki e- b as ed  se ss i on s,  
an d t he  c l i e nt

* h a s  d i s a bl ed  t h e  u se  of  c o ok i e s , t h e n a s es si o n w o u l d  b e  
ne w o n e a c h

* r e q ue st .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on

*/
p ub l i c  b oo l ea n i sN ew( ) {

r e t u r n  ( t hi s . i s Ne w) ;

}

/ **

* B i n d a n  ob j e c t t o t h i s s e s si on ,  u si n g t h e  s pe c i f i e d  n am e. I f  a n  o bj e ct
* o f  t h e s ame n am e  i s a l r ea d y b o u nd  t o  t hi s  s es s i o n,  t h e o bj ec t  i s
* r e p l a ce d .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s

* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eB oun d ( ) </ c od e>  on  t h e o b j ec t.
*
* @p a r a m n ame Nam e  t o whi ch  t h e o bj ec t  i s b ou nd ,  c an n ot  b e  n ul l
* @p a r a m v al ue  Ob j ec t t o b e  bo un d , c a n no t b e n u l l

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d b y

*  < c od e> s et At t r i b ut e( ) </ co d e>
*/

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {

s e t At t r i b ut e ( n a me , v al ue ) ;

}

/ **
* R e mov e t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me f r o m t h i s se s si o n.   I f
* t h e  s es s i o n d oe s  n ot  ha ve  an  o b j e ct  bo un d  w i t h  t hi s  n am e, t h i s met ho d
* d o e s n o t hi ng .
* < p >

* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eU nbo u nd ( ) < / c od e > o n  t h e o bj ec t .
*
* @p a r a m n ame Nam e  o f t he  o b j e ct  t o  r e mo ve  f r om  t h i s  se ss i on .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  v oi d  r em ove At t r i b ut e( S t r i n g n am e) {

s y nc hr o ni ze d  ( a t t r i b ut es )  {
Ob j ec t o bj e ct  =  at t r i bu t e s . g et ( na me ) ;
i f  ( o bj e ct  ==  n u l l )

r et u r n ;

at t r i bu t es . r e mo v e( na me) ;
/ /       Sy s t e m. o ut . p r i n t l n ( " R emo vi n g a t t r i bu t e " +  n am e  ) ;
i f  ( o bj e ct  i n st a nc eo f Ht t p Se ss i on Bi n di ng L i s t e n er ) {

( ( H t t p Ses si o nBi n d i n gL i st en e r )  o b j e ct ) . v al u eUnb o un d

( n e w Ht t pSes s i o nB i nd i n g Ev en t ( ( Ht t pSes s i o n)  t h i s ,  n a me ) ) ;
}

}

}

/ **
* R e mov e t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me f r o m t h i s se s si o n.   I f
* t h e  s es s i o n d oe s  n ot  ha ve  an  o b j e ct  bo un d  w i t h  t hi s  n am e, t h i s met ho d

* d o e s n o t hi ng .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eU nbo u nd ( ) < / c od e > o n  t h e o bj ec t .

*
* @p a r a m n ame Nam e  o f t he  o b j e ct  t o  r e mo ve  f r om  t h i s  se ss i on .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on

*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d b y
*  < c od e> r emov e At t r i bu t e( ) < / co de >
*/

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {

r e mo ve At t r i b ut e ( n am e);

}

/ **
* B i n d a n  ob j e c t t o t h i s s e s si on ,  u si n g t h e  s pe c i f i e d  n am e. I f  a n  o bj e ct
* o f  t h e s ame n am e  i s a l r ea d y b o u nd  t o  t hi s  s es s i o n,  t h e o bj ec t  i s

* r e p l a ce d .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eB oun d ( ) </ c od e>  on  t h e o b j ec t.

*
* @p a r a m n ame Nam e  t o whi ch  t h e o bj ec t  i s b ou nd ,  c an n ot  b e  n ul l
* @p a r a m v al ue  Ob j ec t t o b e  bo un d , c a n no t b e n u l l
*
* @e x ce pt i on  I l l e g al Ar g umen t Ex ce p t i on i f  a n  a t t e mp t i s ma d e t o  ad d  a

*  n o n- se r i a l i z ab l e ob j ec t i n a n  en vi r on me n t m a r ke d d i s t r i bu t a b l e .
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  v oi d  s et A t t r i b ut e ( St r i ng n a me , Obj ec t  v al u e)  {

i f  ( ( m ana ge r  ! =  n ul l ) & &  ma na g er . g e t Di s t r i bu t ab l e ( ) & &
! ( va l ue  i n st a nc eo f Ser i al i z a bl e) )

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n

( sm . ge t St r i n g( " s t an da r dSes s i o n. s et At t r i bu t e. i a e " ) ) ;

s y nc hr o ni ze d  ( a t t r i b ut es )  {
r e mov eA t t r i bu t e ( na me ) ;
at t r i bu t es . pu t ( n ame,  va l u e );

i f  ( v al u e i ns t a n ce of Ht t p Ses si o nBi n d i n gL i st en e r )
( ( H t t p Ses si o nBi n d i n gL i st en e r )  v a l u e) . va l u e Bo un d

( n e w Ht t pSes s i o nB i nd i n g Ev en t ( ( Ht t pSes s i o n)  t h i s ,  n a me ) ) ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Ht t pS ess i o n Pr i v at e  M et h od s

/ **
* R e a d a s er i a l i z e d v e r si on  of  t h i s  s e ss i o n  o bj e ct  f r om  t h e sp e ci f i e d
* o b j ec t i np ut  st r ea m.

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  T h e r e f er en c e t o  t h e o wn i n g  Man a ge r
* i s  no t r es t o r ed  by  t h i s  m e t h od ,  a nd  mu st  be  s e t e x p l i ci t l y .
*
* @p a r a m s t r ea m  T h e i n p ut  s t r e am  t o  r e ad  f r om

*
* @e x ce pt i on  C l as s No t F o un dE x ce pt i on i f  a n u nk no wn c l a ss  i s  s pe c i f i ed
* @e x ce pt i on  I O Ex c ep t i o n i f  an  i n pu t / o ut pu t  e r r o r o c c ur s
*/

p r i va t e v o i d r e a dO bj e ct ( Ob j e c t I np u t St r e am s t r e am)

t h r o ws  Cl as s No t Fo un d Ex ce p t i on ,  I OE x ce pt i on {

/ /  Des e r i al i ze t h e s ca l a r  i ns t an ce  va r i a bl es  ( e xc e pt  M a na ge r )
c r ea t i o nT i m e =  ( ( Lo n g)  s t r e am . r e ad Obj ec t ( ) ) . l on gV a l u e( ) ;
i d  =  ( S t r i n g ) s t r ea m. r ea d Ob j e c t ( );

l a st Ac c es se d Ti m e = ( ( L on g ) st r ea m. r ea dO bj e ct ( ) ) . l o ng Va l ue ( ) ;
m axI na c t i ve I nt e r v al = ( ( I nt eg e r )  s t r e am . r e ad Obj ec t ( ) ) . i nt Va l ue ( );
i s Ne w =  ( ( B ool e an ) s t r ea m. r ea d Ob j e c t ( ) ) . bo ol e an Va l ue ( ) ;
i s Va l i d =  ( ( Bo o l e an )  s t r e am. r e ad Ob j ec t ( ) ) . bo o l e an Val ue ( );

/ /  Des e r i al i ze t h e a t t r i b ut e c ou nt  an d a t t r i b ut e v al ue s
i n t n =  ( ( I n t e g er ) s t r ea m. r ea d Ob j e c t ( ) ) . i n t V a l u e( ) ;
f o r ( i n t i =  0 ;  i  <  n;  i + +)  {

St r i n g n am e  =  ( S t r i n g ) st r ea m. r ea dO bj e ct ( );

Ob j ec t v al u e = ( Ob j e c t )  s t r e am . r e ad Obj ec t ( ) ;
at t r i bu t es . pu t ( n ame,  va l u e );

}

}

/ **
* Wr i t e  a  se r i a l i z ed  v e r s i o n  o f t hi s s es si o n o b j ec t t o t h e  s pe c i f i ed
* o b j ec t o ut pu t  s t r e am.

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  T h e o w ni n g Man ag e r w i l l n o t  b e s t o r ed
* i n  t h e s er i a l i z e d r e p r e se n t a t i o n o f  t h i s  Se ss i on .  A f t e r  c al l i n g
* < c o de >r e ad Ob j ec t ( ) </ c od e> ,  y ou  mu st  se t t he  a s so ci a t e d Man ag e r
* e x p l i ci t l y .

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  A ny a t t r i bu t e t h a t i s  no t Ser i a l i z a bl e
* w i l l b e  si l e n t l y  i gn o r e d.   I f y ou  d o  n ot  wa nt  an y s uc h a t t r i b ut e s,
* b e  su r e  t h e < co d e> di s t r i b u t a bl e </ co d e>  p r op er t y o f  ou r a ss oc i at e d
* M a n ag er  i s  s e t t o < c o de >t r ue </ c od e> .

*
* @p a r a m s t r ea m  T h e o u t pu t s t r ea m  t o wr i t e  to
*
* @e x ce pt i on  I O Ex c ep t i o n i f  an  i n pu t / o ut pu t  e r r o r o c c ur s

*/
p r i va t e v o i d wr i t e Obj ec t ( Obj e ct Ou t pu t S t r e am st r e a m)  t h r o ws  I OEx c ep t i o n {

/ /  W r i t e t h e  s c al ar  i n st a nc e v ar i a b l e s ( ex ce p t M a n ag er )
s t r e am . wr i t e Ob j ec t ( n ew L o ng ( c r ea t i o nT i m e) ) ;

s t r e am . wr i t e Ob j ec t ( i d) ;
s t r e am . wr i t e Ob j ec t ( n ew L o ng ( l a st Ac c es se d Ti me ) );
s t r e am . wr i t e Ob j ec t ( n ew I n t e ge r ( max I na ct i ve I n t er va l ) ) ;
s t r e am . wr i t e Ob j ec t ( n ew B ool ea n ( i sN ew) );
s t r e am . wr i t e Ob j ec t ( n ew B ool ea n ( i sV a l i d) ) ;

/ /  A cc u mu l a t e t he  n a me s o f se r i a l i z ab l e at t r i bu t e s
V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;
w hi l e ( at t r s . h a sMor e El em ent s( ) ) {

St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
Ob j ec t v al u e = a t t r i b ut es . ge t ( a t t r ) ;
i f  ( v al u e i ns t a n ce of Se r i a l i za b l e )

r es u l t s . a dd E l e me n t ( at t r ) ;
}

/ /  S er i al i z e  t h e a t t r i bu t e c o u nt  a n d t h e   at t r i bu t e v a l ue s
s t r e am . wr i t e Ob j ec t ( n ew I n t e ge r ( r es u l t s. s i z e( ) ) ) ;
E numer a t i on  na mes  =  r e su l t s . e l emen t s( );

w hi l e ( na me s . h a sMor e El em ent s( ) ) {
St r i n g n am e  =  ( S t r i n g ) na mes . n e xt El e me nt ( );
st r ea m. w r i t eObj e ct ( n a me );
st r ea m. w r i t eObj e ct ( a t t r i b u t e s. g et ( n a me ) ) ;

}

}

c r o ss c ut  i n va l i d at e ( St a n da r d Ses si o n s) :  s  &  ( i nt ge t M axI na c t i ve I nt e r v al ( ) |  

l on g  g et C r e at i on Ti m e( )  |
Obj e ct  g e t At t r i b ut e ( S t r i ng )  |  
Enu mer at i on  g e t At t r i b u t e Na mes ( )  |
St r i ng [ ]  ge t V a l u eN ame s ( )  |
v oi d  i nv a l i da t e( ) |

b oo l ea n i sNew( ) |
v oi d  r em ove At t r i bu t e( S t r i n g ) |
v oi d  s et A t t r i b ut e( S t r i ng , Obj ec t ) ) ;

s t a t i c  a dv i ce ( S t an d ar dS ess i o n s ) :  i n va l i d at e ( s ) {

b e f o r e  {
i f  ( ! s. i sV a l i d( ) )

t hr o w n ew  I l l e ga l St at e Ex ce p t i on
( s . sm. g e t St r i ng ( " s t a nd a r d Se s si on . " 

+  t h i s J oi nP o i n t . m et ho d Na me
+  " . i s e " ) );

}
}

}

/ /  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P r i v a t e  C l as s

/ * *

*  T h i s  c l as s i s a d um my i m pl e me n t a t i o n o f  t h e < co de > Ht t p Ses si o nCon t ex t </ co d e>
*  i n t e r f a ce , t o c o n f o r m t o  t h e r eq ui r emen t  t ha t  s uc h  a n o bj ec t  b e r et u r n ed
*  w h en  < c od e> Ht t pS ess i on . g e t Ses s i o nC ont ex t ( ) </ c od e>  i s  c a l l ed .
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an

*
*  @ d ep r e c at ed  As  o f  J a va  S er v l e t API  2. 1 wi t h n o r e p l a ce men t .   T he
*   i nt er f ac e wi l l b e r emov e d i n  a f u t ur e v er si o n o f  t h i s  API .
* /

f i na l  c l a s s St a nd ar d Se s si on Con t e x t i m pl e me n t s  H t t p Se s si on Con t e x t {

p r i va t e V e c t o r d um my = n ew  V e ct or ( );

/ **
* R e t ur n t he  s e ss i on  i d en t i f i e r s  of  a l l s e s si on s  d ef i ne d
* w i t hi n t hi s c on t ex t.
*

* @d e pr ec a t e d As o f J a v a Se r vl et API 2 . 1  w i t h  n o  r ep l ac em ent .
*  T h i s  m e t h od  mu s t r e t ur n a n e m pt y  < c od e> Enu me r at i o n </ co d e>
*  a n d w i l l b e  r e mov ed  i n  a  f u t u r e v e r si on  of  t h e A P I .
*/

p ub l i c  E nu mer at i on  ge t I d s( ) {

r e t u r n  ( d um my. e l e me n t s ( ) ) ;

}

/ **
* R e t ur n t he  < c od e >Ht t p Se ss i on </ c od e>  as so c i a t e d  w i t h  t he
* s p e ci f i e d s e s si o n i d e nt i f i er .

*
* @p a r a m i d S e s si o n i d e nt i f i er  f o r w h i ch  t o  l oo k  u p a  s es s i o n
*
* @d e pr ec a t e d As o f J a v a Se r vl et API 2 . 1  w i t h  n o  r ep l ac em ent .
*  T h i s  m e t h od  mu s t r e t ur n n ul l a nd  w i l l  b e  r em ove d i n a

*  f u t u r e  ve r s i on  of  t h e A P I .
*/

p ub l i c  Ht t p Se ss i on ge t S ess i o n ( St r i ng i d ) {

r e t u r n  ( n ul l );

}

}

StandardSession

pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;
i mpo r t j a v a. ut i l . En u me r at i o n ;

i mpo r t j a v a. ut i l . Ha s ht a bl e;
i mpo r t j a v a. ut i l . Ve c t o r ;
i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . C ook i e ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t o r g . w3c . do m. N am edNod e Ma p;
i mpo r t o r g . w3c . do m. N od e ;

/ * *
*  S t an da r d i m pl e me n t a t i o n o f t h e  < b> Man ag e r < / b >  i nt e r f ac e  t ha t  p r o v i d e s
*  n o  s es s i o n p er si s t e n ce  o r  d i s t r i bu t ab l e  ca pa b i l i t i es , b ut  d o es  s u pp o rt
*  a n  o pt i on al ,  c on f i g u r a bl e , m a x i mum  nu mb e r o f  ac t i v e s e s si on s  a l l o we d .

*  < p >
*  L i f e cy c l e  c o nf i g u r a t i o n o f t h i s c o mpo ne n t a s s umes  an  X M L n o d e
*  i n  t he  f o l l o wi ng  f o r ma t:
*  < c od e>
*      &l t ; Man a ge r c l a s sNam e=" or g . a pa c he . t o mc at . se ss i on . S t an da r dMan a ge r "

*               c he c kI n t e r v a l = " 6 0 " ma x Ac t i v eSes s i o ns = " - 1"
*               max I na c t i ve I nt er v al =" - 1"  / >
*  < / co de >
*  w h er e y ou  c a n a d j us t  t he  f o l l o wi ng  pa r a met er s , w i t h d e f au l t  va l u e s
*  i n  s qu a r e  b r ac ke t s:

*  < u l >
*  < l i > <b > ch ec k I n t e r va l </ b>  - Th e  i nt e r v al  ( i n s ec on d s)  b e t wee n  b ac k gr o un d
*      t h r ea d c he ck s  f o r e x p i r ed  se ss i on s.   [ 60 ]
*  < l i > <b > ma xA c t i ve Ses s i o ns < / b > - T he  ma xi m um  n u mb er  of  s e ss i o n s a l l ow ed to
*      be  ac t i v e a t  on c e,  o r  - 1 f or  n o  l i m i t .   [ - 1 ]

*  < l i > <b > ma xI n ac t i v eI n t e r v a l < / b >  - T h e d e f au l t  ma xi m um  n u mb er  of  s e co n ds  o f
*      i n a ct i v i t y  b e f o r e w h i ch  t h e se r vl et co nt a i n er  i s  a l l o we d  t o t i m e  o ut
*      a s es si o n,  o r  - 1  f or  no  l i mi t .   T hi s  v al u e s h o ul d b e o v e r r i d d en  f r om
*      t h e  d ef a ul t s es s i o n t i meo u t s p e ci f i e d i n  t h e web  a p pl i c a t i on  de p l o ym ent

*      de s cr i p t or , i f a ny .  [ - 1]
*  < / ul >
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*  @ v er si o n $ R evi si o n:  1. 1. 1 . 1  $  $Dat e : 2 0 0 0/ 05 / 02  2 1 : 2 8: 3 0 $

* /

pu bl i c f i n al  c l as s St a n da r d Man ag e r
e xt en d s Ma n ag er B as e
i mp l e men t s  Li f e c yc l e,  R unn ab l e {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I n st an c e Var i a b l e s

/ **
* T h e  i nt e r v al  ( i n  s ec o nd s)  be t w een  c h ec ks  f o r e xp i r e d s e s si on s .
*/

p r i va t e i n t c he c kI n t e r v a l = 6 0;

/ **
* H a s  t hi s  c om pon e nt  b e en  c o nf i g u r e d y et ?
*/

p r i va t e bo o l e an co n f i gu r ed  =  f a l s e ;

/ **
* T h e  d es c r i pt i ve  i n f o r ma t i o n a b o ut  t h i s  i m pl em ent at i on .

*/
p r i va t e s t a t i c f i n a l S t r i n g i nf o =  " St a nd ar d Ma na g er / 1 . 0" ;

/ **

* T h e  m ax i mu m n um ber  o f  a ct i ve  S e ss i o n s a l l owed ,  o r - 1 f o r  n o l i m i t.
*/

p r o t e c t e d i nt m axA c t i ve Ses si o ns =  - 1 ;

/ **
* T h e  s t r i ng  m a na g er  f o r t h i s p a c ka ge .
*/

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

/ **
* H a s  t hi s  c om pon e nt  b e en  s t ar t e d  y et ?

*/
p r i va t e bo o l e an st a r t ed  = f a l se ;

/ **

* T h e  b ac k gr ou n d t hr ea d .
*/

p r i va t e T h r ea d t hr e ad  =  nu l l ;

/ **
* T h e  b ac k gr ou n d t hr ea d  c om pl e t i o n s e map ho r e.
*/

p r i va t e bo o l e an t h r ea dD one =  f a l s e ;

/ **
* N a me t o  r e gi s t e r  f or  t h e b ac kg r ou nd  t h r e a d.
*/

p r i va t e S t r i n g t hr e ad Na me = " St an d ar dM ana ge r ";

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P r op er t i e s

/ **
* R e t ur n t he  c h ec k  i nt e r v al  ( i n s ec on d s)  f o r t h i s Ma n ag er .
*/

p ub l i c  i nt ge t C hec k I n t e r va l ( )  {

r e t u r n  ( t hi s . c h ec kI n t e r v a l ) ;

}

/ **
* S e t  t he  ch ec k  i n t e r v a l ( i n  s ec o nd s)  f o r t hi s Man ag e r.
*
* @p a r a m c he ck I nt e r v al Th e n ew  c h ec k i nt er v al

*/
p ub l i c  v oi d  s et C he c kI nt e r v al ( i n t c he ck I nt er v al ) {

t h i s . c h ec kI n t e r va l =  c he c kI nt e r v al ;

}

/ **

* R e t ur n d es cr i pt i ve  i n f o r m at i on  ab ou t  t hi s  M an a ge r i mp l e men t a t i o n  a nd
* t h e  c or r es po n di n g v e r si on  nu mb e r ,  i n  t he  f o r m at
* < c o de >&l t ; de s cr i pt i o n &g t ; / &l t ; v er si o n&gt ; </ co d e> .
*/

p ub l i c  S t r i ng  g e t I n f o ( )  {

r e t u r n  ( t hi s . i n f o );

}

/ **
* R e t ur n t he  m a xi m um  n u mb er  of  a c t i ve  Se ss i on s a l l ow ed,  o r  - 1 f or
* n o  l i mi t .
*/

p ub l i c  i nt ge t M axA c t i ve Ses si o ns ( )  {

r e t u r n  ( t hi s . m axAct i ve Se s si on s );

}

/ **
* S e t  t he  ma xi m um  nu mb e r o f  ac t i v es  S e ss i o n s a l l owed ,  o r - 1 f o r

* n o  l i mi t .
*
* @p a r a m max  T h e n ew  m a xi mu m  n um ber  o f  s es s i o ns
*/

p ub l i c  v oi d  s et M ax A ct i v e Se ss i on s( i nt m ax)  {

t h i s . m axAct i ve Ses si o ns =  ma x;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Pu b l i c  M et h od s

/ **

* C o n st r u c t a n d  r e t u r n  a n e w  s es s i o n o bj ec t , b a s ed  o n  t he  de f a u lt
* s e t t i ng s  s pe c i f i ed  b y  t hi s  M an a ge r ' s  p r o p er t i e s.   T he  s e ss i o n
* i d  wi l l  be  a s si g ne d b y t h i s me t ho d,  an d a va i l a bl e v i a  t h e ge t I d ( )
* m e t ho d o f t h e  r e t u r n e d s e s si on .   I f  a n e w  s es s i o n c an no t  b e c r e a t e d
* f o r  a ny  r e as o n,  r e t u r n < c o de >n u l l </ c od e> .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  a n e w  s es s i o n c an no t  b e
*  i n st an t i a t e d  f o r a n y  r ea s on
*/

p ub l i c  S es s i o n c r e a t e Se s si on ( ) {

i f  ( ( m axAct i ve Ses si o ns > =  0 ) &&
( s es s i o ns . si z e( ) > = ma x Ac t i v eSes s i o ns ) )

t h r ow  n e w I l l eg a l St a t eExc e pt i o n

( sm . ge t St r i n g( " s t an da r dMan a ge r . c r e at e Se ss i on . i s e" ) ) ;

r e t u r n  ( s up e r . c r e at e Se ss i on ( ) ) ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - L i f ec y cl e  M et h od s

/ **
* C o n f i gu r e t h i s c ompo n en t ,  ba se d  o n t he  s p ec i f i ed  c o nf i g u r a t i o n
* p a r amet e r s .  T h i s me t ho d s ho ul d  b e c al l e d  i mm edi at e l y  a f t e r t he
* c o mpo ne n t i n s t a n ce  i s  c r e a t e d,  an d b ef or e  < co d e> st a r t ( ) < / c od e >
* i s  ca l l e d.

*
* @p a r a m p ar am et e r s C o n f i gu r at i o n  p ar a me t e r s f o r  t hi s  c om pon en t
*  ( < B> FI X ME: Wha t  o bj e ct  t y pe  s h ou l d  t h i s  r e al l y b e ? )
*

* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y b ee n
*  c o nf i g u r e d a nd / or  s t ar t e d
* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r
*  i n  t he  co nf i gu r at i o n  p ar a me t e r s i t  wa s g i v en
*/

p ub l i c  v oi d  c on f i g u r e ( N ode  p a r a me t er s)
t h r o ws  Li f e c yc l eExc e pt i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( co n f i gu r ed )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . a l r ea d yCon f i g ur e d" ) ) ;

c o nf i g u r e d =  t r ue ;
i f  ( pa r amet e r s  ==  n u l l )

r e t ur n;

/ /  P ar s e a n d  p r oc es s  o ur  co nf i gu r a t i o n p ar am et e r s
i f  ( ! ( " Ma na g er " . e qu a l s ( p a r a me t er s. g et No d eNam e( ) ) ) )

r e t ur n;
N ame dN ode Ma p a t t r i b u t e s =  p ar a me t e r s. ge t At t r i bu t e s ( ) ;

N ode  n o de  =  nu l l;

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ch e ck I n t er va l " ) ;
i f  ( no d e ! =  nu l l )  {

t r y  {
s et C he c kI nt e r v al ( I n t e g er . p a r s eI n t ( no d e. ge t No de Val ue ( ) ) ) ;

} c at ch  ( T h r o wa b l e t )  {
;        / / XXX  - Th r o w  e xc e pt i o n ?

}

}

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ma x Ac t i v eSes s i o ns " );
i f  ( no d e ! =  nu l l )  {

t r y  {

s et M ax A ct i v e Se ss i on s( I nt eg e r . pa r se I n t ( n od e . g et N od eV a l u e ( ) ) ) ;
} c at ch  ( T h r o wa b l e t )  {

;        / / XXX  - Th r o w  e xc e pt i o n ?
}

}

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ma x I n ac t i v eI n t e r v a l " ) ;
i f  ( no d e ! =  nu l l )  {

t r y  {
s et M ax I na ct i ve I n t er va l ( I nt e ge r . p ar se I nt ( n o de . g e t Nod e Va l ue ( ) ) );

} c at ch  ( T h r o wa b l e t )  {
;        / / XXX  - Th r o w  e xc e pt i o n ?

}
}

}

/ **
* P r e pa r e  f o r t he  be gi n ni ng  of  a c t i ve  us e o f t h e  p ub l i c  m e t h od s  o f  t hi s
* c o mpo ne n t .   T hi s  m et h od  s h ou l d  be  c a l l ed  af t e r  < co d e> co n f i gu r e( ) </ co d e> ,
* a n d  b ef o r e  a n y o f t h e  p ub l i c  m e t h od s  o f t he  c o mp on e nt  a r e ut i l i z ed .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s n ot  y e t b ee n
*  c o nf i g u r e d ( i f  r e qu i r e d f or  t h i s  c o mp on e nt )
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y b ee n
*  s t ar t e d

* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r
*  t h at  p r ev en t s t hi s c ompo n en t f r o m b ei ng  us ed
*/

p ub l i c  v oi d  s t a r t ( )  t hr o ws  L i f e cy c l e Ex c ep t i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( ! c o nf i g u r e d )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . n ot Co n f i gu r ed " ) ) ;

i f  ( st a r t ed )
t h r ow  n e w L i f ec y cl eE x ce pt i on

( sm . ge t St r i n g( " s t an da r dMan a ge r . a l r ea d ySt a r t e d" ) );
s t ar t e d  =  t r ue ;

/ /  S t a r t t h e  b a ck gr o un d r ea pe r  t hr e ad
t h r e ad St a r t ( );

}

/ **
* G r a ce f u l l y  t e r m i na t e  t h e a ct i v e  u se  of  t h e p u b l i c met ho d s of  t h i s
* c o mpo ne n t .   T hi s  m et h od  s h ou l d  be  t h e l a s t o n e  c al l ed  o n  a  g i ve n
* i n s t a nc e  o f t hi s  c om pon en t .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s n ot  b e en  st ar t ed
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y
*  b e en  s t op pe d
* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r

*  t h at  n e ed s t o b e r e p or t e d
*/

p ub l i c  v oi d  s t o p ( )  t h r o ws Li f ec yc l eExc e pt i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( ! s t ar t e d )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . n ot St a r t ed " ) ) ;

s t ar t e d  =  f a l s e ;

/ /  S t o p  t he  ba c kg r o u nd  r e ap er  t h r e a d
t h r e ad St o p( ) ;

/ /  E xp i r e  a l l a ct i v e  s es s i o ns

S ess i o n  s es s i o n s[ ] =  f i n d Se ss i on s( ) ;
f o r ( i n t i =  0 ;  i  <  se ss i on s. l en gt h ; i + + ) {

St a nd ar d Se s si on se ss i on  =  ( St a n da r d Ses si o n)  s e ss i o n s[ i ] ;
i f  ( ! se s si o n. i s V al i d ( ))

c on t i n u e;

se s si on . ex p i r e( ) ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Pr i v at e  M et h od s

/ **
* I n v al i d a t e  a l l s es si o ns  t h at  h a ve  e x pi r e d .
*/

p r i va t e v o i d pr o ce s sExp i r e s( )  {

l o ng  t i me No w =  Sy st e m. cu r r e nt T i meM i l l i s ( );
S ess i o n  s es s i o n s[ ] =  f i n d Se ss i on s( ) ;

f o r ( i n t i =  0 ;  i  <  se ss i on s. l en gt h ; i + + ) {
St a nd ar d Se s si on se ss i on  =  ( St a n da r d Ses si o n)  s e ss i o n s[ i ] ;

i f  ( ! se s si o n. i s V al i d ( ))
c on t i n u e;

i n t max I na c t i ve I nt er v al =  se ss i on . g e t Max I na ct i ve I n t er va l ( ) ;
i f  ( max I na c t i ve I nt er v al <  0)

c on t i n u e;

i n t t i m eI d l e = / / T r u nc at e , d o  no t r ou nd  up
( i n t ) ( ( t i m eNo w - s es s i o n. g et La s t Acc e ss ed T i me( ) ) / 1 00 0 L) ;

i f  ( t i m eI d l e >=  ma xI n ac t i v eI nt e r v al )
s es s i o n . e xp i r e ( ) ;

}

}

/ **

* S l e ep  f o r t h e  d u r a t i o n s p e ci f i e d b y  t h e < co de > ch ec k I n t e r va l < / co d e>
* p r o pe r t y .
*/

p r i va t e v o i d t h r ea d Sl ee p ( )  {

t r y {
Th r ea d. s l e e p( ch e ck I n t er va l *  1 0 00 L) ;

}  ca t c h  ( I n t er r up t e d Ex ce p t i on e)  {
;

}

}

/ **

* S t a r t  t h e b a c kg r ou nd  t h r e a d t h a t w i l l p e r i o di c al l y  ch ec k  f or
* s e s si on  t i me o ut s .
*/

p r i va t e v o i d t h r ea d St ar t ( )  {

i f  ( t h r ea d ! = n ul l)
r e t ur n;

t h r e ad Don e =  f a l s e;

t h r e ad  = n e w  T h r e ad ( t h i s ,  t hr e ad Na me) ;
t h r e ad . se t D aem on( t r u e) ;
t h r e ad . st ar t ( ) ;

}

/ **
* S t o p t h e  b ac k gr o un d t hr ea d  t ha t  i s p er i o d i c al l y c h e ck i n g  f or
* s e s si on  t i me o ut s .

*/
p r i va t e v o i d t h r ea d St op ( ) {

i f  ( t h r ea d = = n ul l)
r e t ur n;

t h r e ad Don e =  t r ue ;
t h r e ad . i n t e r r u p t ( );
t r y {

t h r ea d. j oi n ( ) ;

}  ca t c h  ( I n t er r up t e d Ex ce p t i on e)  {
;

}

t h r e ad  = n u l l;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Bac kg r ou n d T h r ea d

/ **
* T h e  b ac k gr ou n d t hr ea d  t ha t  c he c ks  f o r s e s si on  t i me o ut s a nd  s h ut d own.

*/
p ub l i c  v oi d  r un ( ) {

/ /  L oo p  u nt i l t he  t e r mi n a t i on  se ma p ho r e  i s  s e t
w hi l e ( ! t hr e ad Don e)  {

t h r ea dS l ee p ( ) ;
pr o ce ss E xp i r e s( ) ;

}

}

}

StandardManager StandardSessionManager
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;

i mpo r t j a v ax . s e r v l e t . h t t p . C ook i e ;

i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;

i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Co n t e xt ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Re q ue st ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Re s po ns e ;

i mpo r t or g . a pa c he . t o mc a t . co r e. Se s si on Man ag e r ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . Se s si on Ut i l ;

/ * *

*  S p ec i a l i z ed  i mpl e me n t a t i o n o f  or g. a pa ch e . t om cat . c o r e . S ess i o n Ma na g er

*  t h at  a d ap t s  t o  t h e n ew  c o mp on e nt - b a se d Man ag e r i m pl e me n t a t i o n.

*  < p >

*  X X X - At p r e se nt ,  u s e o f  <c od e >St a n da r d Man ag e r < / c o de > i s h a r d c o d ed ,

*  a n d l i f ec yc l e c o n f i g ur at i on  i s  n ot  su pp o r t ed .

*  < p >

*  < b >I MP LEMEN TAT I O N  N OTE</ b >:   Onc e we c o mmi t t o t h e  n ew  
Ma na g er / S ess i o n

*  p a r a di g m,  I  wo ul d  s u gg es t  m ov i ng  t h e l o g i c  i m pl em ent ed  he r e  ba ck  i n t o

*  t h e c o r e l e v el .  T h e  T om cat . N ext  " M an ag e r "  i n t e r f a ce  a c t s  m o r e  l i ke  a

*  c o l l ec t i o n c l a ss ,  a n d h a s  m i n i ma l k no wl e dg e o f t h e  d et a i l ed  r e qu e st

*  p r oc es s i n g s eman t i c s  o f h an dl i ng  s e ss i o n s.

*  < p >

*  X X X - At p r e se nt ,  t h er e i s n o  wa y ( vi a t he  S ess i o n Ma na g er i n t e r f a ce )  
f o r

*  a  Co nt e xt  t o  t el l  t h e Ma n ag er  t h at  we  c r ea t e  wh at  t h e d ef au l t se s si o n

*  t i me ou t  f or  t h i s  we b  a pp l i c at i on  ( s pe ci f i e d i n t h e  d ep l oy me n t
de sc r i p t o r )

*  s h ou l d  be .

*

*  @ a ut ho r  C r a i g R .  Mc Cl a na h an

* /

pu bl i c f i n al  c l as s St a n da r d Ses si o nMan a ge r

i mp l e men t s  Se ss i on Man ag e r {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Co ns t r u ct o rs

/ **

* C r e at e a  n ew  Se s si on Man ag e r t h a t a d a pt s t o t h e  c or r es po n di ng  
Ma na g er

* i m pl e me n t a t i o n.

*/

p ub l i c  St a n da r d Ses s i o nM ana ge r ( )  {

m ana ge r  =  n e w St a nd a r d Ma n ag er ( );

i f  ( ma n ag er  i n s t a nc e of L i f e cy c l e ) {

t r y  {

( ( L i f e c yc l e )  m an a ge r ) . co nf i gu r e ( nu l l ) ;

( ( L i f e c yc l e )  m an a ge r ) . st ar t ( ) ;

} c at ch  ( L i f e cy c l e Ex c ep t i o n e)  {

t hr o w n ew  I l l e ga l St at e Ex ce p t i on ( " "  +  e) ;

}

}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I n st an c e 
Va r i a bl es

/ **

* T h e  M an a ge r i mp l emen t at i o n  w e a r e  a c t u al l y u s i ng .

*/

p r i va t e Ma n ag er  ma n ag er  = n u l l;

/ /  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P ubl i c  
Me t h o ds

/ **

* M a r k t h e  s pe c i f i ed  s e ss i o n ' s  l a st  a c ce ss e d t i m e.   T hi s s ho ul d  b e

* c a l l e d f or  e a ch  r e qu e st  b y  a  R equ es t I n t e r ce pt o r .

*

* @p a r a m s es si o n T he  s e ss i o n  t o b e ma r ke d

*/

p ub l i c  v oi d  a cc e ss e d( Co n t e xt  ct x,  Re qu e st  r e q,  S t r i ng  i d ) {

H t t p Se s si on se s si on = f i nd Ses si o n( ct x , i d ) ;

i f ( s e s si on  ==  nu l l )  r et u r n ;

i f  ( se s si on  i n s t a nc e of S ess i o n )

( ( S es si o n)  se ss i on ) . a cc es s ( ) ;

/ /  c ac h e t h e  H t t p Se s si on - av o i d  a n ot he r  f i n d

r e q. se t Se ss i on (  s es s i o n ) ;

}

/ / X X X  s ho u l d  w e  t h r o w e xc ep t i o n o r j u s t r e t ur n n ul l ? ?

p ub l i c  Ht t p Se ss i on f i nd Ses si o n(  C o nt ex t  c t x ,  S t r i ng  i d  )  {

t r y {

Se s si on  se s si on  = ma n ag er . f i nd Ses si o n( i d ) ;

i f ( se ss i on ! =n ul l )

r et u r n  se ss i on . g e t Ses s i o n( ) ;

}  ca t c h  ( I O Exc e pt i o n e ) {

}

r e t u r n  ( n ul l );

}

p ub l i c  Ht t p Se ss i on cr ea t eSes s i o n( C on t e x t ct x ) {

r e t u r n   man a ge r . c r e a t e Se s si on ( ) . ge t Se ss i on ( ) ;

}

/ **

* R e mov e a l l  s e ss i on s b ec au s e o u r  a ss o ci at e d C o n t e xt  i s  b e i n g s hu t  

do wn .

*

* @p a r a m c t x T h e c on t e x t t h a t i s  be i n g  s hu t  d own

*/

p ub l i c  v oi d  r em ove Ses si o ns ( C ont ex t c t x )  {

/ /  X XX  XXX a  m a na ge r  m ay  be  s h ar ed  by  m u l t i p l e

/ /  c on t ex t s ,  w e  j us t  w an t  t o r emov e  t he  se ss i on s o f ct x !

/ /  T he  ma na g er  wi l l  st i l l  r un  af t e r  t ha t  (  i . e.  k e ep  d a t a ba s e

/ /  c on n ec t i o n o pe n

i f  ( ma n ag er  i n s t a nc e of L i f e cy c l e ) {

t r y  {

( ( L i f e c yc l e )  m an a ge r ) . st op ( );

} c at ch  ( L i f e cy c l e Ex c ep t i o n e)  {

t hr o w n ew  I l l e ga l St at e Ex ce p t i on ( " "  +  e) ;

}

}

}

/ **

* U s e d b y  co nt e xt  t o  c o nf i g u r e  t h e s e s si on  ma na g er ' s  i n ac t i v i t y  
t i me o ut .

*

* T h e  Ses s i o nM ana g er m ay h a v e s o me d e f au l t  se ss i on  t i me  o u t ,  t h e

* C o n t e xt  on  t h e o t h er  ha nd  ha s i t ' s t i meo u t s e t  b y t he  d e pl oy men t

* d e s cr i p t or  ( web . xml ) .  T hi s  m et h od  l e t s  t h e C o n t e xt  co nf o r g ur e t h e

* s e s si on  ma na g er  ac co r di ng  t o  t h i s  v a l u e.

*

* @p a r a m mi n ut e s T he  s e ss i o n  i na c t i vi t y t i m eo ut  i n  m i nu t e s .

*/

p ub l i c  v oi d  s et S es s i o nT i me Ou t ( i nt mi nu t es ) {

i f ( - 1 ! = mi n ut e s)  {

/ /  Th e man a ge r wor ks  wi t h  se co n ds . . .

ma n ag er . se t Ma xI n ac t i v eI nt e r v al ( mi nu t es *  60 ) ;

}

}

}

ServerSessionManager
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . ut i l . *;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;
i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]

*  @ a ut ho r  J as o n H u n t e r  [ j c h @e ng . su n. c om]
*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  S er v er S es s i o nM ana ge r i mp l emen t s Se s si on Man ag e r {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e s t a t i c Ser v er Se s si on Man ag e r ma n ag er ;  / / =  n ew  Se r v e r Ses s i o n Ma na g er ( ) ;

p r o t e c t e d i nt i n ac t i v eI n t e r v a l = - 1;

s t a t i c  {
m ana ge r  =  n e w Ser ve r Se ss i on Ma n ag er ( );

}

p ub l i c  s t a t i c  S er v e r Ses s i o nM ana ge r g et M an ag e r ( ) {
r e t u r n  ma na g er ;

}

p r i va t e Ha s ht ab l e s es si o ns  =  ne w Has ht a bl e( ) ;
p r i va t e R e a pe r r ea p er ;

p r i va t e Se r ve r S ess i on Ma n ag er ( ) {

r e ap er  = Re a pe r . g et R ea pe r ( ) ;
r e ap er . se t S er v e r Ses s i o nM ana ge r ( t hi s );
r e ap er . st ar t ( ) ;

}

p ub l i c  v oi d  a cc e ss e d(  C o nt ex t  c t x ,  R eq u es t r eq , St r i n g  i d )  {
A ppl i c a t i on Ses s i o n a pS=( App l i c at i o n Se ss i on ) f i nd Se s si on (  c t x ,  i d );
i f ( ap S== nu l l )  r e t u r n;

S er v er S es si o n s er vS= ap S. g et Se r ve r S ess i o n ( ) ;

s e r v S. a cc es s ed ( );
a p S. ac c es se d ( ) ;

/ /  c ac h e i t  - n o n e e d t o  co mp u t e  i t  a ga i n
r e q. se t Se ss i on (  a pS );

}

p ub l i c  Ht t p Se ss i on cr ea t eSes s i o n( C on t e x t ct x ) {
S t r i ng  se ss i on I d = Ses si o nI dG ene r a t or . g e ne r a t eI d( ) ;
S er v er S es si o n s es si o n = n ew  S er v er S es si o n( se s si on I d) ;

s e ss i o n s. pu t ( s e ss i o n I d , s es si o n) ;

i f ( - 1 ! = i n a ct i ve I n t er va l ) {
s e ss i o n . s et M ax I na ct i ve I n t er va l ( i na c t i ve I nt er v al ) ;

}
r e t u r n  se ss i on . ge t A ppl i c a t i on Ses si o n(  c t x,  t r ue  ) ;

}

p ub l i c  Ht t p Se ss i on f i nd Ses si o n( Co n t e xt ct x,  St r i n g i d )  {

S er v er S es si o n s Se ss i on =( Ser ve r Se ss i on ) s e ss i o n s. ge t ( i d) ;
i f ( s Se s si on = =n u l l ) r et ur n  n ul l ;

r e t u r n  sSes s i o n . g et A pp l i c at i o n Se ss i on ( c t x,  f a l s e) ;
}

/ /  X X X
/ / sy n c' d f or  s a f t y - - n o o t h er  t h r e ad  sh ou l d b e  ge t t i ng  s o me t h i ng
/ / f r o m t h i s w h i l e  we  a r e r e a pi ng .  T hi s  i sn ' t t h e  m os t  o pt i ma l
/ / s o l ut i o n  f or  t h i s,  b u t w e ' l l  d e t e r m i ne  s o me t h i ng  e l se  l a t e r .

s yn ch r on i z e d v o i d r ea p( )  {
E numer a t i on  en u m = s es si o ns . k e ys ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {

Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Se r ve r S ess i on s e ss i o n  =  ( Ser ve r Se ss i on ) s e ss i o n s. ge t ( k ey ) ;

se s si on . r e a p( );

se s si on . va l i d at e ( ) ;
}

}

s yn ch r on i z e d v o i d r emov e Se ss i on ( S er v er S es si o n se s si on )  {

S t r i ng  i d  =  se s si on . ge t I d ( ) ;

s e ss i o n . i nv a l i d at e( ) ;
s e ss i o n s. r e mov e ( i d) ;

}

p ub l i c  v oi d  r em ove Ses si o ns ( C ont ex t c on t ex t )  {
E numer a t i on  en u m = s es si o ns . k e ys ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {

Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Se r ve r S ess i on s e ss i o n  =  ( Ser ve r Se ss i on ) s e ss i o n s. ge t ( k ey ) ;
Ap p l i ca t i o n Se ss i on a p pSes s i o n =

s es s i o n . g et A pp l i c at i o n Se ss i on ( c o nt ex t , f a l se ) ;

i f  ( a pp Ses s i o n ! = n u l l )  {
a pp Ses s i o n. i nv al i da t e ( );

}
}

}

/ **
* U s e d b y  co nt e xt  t o  c o nf i g u r e  t h e s e s si on  ma na g er ' s  i n ac t i v i t y  t i me ou t .
*

* T h e  Ses s i o nM ana g er m ay h a v e s o me d e f au l t  se ss i on  t i me  o u t ,  t h e
* C o n t e xt  on  t h e o t h er  ha nd  ha s i t ' s t i meo u t s e t  b y t he  d e pl oy men t
* d e s cr i p t or  ( web . xml ) .  T hi s  m et h od  l e t s  t h e C o n t e xt  co nf o r g ur e t h e
* s e s si on  ma na g er  ac co r di ng  t o  t h i s  v a l u e.
*

* @p a r a m mi n ut e s T he  s e ss i o n  i na c t i vi t y t i m eo ut  i n  m i nu t e s .
*/

p ub l i c  v oi d  s et S es s i o nT i me Ou t ( i nt mi nu t es ) {
i f ( - 1 ! = mi n ut e s)  {

/ /  Th e man a ge r wor ks  wi t h  se co n ds . . .

i n a ct i v e I n t er va l =  ( m i n ut e s * 6 0) ;
}

}
}

SessionInterceptor
pa ck a ge  o r g. ap a ch e. t om cat . r e qu es t ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;

i mpo r t o r g . a pa c he . t o mc a t . ut i l . *;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;
i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*  W i l l  p r oc es s  t he  r e q ue st  an d d et er m i n e t he  s e ss i o n  I d,  an d s et  i t
*  i n  t he  Re qu e st .

*  I t  a l s o  m ar k s t h e  s e ss i o n  a s a cc es s ed .
*
*  T h i s  i m pl em ent at i on  on l y  ha nd l es  C o ok i e s  s es s i o ns ,  p l e a se  e x t e nd  or
*  a d d n e w  i nt e r c ep t or s  f or  ot he r  m et h od s.
*

* /
pu bl i c c l a ss  S ess i o n I n t er ce p t o r e xt en d s  B ase I n t er ce p t o r i mp l e men t s  Re q ue st I nt er c ep t o r {

/ / G S ,  s ep a r a t e s  t h e s e s si on  i d  f r om  t h e j v m r ou t e
s t a t i c  f i n a l c h a r SESSI O NI D_ ROUTE _SEP =  ' . ' ;

i nt d e bu g= 0 ;
Con t e x t Man a ge r c m;

p ub l i c  Ses s i o nI n t e r ce pt o r ( ) {
}

p ub l i c  v oi d  s et D eb u g(  i n t i )  {
S y st em . ou t . p r i n t l n( " Se t d eb ug  t o  "  + i ) ;
d e bu g= i ;

}

p ub l i c  v oi d  s et C on t ex t M ana ge r ( Co n t e xt M an ag e r cm  ) {
t h i s . c m=c m;

}

p ub l i c  i nt r e qu e st M ap ( R equ es t r eq u es t )  {
S t r i ng  se ss i on I d = n ul l;

C ook i e  co ok i es [ ] = r e q ue st . ge t C ook i e s ( ) ; / / a s s er t ! =n ul l

f o r (  i n t i = 0 ; i <c oo k i e s. l en gt h ; i + +  )  {
Co o ki e c oo k i e  =  co ok i es [ i ] ;

i f  ( c oo k i e . ge t N ame ( ) . eq ua l s( " J S ESSI O NI D" ) ) {

s es s i o n I d =  co ok i e. ge t Va l u e ( ) ;
s es s i o n I d =v a l i da t eSes s i o nI d ( r eq u es t ,  se ss i on I d ) ;
i f ( se s si on I d! =n u l l ){

r e q ue st . se t R equ es t ed Se s si on I dF r o mCo ok i e( t r u e) ;
}

}
}

S t r i ng  si g= " ; j s es si o ni d= " ;
i n t f o u nd At = - 1 ;

i f ( d e b ug >0  ) c m. l o g ( "  X X X RU RI = " +  r eq u es t . g et Re q ue st U RI ( ) ) ;
i f  ( ( f o un dA t =r e qu es t . g et R eq ue s t URI ( ) . i n d ex Of ( si g) ) ! = - 1 ) {

se s si on I d= r eq ue s t . ge t Re qu e st UR I ( ) . s u bs t r i ng ( f o un dA t +s i g . l e n gt h( ) );
/ /  r e wr i t e  URL,  do  I  ne ed  t o  d o  a ny t hi ng  mo r e ?

r e q ue st . se t Re qu e st UR I ( r eq u es t . g et Re q ue st U RI ( ) . su bs t r i ng ( 0,  f o un d At ) ) ;
se s si on I d= v al i d a t e Se s si on I d( r e q ue st ,  s es s i o nI d );
i f  ( s es s i o n I d ! = n ul l ) {

r eq u es t . s et R eq ue s t e dS ess i o n I d Fr o mURL ( t r ue ) ;
}

}
r e t u r n  0;

}

/ / X X X  w ha t  i s t he  co r r e ct  b e ha vi o r i f  t h e s es si o n i s  i n va l i d  ?

/ / W e  ma y s t i l l  se t  i t a nd  j u st  r e t u r n  se ss i on  i n va l i d .

/ **  V a l i da t e a n d  f i x t h e  s es s i o n i d.  I f  t he  se ss i on  i s  n ot  va l i d  r e t u r n  nu l l .
*  I t  w i l l  a l s o  c l ea n u p t h e  s es s i o n f r o m l oa d- b al an c i n g s t r i n g s.
* @r e t u r n  se ss i on I d,  o r  n ul l  i f n ot  v a l i d

*/
p r i va t e S t r i n g v al i da t e Ses si o nI d( R eq ue s t r e q ue st ,  S t r i ng  s e ss i o n I d ) {

/ /  G S,  We  p i gg y ba ck  t h e J VM  i d  o n t op  o f  t he  se ss i on  c o ok i e
/ /  S ep a r a t e  t h e m . . .

i f ( d e b ug >0  ) c m. l o g ( "  O r i g s e ss i o n I d "  +  s e ss i o n I d ) ;
i f  ( nu l l ! =  se s si on I d)  {

i n t i de x =  se ss i on I d . l a st I nd ex Of ( SE SSI ON I D_ RO UTE_S EP) ;
i f ( i d ex > 0 ) {

s es s i o n I d =  se ss i on I d . su bs t r i ng ( 0,  i d ex ) ;
}

}

i f  ( se s si on I d ! = n u l l & &  se ss i on I d . l e ng t h( ) ! = 0)  {

/ /  GS, We a r e  i n  a  p r ob l e m  h er e , w e  ma y a ct ua l l y  g e t
/ /  mu l t i pl e  S es s i o n c oo ki e s ( o n e f o r  t he  r o ot
/ /  co nt e xt  an d o ne  f o r t h e  r ea l  c on t ex t . . . o r  ol d s es si o n
/ /  co ok i e.  We  m u st  c h ec k f or  v a l i di t y i n  t h e c ur r e n t co n t e x t.
Co n t e xt  ct x =r eq u es t . g et Co n t e xt ( );

Se s si on Man a ge r s M = c t x . g e t Ses s i o nM ana ge r ( ) ;    
i f ( nu l l  ! =  sM. f i nd Se s si on ( ct x,  se ss i on I d ) ) {

s M. a cc e ss ed ( ct x,  r e qu e st , s es si o nI d ) ;
r eq u es t . s et R eq ue s t e dS ess i o n I d ( s e ss i o n I d ) ;
i f (  de b ug >0  ) c m . l o g( "  F i n a l s e s si on  i d  "  + se s si on I d ) ;

r et u r n  se ss i on I d ;
}

}
r e t u r n  nu l l ;

}

p ub l i c  i nt be f o r eB ody ( Req ue s t r r e qu es t , R e s po ns e  r es p on se  ) {
S t r i ng  r e qS ess i on I d = r e s po ns e . g et S es si o nI d( ) ;

i f ( d e b ug >0  ) c m. l o g ( " Be f or e Bod y "  +  r e qSes s i o nI d ) ;
i f ( r e q Se ss i on I d= =n u l l )

r e t ur n 0 ;

/ /  G S,  se t t he  pa t h  at t r i bu t e  t o  t h e c o o ki e.  Th i s  wa y
/ /  m ul t i p l e  se s si on  co ok i es  c a n b e  us ed ,  o ne  f o r e ac h
/ /  c on t ex t .
S t r i ng  se ss i on Pat h =  r r e q ue st . ge t C ont ex t ( ) . g e t Pat h ( ) ;

i f ( s es s i o nP at h . l e ng t h( ) = = 0 )  {
se s si on Pat h =  " / ";

}

/ /  G S,  pi gg y ba c k t h e  j vm r o ut e  o n t he  s e ss i o n  i d.

i f ( ! se s si on Pat h . e qu a l s ( " / " ) ) {
St r i n g j vm Rou t e = r r e qu es t . g et J vmRo u t e ( ) ;
i f ( nu l l  ! =  j v mR out e)  {

r eq Ses s i o nI d =  r e qSes s i o nI d +  S E SSI O NI D_R OUT E_ SEP  +  j v mRo ut e ;
}

}

C ook i e  co ok i e =  n ew  Co ok i e( " J S ESSI O NI D" ,
r e q Se ss i on I d ) ;

c o ok i e . se t M axA ge( - 1 ) ;

c o ok i e . se t P a t h ( se ss i on Pa t h) ;
c o ok i e . se t V er s i on ( 1 ) ;

r e sp on s e. ad d He a de r (  Co ok i eT oo l s. ge t Co ok i eHea d er Na me( co o ki e) ,
Co ok i eT oo l s. ge t Co ok i eHea d er Va l ue ( c o ok i e ) );

c o ok i e . se t V er s i on ( 0 ) ;
r e sp on s e. ad d He a de r (  Co ok i eT oo l s. ge t Co ok i eHea d er Na me( co o ki e) ,

Co ok i eT oo l s. ge t Co ok i eHea d er Va l ue ( c o ok i e ) );

r e t u r n  0;
}

/ **  N o t i f i c at i o n  o f  c on t ex t s hu t d o wn

*/
p ub l i c  v oi d  c on t ex t Sh ut d own(  Co nt e xt  c t x )

t h r o ws  To mc a t E x ce pt i on
{

i f ( ct x . g et D eb u g( ) >  0  )  ct x. l og ( " R emov i ng s e ss i o n s f r o m " +  c t x );

c t x. ge t Se ss i on Man ag e r ( ) . r emov e Se ss i on s( c t x ) ;
}

}

ServerSession
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;

i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *

*  C o r e  i m pl em ent at i on  of  a  se r v e r s e s si on
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]
*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  S er v er S es s i o n {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e Ha s ht ab l e v al ue s  =  n e w Ha s ht ab l e( );
p r i va t e Ha s ht ab l e a pp Se s si on s =  n e w Ha s ht ab l e( ) ;
p r i va t e S t r i n g i d;
p r i va t e l o n g cr e at i on Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;;

p r i va t e l o n g t h i sA c ce ss T i me =  c r e a t i on T i me;
p r i va t e l o n g l a s t A c ce ss e d = c r e at i on Ti m e;
p r i va t e i n t i na c t i v eI nt e r v al = - 1 ;

Ser ve r Se ss i on ( S t r i n g i d )  {

t h i s . i d  =  i d ;
}

p ub l i c  S t r i ng  g e t I d ( )  {
r e t u r n  i d ;

}

p ub l i c  l on g  g et C r e a t i on T i me( )  {
r e t u r n  cr ea t i o n Ti me ;

}

p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {
r e t u r n  l a st A cc e ss ed ;

}

p ub l i c  App l i c at i on Ses si o n ge t Ap pl i ca t i o nSes s i o n( C on t e x t co n t e xt ,
b o ol ea n c r e a t e )  {
A ppl i c a t i on Ses s i o n a pp Se s si on =

( A ppl i c a t i o nSes s i o n) a pp Se s si on s . g et ( co nt e xt ) ;

i f  ( ap p Se ss i on ==  n u l l  & &  c r e a t e ) {

/ /  XXX
/ /  sy nc  t o  en su r e v a l i d ?

ap p Se ss i on = n e w  App l i c at i on Se s si on ( i d , t hi s,  co nt e xt ) ;
ap p Se ss i on s . p ut ( co nt e xt , a pp Se s si on ) ;

}

/ /  X XX
/ /  m ak e  s ur e  t h at  w e  h av e n' t g on e o ve r t he  e n d o f  ou r
/ /  i na c t i ve  i n t er va l  - - i f s o ,  i nv a l i da t e a n d  c r e a te
/ /  a  n e w ap p Se s si on

r e t u r n  ap pS ess i on ;
}

v oi d r emov e Ap pl i ca t i o nS ess i o n ( Con t ex t c on t e x t )  {
a p pSes s i o ns . r e mov e( c on t e x t ) ;

}

/ **
* C a l l e d b y c o n t e x t w h e n r e q ue st  co me s  i n s o t h a t a c c es se s  a nd

* i n a ct i v i t i es ca n  b e d ea l t  wi t h  ac co r di ng l y.
*/

v oi d a cc es s ed ( )  {
/ /  s et  l a st  ac c es se d  t o t hi sA c ce ss T i me a s i t  wi l l  be  l e f t  o v er

/ /  f r o m  t he  pr e vi ou s  a cc e ss

l a st Ac c es se d =  t h i s A cc es s Ti me ;
t h i s Ac c es sT i me = Sy s t e m. c ur r e n t T i m eMi l l i s( ) ;

}

v oi d v al i d a t e ( )

vo i d  va l i d at e( )  {

/ /  i f we h a v e a n i n a ct i v e  i nt e r v al ,  c he c k t o  se e i f
/ /  w e' v e e x c ee d ed  i t

i f  ( i n a ct i v e I n t er va l ! = - 1)  {
i n t t hi s I n t er va l =

( i n t ) ( S ys t e m. c ur r en t T i me Mi l l i s( )  - l a st Ac c es se d ) / 1 00 0 ;

i f  ( t hi s I n t er va l >  i n ac t i v eI nt e r v al )  {
i nv a l i d at e( ) ;

Ser v er S es si o nMan a ge r s sm =
Se r ve r S ess i o n Ma na g er . g e t Man a ge r ( ) ;

s sm . r e mov eS ess i o n ( t hi s );
}

}
}

s yn ch r on i z e d v o i d i nv al i da t e ( ) {
E numer a t i on  en u m = a pp Se s si on s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Ap p l i ca t i o n Se ss i on a p pSes s i o n =

( Ap p l i c at i o n Se ss i on ) a p pSes s i o ns . ge t ( k ey ) ;

ap p Se ss i on . i n va l i d at e ( ) ;
}

}

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {
i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " s er v er Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e mo ve Val ue ( na me) ;  / /  r e mo ve  an y e xi st i ng  b i nd i n g
v a l u es . pu t ( n am e, v a l ue );

}

p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {
i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " s er v er Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e t u r n  va l u e s. g et ( n a me );
}

p ub l i c  E nu mer at i on  ge t V a l u eN ame s( )  {
r e t u r n  va l u e s. k ey s( ) ;

}

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {
v a l u es . r e mo v e( n ame) ;

}

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  {
i n ac t i v eI nt e r v a l = i nt er v al ;

}

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {
r e t u r n  i n ac t i v e I n t e r va l ;

}     

/ / X XX

/ / sy n c' d f or  s a f t y - - n o o t h er  t h r e ad  sh ou l d b e  ge t t i ng  s o me t h i ng
/ / f r o m t h i s w h i l e  we  a r e r e a pi ng .  T hi s  i sn ' t t h e  m os t  o pt i ma l
/ / s o l ut i o n  f or  t h i s,  b u t w e ' l l  d e t e r m i ne  s o me t h i ng  e l se  l a t e r .

s yn ch r on i z e d v o i d r ea p( )  {
E numer a t i on  en u m = a pp Se s si on s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;

Ap p l i ca t i o n Se ss i on a p pSes s i o n =
( Ap p l i c at i o n Se ss i on ) a p pSes s i o ns . ge t ( k ey ) ;

ap p Se ss i on . va l i d at e( ) ;
}

}
}

sess ion expiration is not modu larized
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problems like…

HTTPRequest

HTTPRespon se

Servlet

getCookies()
getRequestURI()(doc)
getSession()
getRequestedSessionId()
...

getRequest()
setContentType(contentType)
getOutptutStream()
setSessionId(id)
...

Sess ionInterceptor

requestMap(request)
beforeBody(req, resp)
...

Sess ion

getAttribute(name)
setAttribute(name, val)
invalidate()
...

sess ion tracking is not modu larized
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the prob lem of crossc utting 
concerns
• critical aspects of large systems don’t f it in traditional 

modu les
– logging, error handling
– synchronization
– security
– power management
– memory management
– performance optimizations

• tang led code has a cost
– difficult to understand
– difficult to change
– increases with size of system
– maintenance costs are huge

• good p rogrammers work hard to get rid o f tang led code
– the last 10% of the tangled code causes 90% of the 

development and maintenance headaches

logg ing, security, optimizations
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the AOP idea

• crosscutt ing is inherent in complex systems
• crosscutt ing concerns

– have a clear purpose
– have a natural structure

• defined set of methods, module boundary crossings, 
points of resource utilization, lines of dataflow…   

• so, let’s capture the structure of crosscutt ing 
concerns explicitly...
– in a modular way
– with linguistic and tool support

• aspects are
– well-modularized crosscutting concerns

• Aspect-Oriented Software Development: AO 
suppo rt throughou t li fecycle

aspect-oriented programming

OOPSLA '04
10

this tutorial is abou t...

• using AOP and AspectJ to:
– improve the modularity of crosscutting concerns

• design modularity
• source code modularity
• development process

• aspects are two things:
– concerns that crosscut [design level]
– a programming construct [implementation level]

• enables crosscutting concerns
to be captured in modular units

• AspectJ is:
– an aspect-oriented extension to Java™ that supports 

general-purpose aspect-oriented programming
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langu age suppo rt to…

/*

*  = = == == = == == = == == = == = == == = == == = == == = == == = == == = == == = == == = == == = == == = == =
*
*  T h e A p a ch e Sof t w ar e  Li ce n se , Ver si o n 1 . 1
*
*  C o py r i g ht  ( c ) 1 9 9 9 T he  A p ac he  So f t w ar e F ou nd a t i on .   Al l  r i g h t s

*  r e se r v e d.
*
*  R e di st r i b ut i on  a n d u se  i n  s ou r ce  a n d b i n ar y f or ms ,  w i t h  o r wi t ho u t
*  m o di f i c at i o n , a r e  p e r mi t t ed  p r ov i d e d t h a t t h e  f ol l owi n g  c on d i t i o n s
*  a r e me t :

*
*  1 .  R ed i st r i b ut i o n s o f s o u r c e c od e mus t r et ai n  t he  ab ov e  c op y r i gh t
*     n ot i ce , t hi s l i s t  o f c on di t i o ns  an d t he  f o l l ow i ng  d i sc l a i me r .
*
*  2 .  R ed i st r i b ut i o n s i n b i n ar y f or m mus t r ep r o d uc e t he  a b ov e c op yr i gh t

*     n ot i ce , t hi s l i s t  o f c on di t i o ns  an d t he  f o l l ow i ng  d i sc l a i me r i n
*     t he  do cu men t a t i o n  a nd / or  o t he r mat er i al s p r o vi d ed  w i t h  t h e
*     d i s t r i bu t i o n.
*
*  3 .  T he  en d- u se r d oc u me nt a t i on  i n cl u de d wi t h t he  r e di st r i b ut i on , i f

*     a ny ,  m us t  i nc l ud e  t he  f o l l o wi ng  ac kn o wl eg e me nt :
*        " Th i s  pr od u ct  i n cl u de s s of t w ar e  d e ve l o p ed  b y  t he
*         Ap ac h e S o f t w ar e  F o un da t i o n ( ht t p : / / ww w. a pa c he . o r g/ ) . "
*     Al t e r n at e l y , t hi s  a ck n owl e g emen t may  ap pe a r i n  t h e s of t w are

i t se l f,
*     i f a nd  w h er ev e r s uc h t hi r d - pa r t y  a ck n owl e g emen t s no r ma l l y  a pp e ar .
*
*  4 .  T he  na me s  " Th e  J a ka r t a  P r o j ec t " ,  " To mca t " ,  a nd  " Apa c he  S o f t wa r e
*     F ou n da t i o n"  m u st  no t b e u s e d t o  en do r se  o r  p r o mot e p r o du c t s

de r i v ed
*     f r o m  t hi s  s of t wa r e w i t ho ut  pr i o r  w r i t t e n p er mi s si on .  F or  wr i t t en
*     p er m i s si o n,  p l ea s e c o n t a ct  ap ac h e@ap a ch e. o r g .
*
*  5 .  P r o d uc t s  de r i v ed  f r om  t h i s  so f t w ar e may  n o t b e  ca l l e d " A pac he "

*     n or  ma y " Ap ac h e"  ap pe a r i n  t h ei r  n am es w i t ho ut  pr i o r  w r i t t e n
*     p er m i s si o n o f  t h e  A pa c he  G r ou p.
*
*  T H I S  S O FT WA RE I S  PR OVI DE D  ̀ ` A S  I S' '  A ND  ANY EXPRE SSED OR I M PLI ED
*  W A RRAN TI ES,  I NCL UDI N G,  B U T NO T  L I M I TED T O,  T H E I M PLI ED  WARR ANT I ES

*  O F  M ER CHANT ABI LI T Y AND  F I TNES S  F OR  A PA RTI CU LAR  P U RPOS E  A RE
*  D I SCLA I MED.   I N NO EVENT  SHAL L  T HE  APAC HE SO FTWAR E  F OU NDATI O N OR
*  I T S CO NTRI B UTORS  BE  LI AB LE F O R  ANY  DI RE CT,  I N DI RE CT,  I N CI DE NTAL,
*  S P ECI A L , E X EMPLA RY,  OR  C ONSEQ UENTI A L D A MAGES  ( I NC LUDI N G, B U T  NOT
*  L I MI TE D  T O,  PROC URE MENT OF S U BST I T UTE  G OODS OR SE RVI CE S; L O SS OF

*  U S E,  D A TA, OR PR OFI T S;  O R  B US I NESS  I NTE RRUPT I ON) HOWEV ER CA USED AND
*  O N  A NY  THEO RY OF  LI A BI LI T Y,  W H ET HE R  I N CONTR ACT , STRI C T  L I A BI L I T Y,
*  O R  T OR T  ( I N CLUDI N G NEGLI G ENCE  OR  O T HERW ISE) ARI SI N G I N  ANY WAY  O UT
*  O F  T HE  USE OF T H I S SOF TW ARE, EVEN I F A D VI SED  OF  T H E PO SSI BI L I T Y OF

*  S U CH  D A MAGE.
*  = = == == = == == = == == = == = == == = == == = == == = == == = == == = == == = == == = == == = == == = == =
*
*  T h i s  s o f t wa r e c o n si s t s  o f  v ol u nt ar y  c on t r i bu t i o ns  ma de  by  m a ny
*  i n di vi d ua l s  on  b e ha l f o f  t h e Apa ch e  S of t wa r e  Fo un d at i o n .  F o r mo r e

*  i n f o r m at i on  on  t h e Apa ch e  S of t wa r e  Fo un d at i o n , p l e as e s ee
*  < h t t p: / / www . ap ac h e. o r g / > .
*
*  [ A dd i t i on al  no t i c es ,  i f r eq ui r ed  b y  p r i o r l i c en si n g c o n di t i o ns ]
*

* /

pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;

i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*  C o r e  i m pl em ent at i on  of  a n  a pp l i c at i on  l e ve l s es si o n
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]
*  @ a ut ho r  J as o n H u n t e r  [ j c h @e ng . su n. c om]

*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  A ppl i c a t i o nSes s i o n i mp l e men t s  Ht t p Ses si o n {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e Ha s ht ab l e v al ue s  =  n e w Ha s ht ab l e( );
p r i va t e S t r i n g i d;
p r i va t e Se r ve r S ess i on s e r v er S es si o n;

p r i va t e C o n t e xt  co n t e xt ;
p r i va t e l o n g cr e at i on Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;;
p r i va t e l o n g t h i sA c ce ss T i me =  c r e a t i on T i me;
p r i va t e l o n g l a s t A c ce ss e d = c r e at i on Ti m e;
p r i va t e i n t i na c t i v eI nt e r v al = - 1 ;

p r i va t e bo o l e an va l i d  =  t r ue ;

App l i c at i o n Se ss i on ( St r i n g i d ,  Ser v er Se s si on se r v e r Ses s i o n,
C ont ex t  c on t ex t ) {

t h i s . s e r v er S es s i o n =  s er v er Se s si on ;
t h i s . c o nt ex t  =  co nt e xt ;
t h i s . i d  =  i d ;

t h i s . i n ac t i v eI n t e r v a l = c on t e x t . ge t Se ss i on Ti m eOut ( );

i f  ( t h i s. i n a ct i ve I n t er va l ! = - 1)  {
t h i s. i n a ct i ve I n t er va l * = 6 0;

}
}

Ser ve r Se ss i on g e t S er v er S es si o n( ) {
r e t u r n  se r v e r S ess i o n ;

}

/ **
* C a l l e d b y c o n t e x t w h e n r e q ue st  co me s  i n s o t h a t a c c es se s  a nd
* i n a ct i v i t i es ca n  b e d ea l t  wi t h  ac co r di ng l y.
*/

v oi d a cc es s ed ( )  {
/ /  s et  l a st  ac c es se d  t o t hi sA c ce ss T i me a s i t  wi l l  be  l e f t  o v er
/ /  f r o m  t he  pr e vi ou s  a cc e ss
l a st Ac c es se d =  t h i s A cc es s Ti me ;

t h i s Ac c es sT i me = Sy s t e m. c ur r e n t T i m eMi l l i s( ) ;

v a l i da t e( ) ;
}

v oi d v al i d a t e ( )  {
/ /  i f we h a v e a n i n a ct i v e  i nt e r v al ,  c he c k t o  se e i f w e ' ve  e x ce e de d i t
i f  ( i n a ct i v e I n t er va l ! = - 1)  {

i n t t hi s I n t er va l =
( i n t ) ( S ys t e m. c ur r en t T i me Mi l l i s( )  - l a st Ac c es se d ) / 1 00 0 ;

i f  ( t hi s I n t er va l >  i n ac t i v eI nt e r v al )  {
i nv a l i d at e( ) ;

}
}

}

/ / H T TP SE SSI ON  I M PLEME NTATI O N ME THODS

p ub l i c  S t r i ng  g e t I d ( )  {

i f  ( va l i d ) {
r e t ur n i d;

}  el se  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

p ub l i c  l on g  g et C r e a t i on T i me( )  {
i f  ( va l i d ) {

r e t ur n c r e a t i on T i me;
}  el se  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

/ **
*
* @d e pr ec a t e d
*/

p ub l i c  Ht t p Se ss i on Con t e x t ge t Se ss i on Co n t e xt ( ) {
r e t u r n  ne w Ses s i o nC ont ex t I mpl ( );

}

p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {
i f  ( va l i d ) {

r e t ur n l as t Ac ce s se d;
}  el se  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

pu bl i c v o i d i n v al i d a t e ( ) {

s e r v er S es si o n. r emov e Ap pl i ca t i o nSes s i o n( c on t e x t ) ;

/ /  r em ove  e v er y t h i n g  i n t he  s e ss i o n

E numer a t i on  en u m = v al ue s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
St r i n g n am e  =  ( St r i n g ) e nu m. n ex t El em ent ( ) ;
r e mov eV a l u e ( n am e);

}

v a l i d =  f al s e;
}

p ub l i c  b oo l ea n i sN ew( ) {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( t h i sAcc e ss T i me = = cr e at i o n Ti me )  {
r e t ur n t r u e ;

}  el se  {
r e t ur n f al s e;

}
}

/ * *

* @d e pr ec a t e d
*/

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {
s e t At t r i b ut e ( n a me , v al ue ) ;

}

p ub l i c  v oi d  s et A t t r i b ut e ( St r i ng n a me , Obj ec t  v al u e)  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e mo ve Val ue ( na me) ;  / /  r e mo ve  an y e xi st i ng  b i nd i n g

i f  ( va l ue  ! =  n u l l  & &  v al u e i n s t a nc e of H t t p Se s si on B i n di n gL i s t en e r )  {
Ht t pSes s i o n Bi nd i ng Ev e nt e  =

n ew  Ht t pSes s i o nB i nd i n g Ev en t ( t hi s , n a me) ;

( ( Ht t pS ess i on Bi n di ng L i s t e n er ) v a l u e) . va l u e Bo un d ( e ) ;
}

v a l u es . pu t ( n am e, v a l ue );
}

/ **
* @d e pr ec a t e d

*/
p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {

r e t u r n  ge t A t t r i bu t e ( na me ) ;
}

p ub l i c  O bj e ct  g e t A t t r i b u t e ( S t r i ng na me )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e t u r n  va l u e s. g et ( n a me );

}

/ **
* @d e pr ec a t e d
*/

p ub l i c  S t r i ng [ ]  ge t Va l u e Na me s ( )  {
E numer a t i on  e =  g et A t t r i b ut eN ame s( ) ;
V ect or  na me s  =  ne w Vec t o r ( ) ;

w hi l e ( e. ha s Mo r eEl e men t s ( ) )  {

na mes . a d dE l emen t ( e . n e xt El e me nt ( ) ) ;
}

S t r i ng [ ] va l ue Names = n e w  S t r i ng [ n a me s. s i z e( ) ];

n a me s. c op yI n t o ( va l u e Na me s );

r e t u r n  va l u e Na mes ;

}

p ub l i c  E nu mer at i on  ge t A t t r i b u t e Na mes ( )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

H ash t a b l e v a l u e sCl o n e = ( Ha sh t ab l e ) va l u e s. cl o ne ( ) ;

r e t u r n  ( Enu mer a t i on ) va l u e sCl o n e. ke y s( );
}

/ * *
* @d e pr ec a t e d
*/

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {
r e mo ve At t r i b ut e ( n am e);

}

p ub l i c  v oi d  r em ove At t r i b ut e( S t r i n g n am e) {

i f  ( ! v al i d )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;

}

O bj e ct  o = v al u es . g e t ( na me) ;

i f  ( o i ns t a n ce o f Ht t pSes s i o nB i nd i n g Li st e ne r )  {

Ht t pSes s i o n Bi nd i ng Ev e nt e  =
n ew  Ht t pSes s i o nB i nd i n g Ev en t ( t hi s , n am e);

( ( Ht t pS ess i on Bi n di ng L i s t e n er ) o ) . v al u eUnb o un d( e );

}

v a l u es . r e mo v e( n ame) ;
}

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}

i n ac t i v eI nt e r v a l = i nt er v al ;
}

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}

r e t u r n  i n ac t i v e I n t e r va l ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - --

Appli cationSession
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;
i mpo r t j a v a. i o . Ob j e c t I n pu t S t r e am;
i mpo r t j a v a. i o . Ob j e c t O ut p ut S t r ea m;

i mpo r t j a v a. i o . Se r i a l i z ab l e ;
i mpo r t j a v a. ut i l . En u me r at i o n ;
i mpo r t j a v a. ut i l . Ha s ht a bl e;
i mpo r t j a v a. ut i l . Ve c t o r ;
i mpo r t j a v ax . s e r v l e t . S er v l e t Ex ce p t i on ;

i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on B i n di n gEve n t ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on B i n di n gL i s t en er ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on Con t e x t ;
i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;

/ * *
*  S t an da r d i m pl e me n t a t i o n o f t h e  < b> Ses si o n< / b >  

i n t e r f a ce .   Th i s o b j ec t  i s
*  s e r i al i za bl e , s o  t h a t i t  ca n b e s t o r e d i n 

pe r s i st en t  s t o r ag e o r t r a ns f er r e d
*  t o  a  d i f f er e nt  J V M f or  d i st r i b ut ab l e s e s si on  

su pp o r t .
*  < p >
*  < b >I MP LEMEN TAT I O N  N OTE</ b >:   An i n s t a nc e  o f t hi s 

cl as s  r ep r es en t s b o t h t he
*  i n t e r n a l ( S ess i o n ) a nd  a p pl i c a t i on  l e ve l  

( Ht t p Se ss i on ) v i e w o f t he  s e ss i o n .
*  H o we ve r , b e c au se  t h e  c l a s s i t s el f i s n o t  d ec l ar ed  

pu bl i c,  J a va  l o gi c o ut s i d e
*  o f  t he  <c od e >o r g . ap a ch e. t omca t . s es s i o n< / co de >  

pa ck a ge  c a nn ot  ca st  an

*  H t t p Se s si on vi ew  of  t h i s  i n st a nc e b ac k t o a 
Se ss i on  v i ew.
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*  @ v er si o n $ R evi si o n:  1. 2 $  $ Da t e:  2 0 00 / 0 5 / 1 5 

17 : 5 4 : 1 0 $
* /

f i na l  c l a s s St a nd ar d Se s si on
i mp l e men t s  Ht t p Ses s i o n,  Se ss i on  {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - Con st r uc t or s

/ **
* C o n st r u c t a n ew  Se ss i on  a s so ci a t e d wi t h t he  

sp ec i f i ed  Ma na g er .

*
* @p a r a m man ag e r T he  m a na ge r  w i t h  w hi c h t h i s 

Se ss i on  i s  a ss o ci at e d
*/

p ub l i c  St a n da r d Ses s i o n( M an ag e r ma n ag er )  {

s u pe r ( ) ;
t h i s . m ana ge r  =  ma na g er ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - I n st an c e V a r i a b l e s

/ **
* T h e  c ol l ec t i o n o f u s e r d a t a a t t r i bu t es  

as so c i a t e d  w i t h  t hi s  S e ss i o n .

*/
p r i va t e Ha s ht ab l e a t t r i b ut es  = n e w  Has h t a bl e ( ) ;

/ **

* T h e  t i m e  t hi s  s e ss i o n  w as  cr ea t ed , i n 
mi l l i se co n ds  s i nc e mi d n i g ht ,

* J a n ua r y  1,  1 9 70  GMT.
*/

p r i va t e l o n g cr e at i on Ti m e = 0 L;

/ **
* T h e  s es s i o n i de n t i f i e r o f  t h i s  Se ss i on .
*/

p r i va t e S t r i n g i d =  n ul l ;

/ **
* D e s cr i p t i v e i nf o r mat i on  d e sc r i b i n g t hi s 

Se ss i on  i m pl em ent at i on .
*/

p r i va t e s t a t i c f i n a l S t r i n g i nf o =  
" St a n da r d Ses si o n/ 1. 0 ";

/ **
* T h e  l as t  a cc e ss e d t i m e f o r  t hi s  S es s i o n.
*/

p r i va t e l o n g l a s t A c ce ss e dT i m e =  c r ea t i o nT i m e;

/ **
* T h e  M an a ge r wi t h  w hi c h t h i s S e s si on  i s  

as so c i a t e d .
*/

p r i va t e Ma n ag er  ma n ag er  = n u l l;

/ **
* T h e  m ax i mu m t i m e  i nt e r v al ,  i n s ec on d s,  b e t wee n  

cl i e n t r e q ue st s  b ef o re
* t h e  s er v l e t c on t ai ne r  m ay  i n va l i d at e  t hi s  

se ss i on .  A n e g at i v e  t i me

* i n d i c at e s t h a t t he  s e ss i o n  s ho u l d  n e ve r t i me 
ou t .

*/
p r i va t e i n t max I na c t i ve I nt er v al =  - 1 ;

/ **
* F l a g i n d i c at i ng  wh et h er  t h i s  s e ss i o n  i s n ew  o r  

no t .

*/
p r i va t e bo o l e an i s New =  t r ue ;

/ **

* F l a g i n d i c at i ng  wh et h er  t h i s  s e ss i o n  i s v al i d  
or  n o t.

*/
p r i va t e bo o l e an i s V al i d = f a l se ;

/ **
* T h e  s t r i ng  m a na g er  f o r t h i s p a c ka ge .
*/

p r i va t e St r i n gM ana g er s m =

St r i n gMan a ge r . g et Ma n ag e r ( " o r g. ap a ch e. t omca t . s es s i o n" )
;

/ **
* T h e  H TT P  s es s i o n  c on t ex t a ss oc i at ed  wi t h  t h i s  

se ss i on .
*/

p r i va t e s t a t i c Ht t p Se ss i on Co n t e xt se ss i on Co n t e xt
= n u l l;

/ **

* T h e  c ur r en t a cc e ss ed  t i me  f o r t hi s s es si o n.
*/

p r i va t e l o n g t h i sA c ce ss e dT i m e =  c r ea t i o nT i m e;

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - S ess i o n  P r o p er t i e s

/ **
* S e t  t he  cr ea t i o n  t i m e  f or  t h i s  se ss i on .  T h i s  

me t h o d i s  ca l l e d b y  t h e

* M a n ag er  wh en  an  ex i s t i n g Ses si o n i n s t a nc e  i s 
r e us e d.

*
* @p a r a m t i me T he  ne w c r e at i on  t i me
*/

p ub l i c  v oi d  s et C r e a t i on T i me( l on g t i me)  {

t h i s . c r ea t i o nT i me =  t i me ;
t h i s . l a st Ac c es s ed Ti m e = t i me;
t h i s . t h i s Ac c es s ed Ti m e = t i me;

}

/ **

* R e t ur n t he  s e ss i on  i d en t i f i e r f or  t h i s  
se ss i on .

*/
p ub l i c  S t r i ng  g e t I d ( )  {

r e t u r n  ( t hi s . i d );

}

/ **
* S e t  t he  se ss i on  i d en t i f i e r  f or  t h i s  se ss i on .
*
* @p a r a m i d T h e  n e w s e s si on  i d en t i f i e r

*/
p ub l i c  v oi d  s et I d( S t r i n g i d)  {

i f  ( ( t h i s . i d  ! =  n ul l ) & &  ( man a ge r ! = n u l l )  & &
( man a ge r i ns t an ce o f Ma n ag er B as e) )

( ( Man ag e r B ase ) man ag e r ) . r e mo ve ( t h i s ) ;

t h i s . i d  =  i d ;

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of

Ma na g er Ba s e) )
( ( Man ag e r B ase ) man ag e r ) . a d d( t h i s) ;

}

/ **
* R e t ur n d es cr i pt i ve  i n f o r m at i on  ab ou t  t hi s  

Se ss i on  i m pl em ent at i on  an d

* t h e  c or r es po n di n g v e r si on  nu mb e r ,  i n  t he  
f o r m at

* 
<c od e >&l t ; de sc r i p t i o n& g t ; / & l t ; ve r si on &gt ; < / co de > .

*/

p ub l i c  S t r i ng  g e t I n f o ( )  {

r e t u r n  ( t hi s . i n f o );

}

/ **
* R e t ur n t he  l a st  t i me  t h e c l i en t  s en t  a  r e qu es t  

as so c i a t e d  w i t h  t hi s

* s e s si on ,  a s t he  nu mb e r o f  mi l l i se co n ds  s i nc e 
mi dn i gh t ,  Ja nu a r y  1 ,  1 9 70

* G M T.  A c t i on s  t h at  y o ur  a p pl i c a t i on  t a ke s , 
su ch  as  g e t t i n g  o r s et t i n g

* a v al ue  as so c i a t ed  w i t h  t h e s e s si on ,  d o n ot  

af f e c t t h e  a cc e ss  t i me .
*/

p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {

r e t u r n  ( t hi s . l a st Ac c es se d Ti me ) ;

}

/ **
* R e t ur n t he  M a na g er  w i t h i n  wh i c h  t hi s  S es s i o n 

i s  v a l i d.
*/

p ub l i c  M an a ge r g et M an ag e r ( ) {

r e t u r n  ( t hi s . m ana ge r );

}

/ **
* S e t  t he  Ma na g er  wi t h i n w h i ch  t h i s  S e ss i o n  i s 

va l i d .
*

* @p a r a m man ag e r T he  n e w Ma n ag er
*/

p ub l i c  v oi d  s et M an a ge r ( M an ag e r ma n ag er )  {

t h i s . m ana ge r  =  ma na g er ;

}

/ **
* R e t ur n t he  m a xi m um  t i me  i n t e r v a l ,  i n  s ec o nd s,  

be t w een  c l i e nt  r e qu e st s
* b e f or e t he  s e r v l et c o nt ai n er  w i l l  i n va l i d at e 

t h e s es si o n.   A  n eg a t i v e

* t i m e i n d i c at e s t ha t t he  s e ss i o n  s ho u l d  n e ve r 
t i me  ou t .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  

me t h o d i s  ca l l e d o n

*  a n  i nv a l i da t ed  se ss i on
*/

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {

r e t u r n  ( t hi s . m axI na c t i ve I nt er v al );

}

/ **
* S e t  t he  ma xi m um  t i me  i n t e r va l ,  i n  s e co nd s , 

be t w een  c l i e nt  r e qu e st s
* b e f or e t he  s e r v l et c o nt ai n er  w i l l  i n va l i d at e 

t h e s es si o n.   A  n eg a t i v e

* t i m e i n d i c at e s t ha t t he  s e ss i o n  s ho u l d  n e ve r 
t i me  ou t .

*
* @p a r a m i nt er v al  Th e n ew  m a xi mu m  i nt e r v al
*/

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  
{

t h i s . m axI na c t i v eI nt e r v al = i n t er va l ;

}

/ **
* R e t ur n t he  < c od e >Ht t p Se ss i on </ c od e>  f o r whi ch  t h i s  

ob j e c t
* i s  t h e f ac ad e .
*/

p ub l i c  Ht t p Se ss i on ge t S ess i o n ( )  {

r e t u r n  ( ( Ht t pS ess i o n ) t h i s) ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Se ss i on  P u bl i c  Me t h o ds

/ **
* U p d at e t he  a c ce s se d t i me i nf or m at i o n  f or  t h i s  se ss i on .  

Th i s  me t h o d
* s h o ul d b e c a l l e d  b y t he  c o nt ex t  w he n  a  r e qu es t  c om es i n  

f o r a  p ar t i c ul a r
* s e s si on ,  e ve n  i f  t he  ap pl i ca t i o n d o e s n o t  r ef e r e nc e  i t .
*/

p ub l i c  v oi d  a cc e ss ( ) {

t h i s . l a st Ac c es s ed Ti m e = t hi s. t hi sA c ce ss e dT i m e;
t h i s . t h i s Ac c es s ed Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;
t h i s . i s Ne w= f al s e;

}

/ **
* P e r f o r m  t h e i nt e r n al  pr oc e ss i n g  r eq u i r ed  t o  i n va l i d at e 

t h i s  se ss i on ,

* w i t ho ut  t r i g g er i ng  a n  e xc e pt i o n  i f t he  s e ss i o n  h as  
al r e a dy  e x pi r e d .

*/
p ub l i c  v oi d  e xp i r e ( ) {

/ /  R em ove  t h i s  se ss i on  f r om  o u r m a n ag er ' s a c t i v e 
se ss i on s

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of
Ma na g er Ba s e) )

( ( Man ag e r B ase ) man ag e r ) . r e mo ve ( t h i s ) ;

/ /  U nb i nd  a n y o bj ec t s a s s oc i a t ed  w i t h  t h i s  s e ss i o n
V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;

w hi l e ( at t r s . h a sMor e El em ent s( ) ) {
St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
r e s ul t s . ad d El em ent ( a t t r );

}
E numer a t i on  na mes  =  r e su l t s . e l emen t s( );

w hi l e ( na me s . h a sMor e El em ent s( ) ) {
St r i n g n am e  =  ( S t r i n g ) na mes . n e xt El e me nt ( );
r e mov eA t t r i bu t e ( na me ) ;

}

/ /  M ar k  t hi s  s e ss i o n  a s i nv al i d
s e t Val i d( f a l se ) ;

}

/ **
* R e l ea se  al l o bj e ct  r e f e r e n ce s,  an d i ni t i a l i ze  i n st a nc e 

va r i a bl es ,  i n
* p r e pa r a t i o n f or  r e us e  o f t hi s o bj ec t .

*/
p ub l i c  v oi d  r ec y cl e ( )  {

/ /  R es e t t h e  i n st an c e v a r i a bl e s a s s oc i a t ed  w i t h  t h i s  

Se ss i on
a t t r i b u t e s. c l e a r ( );
c r ea t i o nT i m e =  0L ;
i d  =  n u l l ;
l a st Ac c es se d Ti m e = 0 L;

m ana ge r  =  n u l l ;
m axI na c t i ve I nt e r v al = - 1 ;
i s Ne w =  t r u e ;
i s Va l i d =  f a l s e ;

/ /  T el l  o ur  Ma n ag er  t h at  t h i s  Se ss i on  h a s b e e n r e c yc l e d
i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of

Ma na g er Ba s e) )
( ( Man ag e r B ase ) man ag e r ) . r e cy cl e ( t hi s );

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - S ess i o n  
Pa ck a ge  M e t h od s

/ **
* R e t ur n t he  < c od e >i sV a l i d< / co de >  f l a g  f or  t h i s  se ss i on .

*/
b oo l e a n i s V al i d ( ) {

r e t u r n  ( t hi s . i s Va l i d );

}

/ **
* S e t  t he  <c od e >i s Ne w< / co de >  f l a g  f or  t h i s  se ss i on .

*
* @p a r a m i sNew Th e  n ew  va l u e  f or  t h e < co de > i s Ne w</ co d e>  

f l ag
*/

v oi d s et Ne w( b oo l ea n i sN ew)  {

t h i s . i s Ne w =  i s Ne w;

}

/ **
* S e t  t he  <c od e >i s Va l i d </ co d e>  f l ag  f o r t h i s s e s si on .
*

* @p a r a m i sVal i d T he  n e w v a l ue  f o r t h e  
<c od e >i sV a l i d< / co de >  f l ag

*/
v oi d s et Va l i d ( b o ol e an i s Va l i d ) {

t h i s . i s Va l i d =  i s Va l i d ;
}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Ht t p Ses si o n Pr o pe r t i es

/ **
* R e t ur n t he  t i me  wh en  t h i s  se ss i on  w a s c r e at ed ,  i n 

mi l l i se co n ds  s i nc e
* m i d ni gh t , J a n ua r y 1 ,  19 70  GMT.
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*/

p ub l i c  l on g  g et C r e a t i on T i me( )  {

r e t u r n  ( t hi s . c r ea t i o nT i m e);

}

/ **
* R e t ur n t he  s e ss i on  c o nt ex t  w i t h  w hi c h t h i s s e s si on  i s  

as so c i a t e d .
*
* @d e pr ec a t e d As o f V e r si on  2. 1,  t h i s  me t h o d i s  de pr e ca t e d  

an d h as  n o
*  r e pl ac e me nt .   I t w i l l b e  r e mo v ed  i n  a  f u t u r e  ve r s i on  o f  

t h e
*  J a va  S er v l e t A PI.
*/

p ub l i c  Ht t p Se ss i on Con t e x t ge t Se ss i on Co n t e xt ( ) {

i f  ( se s si on Con t ex t = = n u l l)
se s si on Con t ex t =  n ew  St an d ar dS ess i o n Co nt e xt ( ) ;

r e t u r n  ( s es s i o n Co nt e xt );

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Ht t p Ses si o n Pu b l i c Met h od s

/ **

* R e t ur n t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me i n  t h i s  
se ss i on , o r

* < c o de >n u l l </ c od e > i f  no  o b j e ct  i s  b o un d wi t h t ha t n ame.
*
* @p a r a m n ame Nam e  o f t he  a t t r i b u t e  t o  b e r et ur n ed

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  O bj e ct  g e t A t t r i b u t e ( S t r i ng na me )  {

r e t u r n  ( a t t r i b u t e s. g et ( n a me ) ) ;

}

/ **
* R e t ur n a n < c o de > En um er a t i o n< / c o de > o f 

<c od e >St r i ng </ c od e>  ob j ec ts
* c o n t a i n i ng  t h e n ames  of  t h e o b j ec t s  bo un d  t o t hi s 

se ss i on .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  E nu mer at i on  ge t A t t r i b u t e Na mes ( )  {

r e t u r n  ( a t t r i b u t e s. k ey s( ) );

}

/ **
* R e t ur n t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me i n  t h i s  

se ss i on , o r
* < c o de >n u l l </ c od e > i f  no  o b j e ct  i s  b o un d wi t h t ha t n ame.
*

* @p a r a m n ame Nam e  o f t he  v a l u e t o b e  r e t u r ne d
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d 

by
*  < c od e> g et At t r i b ut e( ) </ co d e>

*/
p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {

r e t u r n  ( g et A t t r i b ut e ( n am e) ) ;

}

/ **
* R e t ur n t he  s e t o f n a mes  o f  o bj e ct s b ou nd  t o  t h i s  

se ss i on .  I f  t h er e
* a r e  n o s uc h o bj e ct s,  a z e r o- l e n gt h a r r ay  i s  r e t u r n e d.
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d 

by

*  < c od e> g et At t r i b ut eN ame s( ) </ co d e>
*/

p ub l i c  S t r i ng [ ]  ge t Va l u e Na me s ( )  {

V ect or  r e su l t s  = n e w  V ec t or ( ) ;

E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;
w hi l e ( at t r s . h a sMor e El em ent s( ) ) {

St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
r e s ul t s . ad d El em ent ( a t t r );

}

S t r i ng  na me s [ ]  = n e w  S t r i ng [ r e su l t s . s i z e ( ) ] ;
f o r ( i n t i =  0 ;  i  <  na me s . l en g t h ; i ++ )

na mes [ i ]  =  ( St r i ng ) r es ul t s. el e me nt A t ( i ) ;
r e t u r n  ( n am es) ;

}

/ **
* I n v al i d a t e s t hi s  s es s i o n a nd  u n bi nd s  a ny  ob j e c t s  b o un d 

t o  i t .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n

*  a n  i nv a l i da t ed  se ss i on
*/

p ub l i c  v oi d  i nv a l i d at e( )  {

/ /  C au s e t h i s s es si o n t o  ex pi r e

e x pi r e ( );

}

/ **
* R e t ur n < co de > t r u e< / c o de > i f t h e  c l i e nt  d o es  n o t y e t  k no w  

ab ou t  t he
* s e s si on ,  o r i f t he  c l i e nt  ch oo s es  n o t t o  j o i n  t h e 

se ss i on .  F o r

* e x a mp l e ,  i f t he  se r v e r u s e d o n l y c o o ki e- b as ed  se ss i on s,  
an d t he  c l i e nt

* h a s  d i s a bl ed  t h e  u se  of  c o ok i e s , t h e n a s es si o n w o u l d  b e  
ne w o n e a c h

* r e q ue st .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on

*/
p ub l i c  b oo l ea n i sN ew( ) {

r e t u r n  ( t hi s . i s Ne w) ;

}

/ **

* B i n d a n  ob j e c t t o t h i s s e s si on ,  u si n g t h e  s pe c i f i e d  n am e. I f  a n  o bj e ct
* o f  t h e s ame n am e  i s a l r ea d y b o u nd  t o  t hi s  s es s i o n,  t h e o bj ec t  i s
* r e p l a ce d .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s

* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eB oun d ( ) </ c od e>  on  t h e o b j ec t.
*
* @p a r a m n ame Nam e  t o whi ch  t h e o bj ec t  i s b ou nd ,  c an n ot  b e  n ul l
* @p a r a m v al ue  Ob j ec t t o b e  bo un d , c a n no t b e n u l l

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d b y

*  < c od e> s et At t r i b ut e( ) </ co d e>
*/

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {

s e t At t r i b ut e ( n a me , v al ue ) ;

}

/ **
* R e mov e t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me f r o m t h i s se s si o n.   I f
* t h e  s es s i o n d oe s  n ot  ha ve  an  o b j e ct  bo un d  w i t h  t hi s  n am e, t h i s met ho d
* d o e s n o t hi ng .
* < p >

* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eU nbo u nd ( ) < / c od e > o n  t h e o bj ec t .
*
* @p a r a m n ame Nam e  o f t he  o b j e ct  t o  r e mo ve  f r om  t h i s  se ss i on .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  v oi d  r em ove At t r i b ut e( S t r i n g n am e) {

s y nc hr o ni ze d  ( a t t r i b ut es )  {
Ob j ec t o bj e ct  =  at t r i bu t e s . g et ( na me ) ;
i f  ( o bj e ct  ==  n u l l )

r et u r n ;

at t r i bu t es . r e mo v e( na me) ;
/ /       Sy s t e m. o ut . p r i n t l n ( " R emo vi n g a t t r i bu t e " +  n am e  ) ;
i f  ( o bj e ct  i n st a nc eo f Ht t p Se ss i on Bi n di ng L i s t e n er ) {

( ( H t t p Ses si o nBi n d i n gL i st en e r )  o b j e ct ) . v al u eUnb o un d

( n e w Ht t pSes s i o nB i nd i n g Ev en t ( ( Ht t pSes s i o n)  t h i s ,  n a me ) ) ;
}

}

}

/ **
* R e mov e t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me f r o m t h i s se s si o n.   I f
* t h e  s es s i o n d oe s  n ot  ha ve  an  o b j e ct  bo un d  w i t h  t hi s  n am e, t h i s met ho d

* d o e s n o t hi ng .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eU nbo u nd ( ) < / c od e > o n  t h e o bj ec t .

*
* @p a r a m n ame Nam e  o f t he  o b j e ct  t o  r e mo ve  f r om  t h i s  se ss i on .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on

*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d b y
*  < c od e> r emov e At t r i bu t e( ) < / co de >
*/

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {

r e mo ve At t r i b ut e ( n am e);

}

/ **
* B i n d a n  ob j e c t t o t h i s s e s si on ,  u si n g t h e  s pe c i f i e d  n am e. I f  a n  o bj e ct
* o f  t h e s ame n am e  i s a l r ea d y b o u nd  t o  t hi s  s es s i o n,  t h e o bj ec t  i s

* r e p l a ce d .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eB oun d ( ) </ c od e>  on  t h e o b j ec t.

*
* @p a r a m n ame Nam e  t o whi ch  t h e o bj ec t  i s b ou nd ,  c an n ot  b e  n ul l
* @p a r a m v al ue  Ob j ec t t o b e  bo un d , c a n no t b e n u l l
*
* @e x ce pt i on  I l l e g al Ar g umen t Ex ce p t i on i f  a n  a t t e mp t i s ma d e t o  ad d  a

*  n o n- se r i a l i z ab l e ob j ec t i n a n  en vi r on me n t m a r ke d d i s t r i bu t a b l e .
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  v oi d  s et A t t r i b ut e ( St r i ng n a me , Obj ec t  v al u e)  {

i f  ( ( m ana ge r  ! =  n ul l ) & &  ma na g er . g e t Di s t r i bu t ab l e ( ) & &
! ( va l ue  i n st a nc eo f Ser i al i z a bl e) )

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n

( sm . ge t St r i n g( " s t an da r dSes s i o n. s et At t r i bu t e. i a e " ) ) ;

s y nc hr o ni ze d  ( a t t r i b ut es )  {
r e mov eA t t r i bu t e ( na me ) ;
at t r i bu t es . pu t ( n ame,  va l u e );

i f  ( v al u e i ns t a n ce of Ht t p Ses si o nBi n d i n gL i st en e r )
( ( H t t p Ses si o nBi n d i n gL i st en e r )  v a l u e) . va l u e Bo un d

( n e w Ht t pSes s i o nB i nd i n g Ev en t ( ( Ht t pSes s i o n)  t h i s ,  n a me ) ) ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Ht t pS ess i o n Pr i v at e  M et h od s

/ **
* R e a d a s er i a l i z e d v e r si on  of  t h i s  s e ss i o n  o bj e ct  f r om  t h e sp e ci f i e d
* o b j ec t i np ut  st r ea m.

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  T h e r e f er en c e t o  t h e o wn i n g  Man a ge r
* i s  no t r es t o r ed  by  t h i s  m e t h od ,  a nd  mu st  be  s e t e x p l i ci t l y .
*
* @p a r a m s t r ea m  T h e i n p ut  s t r e am  t o  r e ad  f r om

*
* @e x ce pt i on  C l as s No t F o un dE x ce pt i on i f  a n u nk no wn c l a ss  i s  s pe c i f i ed
* @e x ce pt i on  I O Ex c ep t i o n i f  an  i n pu t / o ut pu t  e r r o r o c c ur s
*/

p r i va t e v o i d r e a dO bj e ct ( Ob j e c t I np u t St r e am s t r e am)

t h r o ws  Cl as s No t Fo un d Ex ce p t i on ,  I OE x ce pt i on {

/ /  Des e r i al i ze t h e s ca l a r  i ns t an ce  va r i a bl es  ( e xc e pt  M a na ge r )
c r ea t i o nT i m e =  ( ( Lo n g)  s t r e am . r e ad Obj ec t ( ) ) . l on gV a l u e( ) ;
i d  =  ( S t r i n g ) s t r ea m. r ea d Ob j e c t ( );

l a st Ac c es se d Ti m e = ( ( L on g ) st r ea m. r ea dO bj e ct ( ) ) . l o ng Va l ue ( ) ;
m axI na c t i ve I nt e r v al = ( ( I nt eg e r )  s t r e am . r e ad Obj ec t ( ) ) . i nt Va l ue ( );
i s Ne w =  ( ( B ool e an ) s t r ea m. r ea d Ob j e c t ( ) ) . bo ol e an Va l ue ( ) ;
i s Va l i d =  ( ( Bo o l e an )  s t r e am. r e ad Ob j ec t ( ) ) . bo o l e an Val ue ( );

/ /  Des e r i al i ze t h e a t t r i b ut e c ou nt  an d a t t r i b ut e v al ue s
i n t n =  ( ( I n t e g er ) s t r ea m. r ea d Ob j e c t ( ) ) . i n t V a l u e( ) ;
f o r ( i n t i =  0 ;  i  <  n;  i + +)  {

St r i n g n am e  =  ( S t r i n g ) st r ea m. r ea dO bj e ct ( );

Ob j ec t v al u e = ( Ob j e c t )  s t r e am . r e ad Obj ec t ( ) ;
at t r i bu t es . pu t ( n ame,  va l u e );

}

}

/ **
* Wr i t e  a  se r i a l i z ed  v e r s i o n  o f t hi s s es si o n o b j ec t t o t h e  s pe c i f i ed
* o b j ec t o ut pu t  s t r e am.

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  T h e o w ni n g Man ag e r w i l l n o t  b e s t o r ed
* i n  t h e s er i a l i z e d r e p r e se n t a t i o n o f  t h i s  Se ss i on .  A f t e r  c al l i n g
* < c o de >r e ad Ob j ec t ( ) </ c od e> ,  y ou  mu st  se t t he  a s so ci a t e d Man ag e r
* e x p l i ci t l y .

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  A ny a t t r i bu t e t h a t i s  no t Ser i a l i z a bl e
* w i l l b e  si l e n t l y  i gn o r e d.   I f y ou  d o  n ot  wa nt  an y s uc h a t t r i b ut e s,
* b e  su r e  t h e < co d e> di s t r i b u t a bl e </ co d e>  p r op er t y o f  ou r a ss oc i at e d
* M a n ag er  i s  s e t t o < c o de >t r ue </ c od e> .

*
* @p a r a m s t r ea m  T h e o u t pu t s t r ea m  t o wr i t e  to
*
* @e x ce pt i on  I O Ex c ep t i o n i f  an  i n pu t / o ut pu t  e r r o r o c c ur s

*/
p r i va t e v o i d wr i t e Obj ec t ( Obj e ct Ou t pu t S t r e am st r e a m)  t h r o ws  I OEx c ep t i o n {

/ /  W r i t e t h e  s c al ar  i n st a nc e v ar i a b l e s ( ex ce p t M a n ag er )
s t r e am . wr i t e Ob j ec t ( n ew L o ng ( c r ea t i o nT i m e) ) ;

s t r e am . wr i t e Ob j ec t ( i d) ;
s t r e am . wr i t e Ob j ec t ( n ew L o ng ( l a st Ac c es se d Ti me ) );
s t r e am . wr i t e Ob j ec t ( n ew I n t e ge r ( max I na ct i ve I n t er va l ) ) ;
s t r e am . wr i t e Ob j ec t ( n ew B ool ea n ( i sN ew) );
s t r e am . wr i t e Ob j ec t ( n ew B ool ea n ( i sV a l i d) ) ;

/ /  A cc u mu l a t e t he  n a me s o f se r i a l i z ab l e at t r i bu t e s
V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;
w hi l e ( at t r s . h a sMor e El em ent s( ) ) {

St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
Ob j ec t v al u e = a t t r i b ut es . ge t ( a t t r ) ;
i f  ( v al u e i ns t a n ce of Se r i a l i za b l e )

r es u l t s . a dd E l e me n t ( at t r ) ;
}

/ /  S er i al i z e  t h e a t t r i bu t e c o u nt  a n d t h e   at t r i bu t e v a l ue s
s t r e am . wr i t e Ob j ec t ( n ew I n t e ge r ( r es u l t s. s i z e( ) ) ) ;
E numer a t i on  na mes  =  r e su l t s . e l emen t s( );

w hi l e ( na me s . h a sMor e El em ent s( ) ) {
St r i n g n am e  =  ( S t r i n g ) na mes . n e xt El e me nt ( );
st r ea m. w r i t eObj e ct ( n a me );
st r ea m. w r i t eObj e ct ( a t t r i b u t e s. g et ( n a me ) ) ;

}

}

c r o ss c ut  i n va l i d at e ( St a n da r d Ses si o n s) :  s  &  ( i nt ge t M axI na c t i ve I nt e r v al ( ) |  

l on g  g et C r e at i on Ti m e( )  |
Obj e ct  g e t At t r i b ut e ( S t r i ng )  |  
Enu mer at i on  g e t At t r i b u t e Na mes ( )  |
St r i ng [ ]  ge t V a l u eN ame s ( )  |
v oi d  i nv a l i da t e( ) |

b oo l ea n i sNew( ) |
v oi d  r em ove At t r i bu t e( S t r i n g ) |
v oi d  s et A t t r i b ut e( S t r i ng , Obj ec t ) ) ;

s t a t i c  a dv i ce ( S t an d ar dS ess i o n s ) :  i n va l i d at e ( s ) {

b e f o r e  {
i f  ( ! s. i sV a l i d( ) )

t hr o w n ew  I l l e ga l St at e Ex ce p t i on
( s . sm. g e t St r i ng ( " s t a nd a r d Se s si on . " 

+  t h i s J oi nP o i n t . m et ho d Na me
+  " . i s e " ) );

}
}

}

/ /  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P r i v a t e  C l as s

/ * *

*  T h i s  c l as s i s a d um my i m pl e me n t a t i o n o f  t h e < co de > Ht t p Ses si o nCon t ex t </ co d e>
*  i n t e r f a ce , t o c o n f o r m t o  t h e r eq ui r emen t  t ha t  s uc h  a n o bj ec t  b e r et u r n ed
*  w h en  < c od e> Ht t pS ess i on . g e t Ses s i o nC ont ex t ( ) </ c od e>  i s  c a l l ed .
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an

*
*  @ d ep r e c at ed  As  o f  J a va  S er v l e t API  2. 1 wi t h n o r e p l a ce men t .   T he
*   i nt er f ac e wi l l b e r emov e d i n  a f u t ur e v er si o n o f  t h i s  API .
* /

f i na l  c l a s s St a nd ar d Se s si on Con t e x t i m pl e me n t s  H t t p Se s si on Con t e x t {

p r i va t e V e c t o r d um my = n ew  V e ct or ( );

/ **
* R e t ur n t he  s e ss i on  i d en t i f i e r s  of  a l l s e s si on s  d ef i ne d
* w i t hi n t hi s c on t ex t.
*

* @d e pr ec a t e d As o f J a v a Se r vl et API 2 . 1  w i t h  n o  r ep l ac em ent .
*  T h i s  m e t h od  mu s t r e t ur n a n e m pt y  < c od e> Enu me r at i o n </ co d e>
*  a n d w i l l b e  r e mov ed  i n  a  f u t u r e v e r si on  of  t h e A P I .
*/

p ub l i c  E nu mer at i on  ge t I d s( ) {

r e t u r n  ( d um my. e l e me n t s ( ) ) ;

}

/ **
* R e t ur n t he  < c od e >Ht t p Se ss i on </ c od e>  as so c i a t e d  w i t h  t he
* s p e ci f i e d s e s si o n i d e nt i f i er .

*
* @p a r a m i d S e s si o n i d e nt i f i er  f o r w h i ch  t o  l oo k  u p a  s es s i o n
*
* @d e pr ec a t e d As o f J a v a Se r vl et API 2 . 1  w i t h  n o  r ep l ac em ent .
*  T h i s  m e t h od  mu s t r e t ur n n ul l a nd  w i l l  b e  r em ove d i n a

*  f u t u r e  ve r s i on  of  t h e A P I .
*/

p ub l i c  Ht t p Se ss i on ge t S ess i o n ( St r i ng i d ) {

r e t u r n  ( n ul l );

}

}

StandardSession

pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;
i mpo r t j a v a. ut i l . En u me r at i o n ;

i mpo r t j a v a. ut i l . Ha s ht a bl e;
i mpo r t j a v a. ut i l . Ve c t o r ;
i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . C ook i e ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t o r g . w3c . do m. N am edNod e Ma p;
i mpo r t o r g . w3c . do m. N od e ;

/ * *
*  S t an da r d i m pl e me n t a t i o n o f t h e  < b> Man ag e r < / b >  i nt e r f ac e  t ha t  p r o v i d e s
*  n o  s es s i o n p er si s t e n ce  o r  d i s t r i bu t ab l e  ca pa b i l i t i es , b ut  d o es  s u pp o rt
*  a n  o pt i on al ,  c on f i g u r a bl e , m a x i mum  nu mb e r o f  ac t i v e s e s si on s  a l l o we d .

*  < p >
*  L i f e cy c l e  c o nf i g u r a t i o n o f t h i s c o mpo ne n t a s s umes  an  X M L n o d e
*  i n  t he  f o l l o wi ng  f o r ma t:
*  < c od e>
*      &l t ; Man a ge r c l a s sNam e=" or g . a pa c he . t o mc at . se ss i on . S t an da r dMan a ge r "

*               c he c kI n t e r v a l = " 6 0 " ma x Ac t i v eSes s i o ns = " - 1"
*               max I na c t i ve I nt er v al =" - 1"  / >
*  < / co de >
*  w h er e y ou  c a n a d j us t  t he  f o l l o wi ng  pa r a met er s , w i t h d e f au l t  va l u e s
*  i n  s qu a r e  b r ac ke t s:

*  < u l >
*  < l i > <b > ch ec k I n t e r va l </ b>  - Th e  i nt e r v al  ( i n s ec on d s)  b e t wee n  b ac k gr o un d
*      t h r ea d c he ck s  f o r e x p i r ed  se ss i on s.   [ 60 ]
*  < l i > <b > ma xA c t i ve Ses s i o ns < / b > - T he  ma xi m um  n u mb er  of  s e ss i o n s a l l ow ed to
*      be  ac t i v e a t  on c e,  o r  - 1 f or  n o  l i m i t .   [ - 1 ]

*  < l i > <b > ma xI n ac t i v eI n t e r v a l < / b >  - T h e d e f au l t  ma xi m um  n u mb er  of  s e co n ds  o f
*      i n a ct i v i t y  b e f o r e w h i ch  t h e se r vl et co nt a i n er  i s  a l l o we d  t o t i m e  o ut
*      a s es si o n,  o r  - 1  f or  no  l i mi t .   T hi s  v al u e s h o ul d b e o v e r r i d d en  f r om
*      t h e  d ef a ul t s es s i o n t i meo u t s p e ci f i e d i n  t h e web  a p pl i c a t i on  de p l o ym ent

*      de s cr i p t or , i f a ny .  [ - 1]
*  < / ul >
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*  @ v er si o n $ R evi si o n:  1. 1. 1 . 1  $  $Dat e : 2 0 0 0/ 05 / 02  2 1 : 2 8: 3 0 $

* /

pu bl i c f i n al  c l as s St a n da r d Man ag e r
e xt en d s Ma n ag er B as e
i mp l e men t s  Li f e c yc l e,  R unn ab l e {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I n st an c e Var i a b l e s

/ **
* T h e  i nt e r v al  ( i n  s ec o nd s)  be t w een  c h ec ks  f o r e xp i r e d s e s si on s .
*/

p r i va t e i n t c he c kI n t e r v a l = 6 0;

/ **
* H a s  t hi s  c om pon e nt  b e en  c o nf i g u r e d y et ?
*/

p r i va t e bo o l e an co n f i gu r ed  =  f a l s e ;

/ **
* T h e  d es c r i pt i ve  i n f o r ma t i o n a b o ut  t h i s  i m pl em ent at i on .

*/
p r i va t e s t a t i c f i n a l S t r i n g i nf o =  " St a nd ar d Ma na g er / 1 . 0" ;

/ **

* T h e  m ax i mu m n um ber  o f  a ct i ve  S e ss i o n s a l l owed ,  o r - 1 f o r  n o l i m i t.
*/

p r o t e c t e d i nt m axA c t i ve Ses si o ns =  - 1 ;

/ **
* T h e  s t r i ng  m a na g er  f o r t h i s p a c ka ge .
*/

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

/ **
* H a s  t hi s  c om pon e nt  b e en  s t ar t e d  y et ?

*/
p r i va t e bo o l e an st a r t ed  = f a l se ;

/ **

* T h e  b ac k gr ou n d t hr ea d .
*/

p r i va t e T h r ea d t hr e ad  =  nu l l ;

/ **
* T h e  b ac k gr ou n d t hr ea d  c om pl e t i o n s e map ho r e.
*/

p r i va t e bo o l e an t h r ea dD one =  f a l s e ;

/ **
* N a me t o  r e gi s t e r  f or  t h e b ac kg r ou nd  t h r e a d.
*/

p r i va t e S t r i n g t hr e ad Na me = " St an d ar dM ana ge r ";

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P r op er t i e s

/ **
* R e t ur n t he  c h ec k  i nt e r v al  ( i n s ec on d s)  f o r t h i s Ma n ag er .
*/

p ub l i c  i nt ge t C hec k I n t e r va l ( )  {

r e t u r n  ( t hi s . c h ec kI n t e r v a l ) ;

}

/ **
* S e t  t he  ch ec k  i n t e r v a l ( i n  s ec o nd s)  f o r t hi s Man ag e r.
*
* @p a r a m c he ck I nt e r v al Th e n ew  c h ec k i nt er v al

*/
p ub l i c  v oi d  s et C he c kI nt e r v al ( i n t c he ck I nt er v al ) {

t h i s . c h ec kI n t e r va l =  c he c kI nt e r v al ;

}

/ **

* R e t ur n d es cr i pt i ve  i n f o r m at i on  ab ou t  t hi s  M an a ge r i mp l e men t a t i o n  a nd
* t h e  c or r es po n di n g v e r si on  nu mb e r ,  i n  t he  f o r m at
* < c o de >&l t ; de s cr i pt i o n &g t ; / &l t ; v er si o n&gt ; </ co d e> .
*/

p ub l i c  S t r i ng  g e t I n f o ( )  {

r e t u r n  ( t hi s . i n f o );

}

/ **
* R e t ur n t he  m a xi m um  n u mb er  of  a c t i ve  Se ss i on s a l l ow ed,  o r  - 1 f or
* n o  l i mi t .
*/

p ub l i c  i nt ge t M axA c t i ve Ses si o ns ( )  {

r e t u r n  ( t hi s . m axAct i ve Se s si on s );

}

/ **
* S e t  t he  ma xi m um  nu mb e r o f  ac t i v es  S e ss i o n s a l l owed ,  o r - 1 f o r

* n o  l i mi t .
*
* @p a r a m max  T h e n ew  m a xi mu m  n um ber  o f  s es s i o ns
*/

p ub l i c  v oi d  s et M ax A ct i v e Se ss i on s( i nt m ax)  {

t h i s . m axAct i ve Ses si o ns =  ma x;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Pu b l i c  M et h od s

/ **

* C o n st r u c t a n d  r e t u r n  a n e w  s es s i o n o bj ec t , b a s ed  o n  t he  de f a u lt
* s e t t i ng s  s pe c i f i ed  b y  t hi s  M an a ge r ' s  p r o p er t i e s.   T he  s e ss i o n
* i d  wi l l  be  a s si g ne d b y t h i s me t ho d,  an d a va i l a bl e v i a  t h e ge t I d ( )
* m e t ho d o f t h e  r e t u r n e d s e s si on .   I f  a n e w  s es s i o n c an no t  b e c r e a t e d
* f o r  a ny  r e as o n,  r e t u r n < c o de >n u l l </ c od e> .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  a n e w  s es s i o n c an no t  b e
*  i n st an t i a t e d  f o r a n y  r ea s on
*/

p ub l i c  S es s i o n c r e a t e Se s si on ( ) {

i f  ( ( m axAct i ve Ses si o ns > =  0 ) &&
( s es s i o ns . si z e( ) > = ma x Ac t i v eSes s i o ns ) )

t h r ow  n e w I l l eg a l St a t eExc e pt i o n

( sm . ge t St r i n g( " s t an da r dMan a ge r . c r e at e Se ss i on . i s e" ) ) ;

r e t u r n  ( s up e r . c r e at e Se ss i on ( ) ) ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - L i f ec y cl e  M et h od s

/ **
* C o n f i gu r e t h i s c ompo n en t ,  ba se d  o n t he  s p ec i f i ed  c o nf i g u r a t i o n
* p a r amet e r s .  T h i s me t ho d s ho ul d  b e c al l e d  i mm edi at e l y  a f t e r t he
* c o mpo ne n t i n s t a n ce  i s  c r e a t e d,  an d b ef or e  < co d e> st a r t ( ) < / c od e >
* i s  ca l l e d.

*
* @p a r a m p ar am et e r s C o n f i gu r at i o n  p ar a me t e r s f o r  t hi s  c om pon en t
*  ( < B> FI X ME: Wha t  o bj e ct  t y pe  s h ou l d  t h i s  r e al l y b e ? )
*

* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y b ee n
*  c o nf i g u r e d a nd / or  s t ar t e d
* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r
*  i n  t he  co nf i gu r at i o n  p ar a me t e r s i t  wa s g i v en
*/

p ub l i c  v oi d  c on f i g u r e ( N ode  p a r a me t er s)
t h r o ws  Li f e c yc l eExc e pt i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( co n f i gu r ed )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . a l r ea d yCon f i g ur e d" ) ) ;

c o nf i g u r e d =  t r ue ;
i f  ( pa r amet e r s  ==  n u l l )

r e t ur n;

/ /  P ar s e a n d  p r oc es s  o ur  co nf i gu r a t i o n p ar am et e r s
i f  ( ! ( " Ma na g er " . e qu a l s ( p a r a me t er s. g et No d eNam e( ) ) ) )

r e t ur n;
N ame dN ode Ma p a t t r i b u t e s =  p ar a me t e r s. ge t At t r i bu t e s ( ) ;

N ode  n o de  =  nu l l;

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ch e ck I n t er va l " ) ;
i f  ( no d e ! =  nu l l )  {

t r y  {
s et C he c kI nt e r v al ( I n t e g er . p a r s eI n t ( no d e. ge t No de Val ue ( ) ) ) ;

} c at ch  ( T h r o wa b l e t )  {
;        / / XXX  - Th r o w  e xc e pt i o n ?

}

}

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ma x Ac t i v eSes s i o ns " );
i f  ( no d e ! =  nu l l )  {

t r y  {

s et M ax A ct i v e Se ss i on s( I nt eg e r . pa r se I n t ( n od e . g et N od eV a l u e ( ) ) ) ;
} c at ch  ( T h r o wa b l e t )  {

;        / / XXX  - Th r o w  e xc e pt i o n ?
}

}

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ma x I n ac t i v eI n t e r v a l " ) ;
i f  ( no d e ! =  nu l l )  {

t r y  {
s et M ax I na ct i ve I n t er va l ( I nt e ge r . p ar se I nt ( n o de . g e t Nod e Va l ue ( ) ) );

} c at ch  ( T h r o wa b l e t )  {
;        / / XXX  - Th r o w  e xc e pt i o n ?

}
}

}

/ **
* P r e pa r e  f o r t he  be gi n ni ng  of  a c t i ve  us e o f t h e  p ub l i c  m e t h od s  o f  t hi s
* c o mpo ne n t .   T hi s  m et h od  s h ou l d  be  c a l l ed  af t e r  < co d e> co n f i gu r e( ) </ co d e> ,
* a n d  b ef o r e  a n y o f t h e  p ub l i c  m e t h od s  o f t he  c o mp on e nt  a r e ut i l i z ed .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s n ot  y e t b ee n
*  c o nf i g u r e d ( i f  r e qu i r e d f or  t h i s  c o mp on e nt )
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y b ee n
*  s t ar t e d

* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r
*  t h at  p r ev en t s t hi s c ompo n en t f r o m b ei ng  us ed
*/

p ub l i c  v oi d  s t a r t ( )  t hr o ws  L i f e cy c l e Ex c ep t i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( ! c o nf i g u r e d )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . n ot Co n f i gu r ed " ) ) ;

i f  ( st a r t ed )
t h r ow  n e w L i f ec y cl eE x ce pt i on

( sm . ge t St r i n g( " s t an da r dMan a ge r . a l r ea d ySt a r t e d" ) );
s t ar t e d  =  t r ue ;

/ /  S t a r t t h e  b a ck gr o un d r ea pe r  t hr e ad
t h r e ad St a r t ( );

}

/ **
* G r a ce f u l l y  t e r m i na t e  t h e a ct i v e  u se  of  t h e p u b l i c met ho d s of  t h i s
* c o mpo ne n t .   T hi s  m et h od  s h ou l d  be  t h e l a s t o n e  c al l ed  o n  a  g i ve n
* i n s t a nc e  o f t hi s  c om pon en t .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s n ot  b e en  st ar t ed
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y
*  b e en  s t op pe d
* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r

*  t h at  n e ed s t o b e r e p or t e d
*/

p ub l i c  v oi d  s t o p ( )  t h r o ws Li f ec yc l eExc e pt i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( ! s t ar t e d )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . n ot St a r t ed " ) ) ;

s t ar t e d  =  f a l s e ;

/ /  S t o p  t he  ba c kg r o u nd  r e ap er  t h r e a d
t h r e ad St o p( ) ;

/ /  E xp i r e  a l l a ct i v e  s es s i o ns

S ess i o n  s es s i o n s[ ] =  f i n d Se ss i on s( ) ;
f o r ( i n t i =  0 ;  i  <  se ss i on s. l en gt h ; i + + ) {

St a nd ar d Se s si on se ss i on  =  ( St a n da r d Ses si o n)  s e ss i o n s[ i ] ;
i f  ( ! se s si o n. i s V al i d ( ))

c on t i n u e;

se s si on . ex p i r e( ) ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Pr i v at e  M et h od s

/ **
* I n v al i d a t e  a l l s es si o ns  t h at  h a ve  e x pi r e d .
*/

p r i va t e v o i d pr o ce s sExp i r e s( )  {

l o ng  t i me No w =  Sy st e m. cu r r e nt T i meM i l l i s ( );
S ess i o n  s es s i o n s[ ] =  f i n d Se ss i on s( ) ;

f o r ( i n t i =  0 ;  i  <  se ss i on s. l en gt h ; i + + ) {
St a nd ar d Se s si on se ss i on  =  ( St a n da r d Ses si o n)  s e ss i o n s[ i ] ;

i f  ( ! se s si o n. i s V al i d ( ))
c on t i n u e;

i n t max I na c t i ve I nt er v al =  se ss i on . g e t Max I na ct i ve I n t er va l ( ) ;
i f  ( max I na c t i ve I nt er v al <  0)

c on t i n u e;

i n t t i m eI d l e = / / T r u nc at e , d o  no t r ou nd  up
( i n t ) ( ( t i m eNo w - s es s i o n. g et La s t Acc e ss ed T i me( ) ) / 1 00 0 L) ;

i f  ( t i m eI d l e >=  ma xI n ac t i v eI nt e r v al )
s es s i o n . e xp i r e ( ) ;

}

}

/ **

* S l e ep  f o r t h e  d u r a t i o n s p e ci f i e d b y  t h e < co de > ch ec k I n t e r va l < / co d e>
* p r o pe r t y .
*/

p r i va t e v o i d t h r ea d Sl ee p ( )  {

t r y {
Th r ea d. s l e e p( ch e ck I n t er va l *  1 0 00 L) ;

}  ca t c h  ( I n t er r up t e d Ex ce p t i on e)  {
;

}

}

/ **

* S t a r t  t h e b a c kg r ou nd  t h r e a d t h a t w i l l p e r i o di c al l y  ch ec k  f or
* s e s si on  t i me o ut s .
*/

p r i va t e v o i d t h r ea d St ar t ( )  {

i f  ( t h r ea d ! = n ul l)
r e t ur n;

t h r e ad Don e =  f a l s e;

t h r e ad  = n e w  T h r e ad ( t h i s ,  t hr e ad Na me) ;
t h r e ad . se t D aem on( t r u e) ;
t h r e ad . st ar t ( ) ;

}

/ **
* S t o p t h e  b ac k gr o un d t hr ea d  t ha t  i s p er i o d i c al l y c h e ck i n g  f or
* s e s si on  t i me o ut s .

*/
p r i va t e v o i d t h r ea d St op ( ) {

i f  ( t h r ea d = = n ul l)
r e t ur n;

t h r e ad Don e =  t r ue ;
t h r e ad . i n t e r r u p t ( );
t r y {

t h r ea d. j oi n ( ) ;

}  ca t c h  ( I n t er r up t e d Ex ce p t i on e)  {
;

}

t h r e ad  = n u l l;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Bac kg r ou n d T h r ea d

/ **
* T h e  b ac k gr ou n d t hr ea d  t ha t  c he c ks  f o r s e s si on  t i me o ut s a nd  s h ut d own.

*/
p ub l i c  v oi d  r un ( ) {

/ /  L oo p  u nt i l t he  t e r mi n a t i on  se ma p ho r e  i s  s e t
w hi l e ( ! t hr e ad Don e)  {

t h r ea dS l ee p ( ) ;
pr o ce ss E xp i r e s( ) ;

}

}

}

StandardManager StandardSessionManager
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;

i mpo r t j a v ax . s e r v l e t . h t t p . C ook i e ;

i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;

i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Co n t e xt ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Re q ue st ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Re s po ns e ;

i mpo r t or g . a pa c he . t o mc a t . co r e. Se s si on Man ag e r ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . Se s si on Ut i l ;

/ * *

*  S p ec i a l i z ed  i mpl e me n t a t i o n o f  or g. a pa ch e . t om cat . c o r e . S ess i o n Ma na g er

*  t h at  a d ap t s  t o  t h e n ew  c o mp on e nt - b a se d Man ag e r i m pl e me n t a t i o n.

*  < p >

*  X X X - At p r e se nt ,  u s e o f  <c od e >St a n da r d Man ag e r < / c o de > i s h a r d c o d ed ,

*  a n d l i f ec yc l e c o n f i g ur at i on  i s  n ot  su pp o r t ed .

*  < p >

*  < b >I MP LEMEN TAT I O N  N OTE</ b >:   Onc e we c o mmi t t o t h e  n ew  
Ma na g er / S ess i o n

*  p a r a di g m,  I  wo ul d  s u gg es t  m ov i ng  t h e l o g i c  i m pl em ent ed  he r e  ba ck  i n t o

*  t h e c o r e l e v el .  T h e  T om cat . N ext  " M an ag e r "  i n t e r f a ce  a c t s  m o r e  l i ke  a

*  c o l l ec t i o n c l a ss ,  a n d h a s  m i n i ma l k no wl e dg e o f t h e  d et a i l ed  r e qu e st

*  p r oc es s i n g s eman t i c s  o f h an dl i ng  s e ss i o n s.

*  < p >

*  X X X - At p r e se nt ,  t h er e i s n o  wa y ( vi a t he  S ess i o n Ma na g er i n t e r f a ce )  
f o r

*  a  Co nt e xt  t o  t el l  t h e Ma n ag er  t h at  we  c r ea t e  wh at  t h e d ef au l t se s si o n

*  t i me ou t  f or  t h i s  we b  a pp l i c at i on  ( s pe ci f i e d i n t h e  d ep l oy me n t
de sc r i p t o r )

*  s h ou l d  be .

*

*  @ a ut ho r  C r a i g R .  Mc Cl a na h an

* /

pu bl i c f i n al  c l as s St a n da r d Ses si o nMan a ge r

i mp l e men t s  Se ss i on Man ag e r {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Co ns t r u ct o rs

/ **

* C r e at e a  n ew  Se s si on Man ag e r t h a t a d a pt s t o t h e  c or r es po n di ng  
Ma na g er

* i m pl e me n t a t i o n.

*/

p ub l i c  St a n da r d Ses s i o nM ana ge r ( )  {

m ana ge r  =  n e w St a nd a r d Ma n ag er ( );

i f  ( ma n ag er  i n s t a nc e of L i f e cy c l e ) {

t r y  {

( ( L i f e c yc l e )  m an a ge r ) . co nf i gu r e ( nu l l ) ;

( ( L i f e c yc l e )  m an a ge r ) . st ar t ( ) ;

} c at ch  ( L i f e cy c l e Ex c ep t i o n e)  {

t hr o w n ew  I l l e ga l St at e Ex ce p t i on ( " "  +  e) ;

}

}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I n st an c e 
Va r i a bl es

/ **

* T h e  M an a ge r i mp l emen t at i o n  w e a r e  a c t u al l y u s i ng .

*/

p r i va t e Ma n ag er  ma n ag er  = n u l l;

/ /  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P ubl i c  
Me t h o ds

/ **

* M a r k t h e  s pe c i f i ed  s e ss i o n ' s  l a st  a c ce ss e d t i m e.   T hi s s ho ul d  b e

* c a l l e d f or  e a ch  r e qu e st  b y  a  R equ es t I n t e r ce pt o r .

*

* @p a r a m s es si o n T he  s e ss i o n  t o b e ma r ke d

*/

p ub l i c  v oi d  a cc e ss e d( Co n t e xt  ct x,  Re qu e st  r e q,  S t r i ng  i d ) {

H t t p Se s si on se s si on = f i nd Ses si o n( ct x , i d ) ;

i f ( s e s si on  ==  nu l l )  r et u r n ;

i f  ( se s si on  i n s t a nc e of S ess i o n )

( ( S es si o n)  se ss i on ) . a cc es s ( ) ;

/ /  c ac h e t h e  H t t p Se s si on - av o i d  a n ot he r  f i n d

r e q. se t Se ss i on (  s es s i o n ) ;

}

/ / X X X  s ho u l d  w e  t h r o w e xc ep t i o n o r j u s t r e t ur n n ul l ? ?

p ub l i c  Ht t p Se ss i on f i nd Ses si o n(  C o nt ex t  c t x ,  S t r i ng  i d  )  {

t r y {

Se s si on  se s si on  = ma n ag er . f i nd Ses si o n( i d ) ;

i f ( se ss i on ! =n ul l )

r et u r n  se ss i on . g e t Ses s i o n( ) ;

}  ca t c h  ( I O Exc e pt i o n e ) {

}

r e t u r n  ( n ul l );

}

p ub l i c  Ht t p Se ss i on cr ea t eSes s i o n( C on t e x t ct x ) {

r e t u r n   man a ge r . c r e a t e Se s si on ( ) . ge t Se ss i on ( ) ;

}

/ **

* R e mov e a l l  s e ss i on s b ec au s e o u r  a ss o ci at e d C o n t e xt  i s  b e i n g s hu t  

do wn .

*

* @p a r a m c t x T h e c on t e x t t h a t i s  be i n g  s hu t  d own

*/

p ub l i c  v oi d  r em ove Ses si o ns ( C ont ex t c t x )  {

/ /  X XX  XXX a  m a na ge r  m ay  be  s h ar ed  by  m u l t i p l e

/ /  c on t ex t s ,  w e  j us t  w an t  t o r emov e  t he  se ss i on s o f ct x !

/ /  T he  ma na g er  wi l l  st i l l  r un  af t e r  t ha t  (  i . e.  k e ep  d a t a ba s e

/ /  c on n ec t i o n o pe n

i f  ( ma n ag er  i n s t a nc e of L i f e cy c l e ) {

t r y  {

( ( L i f e c yc l e )  m an a ge r ) . st op ( );

} c at ch  ( L i f e cy c l e Ex c ep t i o n e)  {

t hr o w n ew  I l l e ga l St at e Ex ce p t i on ( " "  +  e) ;

}

}

}

/ **

* U s e d b y  co nt e xt  t o  c o nf i g u r e  t h e s e s si on  ma na g er ' s  i n ac t i v i t y  
t i me o ut .

*

* T h e  Ses s i o nM ana g er m ay h a v e s o me d e f au l t  se ss i on  t i me  o u t ,  t h e

* C o n t e xt  on  t h e o t h er  ha nd  ha s i t ' s t i meo u t s e t  b y t he  d e pl oy men t

* d e s cr i p t or  ( web . xml ) .  T hi s  m et h od  l e t s  t h e C o n t e xt  co nf o r g ur e t h e

* s e s si on  ma na g er  ac co r di ng  t o  t h i s  v a l u e.

*

* @p a r a m mi n ut e s T he  s e ss i o n  i na c t i vi t y t i m eo ut  i n  m i nu t e s .

*/

p ub l i c  v oi d  s et S es s i o nT i me Ou t ( i nt mi nu t es ) {

i f ( - 1 ! = mi n ut e s)  {

/ /  Th e man a ge r wor ks  wi t h  se co n ds . . .

ma n ag er . se t Ma xI n ac t i v eI nt e r v al ( mi nu t es *  60 ) ;

}

}

}

ServerSessionManager
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . ut i l . *;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;
i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]

*  @ a ut ho r  J as o n H u n t e r  [ j c h @e ng . su n. c om]
*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  S er v er S es s i o nM ana ge r i mp l emen t s Se s si on Man ag e r {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e s t a t i c Ser v er Se s si on Man ag e r ma n ag er ;  / / =  n ew  Se r v e r Ses s i o n Ma na g er ( ) ;

p r o t e c t e d i nt i n ac t i v eI n t e r v a l = - 1;

s t a t i c  {
m ana ge r  =  n e w Ser ve r Se ss i on Ma n ag er ( );

}

p ub l i c  s t a t i c  S er v e r Ses s i o nM ana ge r g et M an ag e r ( ) {
r e t u r n  ma na g er ;

}

p r i va t e Ha s ht ab l e s es si o ns  =  ne w Has ht a bl e( ) ;
p r i va t e R e a pe r r ea p er ;

p r i va t e Se r ve r S ess i on Ma n ag er ( ) {

r e ap er  = Re a pe r . g et R ea pe r ( ) ;
r e ap er . se t S er v e r Ses s i o nM ana ge r ( t hi s );
r e ap er . st ar t ( ) ;

}

p ub l i c  v oi d  a cc e ss e d(  C o nt ex t  c t x ,  R eq u es t r eq , St r i n g  i d )  {
A ppl i c a t i on Ses s i o n a pS=( App l i c at i o n Se ss i on ) f i nd Se s si on (  c t x ,  i d );
i f ( ap S== nu l l )  r e t u r n;

S er v er S es si o n s er vS= ap S. g et Se r ve r S ess i o n ( ) ;

s e r v S. a cc es s ed ( );
a p S. ac c es se d ( ) ;

/ /  c ac h e i t  - n o n e e d t o  co mp u t e  i t  a ga i n
r e q. se t Se ss i on (  a pS );

}

p ub l i c  Ht t p Se ss i on cr ea t eSes s i o n( C on t e x t ct x ) {
S t r i ng  se ss i on I d = Ses si o nI dG ene r a t or . g e ne r a t eI d( ) ;
S er v er S es si o n s es si o n = n ew  S er v er S es si o n( se s si on I d) ;

s e ss i o n s. pu t ( s e ss i o n I d , s es si o n) ;

i f ( - 1 ! = i n a ct i ve I n t er va l ) {
s e ss i o n . s et M ax I na ct i ve I n t er va l ( i na c t i ve I nt er v al ) ;

}
r e t u r n  se ss i on . ge t A ppl i c a t i on Ses si o n(  c t x,  t r ue  ) ;

}

p ub l i c  Ht t p Se ss i on f i nd Ses si o n( Co n t e xt ct x,  St r i n g i d )  {

S er v er S es si o n s Se ss i on =( Ser ve r Se ss i on ) s e ss i o n s. ge t ( i d) ;
i f ( s Se s si on = =n u l l ) r et ur n  n ul l ;

r e t u r n  sSes s i o n . g et A pp l i c at i o n Se ss i on ( c t x,  f a l s e) ;
}

/ /  X X X
/ / sy n c' d f or  s a f t y - - n o o t h er  t h r e ad  sh ou l d b e  ge t t i ng  s o me t h i ng
/ / f r o m t h i s w h i l e  we  a r e r e a pi ng .  T hi s  i sn ' t t h e  m os t  o pt i ma l
/ / s o l ut i o n  f or  t h i s,  b u t w e ' l l  d e t e r m i ne  s o me t h i ng  e l se  l a t e r .

s yn ch r on i z e d v o i d r ea p( )  {
E numer a t i on  en u m = s es si o ns . k e ys ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {

Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Se r ve r S ess i on s e ss i o n  =  ( Ser ve r Se ss i on ) s e ss i o n s. ge t ( k ey ) ;

se s si on . r e a p( );

se s si on . va l i d at e ( ) ;
}

}

s yn ch r on i z e d v o i d r emov e Se ss i on ( S er v er S es si o n se s si on )  {

S t r i ng  i d  =  se s si on . ge t I d ( ) ;

s e ss i o n . i nv a l i d at e( ) ;
s e ss i o n s. r e mov e ( i d) ;

}

p ub l i c  v oi d  r em ove Ses si o ns ( C ont ex t c on t ex t )  {
E numer a t i on  en u m = s es si o ns . k e ys ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {

Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Se r ve r S ess i on s e ss i o n  =  ( Ser ve r Se ss i on ) s e ss i o n s. ge t ( k ey ) ;
Ap p l i ca t i o n Se ss i on a p pSes s i o n =

s es s i o n . g et A pp l i c at i o n Se ss i on ( c o nt ex t , f a l se ) ;

i f  ( a pp Ses s i o n ! = n u l l )  {
a pp Ses s i o n. i nv al i da t e ( );

}
}

}

/ **
* U s e d b y  co nt e xt  t o  c o nf i g u r e  t h e s e s si on  ma na g er ' s  i n ac t i v i t y  t i me ou t .
*

* T h e  Ses s i o nM ana g er m ay h a v e s o me d e f au l t  se ss i on  t i me  o u t ,  t h e
* C o n t e xt  on  t h e o t h er  ha nd  ha s i t ' s t i meo u t s e t  b y t he  d e pl oy men t
* d e s cr i p t or  ( web . xml ) .  T hi s  m et h od  l e t s  t h e C o n t e xt  co nf o r g ur e t h e
* s e s si on  ma na g er  ac co r di ng  t o  t h i s  v a l u e.
*

* @p a r a m mi n ut e s T he  s e ss i o n  i na c t i vi t y t i m eo ut  i n  m i nu t e s .
*/

p ub l i c  v oi d  s et S es s i o nT i me Ou t ( i nt mi nu t es ) {
i f ( - 1 ! = mi n ut e s)  {

/ /  Th e man a ge r wor ks  wi t h  se co n ds . . .

i n a ct i v e I n t er va l =  ( m i n ut e s * 6 0) ;
}

}
}

SessionInterceptor
pa ck a ge  o r g. ap a ch e. t om cat . r e qu es t ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;

i mpo r t o r g . a pa c he . t o mc a t . ut i l . *;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;
i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*  W i l l  p r oc es s  t he  r e q ue st  an d d et er m i n e t he  s e ss i o n  I d,  an d s et  i t
*  i n  t he  Re qu e st .

*  I t  a l s o  m ar k s t h e  s e ss i o n  a s a cc es s ed .
*
*  T h i s  i m pl em ent at i on  on l y  ha nd l es  C o ok i e s  s es s i o ns ,  p l e a se  e x t e nd  or
*  a d d n e w  i nt e r c ep t or s  f or  ot he r  m et h od s.
*

* /
pu bl i c c l a ss  S ess i o n I n t er ce p t o r e xt en d s  B ase I n t er ce p t o r i mp l e men t s  Re q ue st I nt er c ep t o r {

/ / G S ,  s ep a r a t e s  t h e s e s si on  i d  f r om  t h e j v m r ou t e
s t a t i c  f i n a l c h a r SESSI O NI D_ ROUTE _SEP =  ' . ' ;

i nt d e bu g= 0 ;
Con t e x t Man a ge r c m;

p ub l i c  Ses s i o nI n t e r ce pt o r ( ) {
}

p ub l i c  v oi d  s et D eb u g(  i n t i )  {
S y st em . ou t . p r i n t l n( " Se t d eb ug  t o  "  + i ) ;
d e bu g= i ;

}

p ub l i c  v oi d  s et C on t ex t M ana ge r ( Co n t e xt M an ag e r cm  ) {
t h i s . c m=c m;

}

p ub l i c  i nt r e qu e st M ap ( R equ es t r eq u es t )  {
S t r i ng  se ss i on I d = n ul l;

C ook i e  co ok i es [ ] = r e q ue st . ge t C ook i e s ( ) ; / / a s s er t ! =n ul l

f o r (  i n t i = 0 ; i <c oo k i e s. l en gt h ; i + +  )  {
Co o ki e c oo k i e  =  co ok i es [ i ] ;

i f  ( c oo k i e . ge t N ame ( ) . eq ua l s( " J S ESSI O NI D" ) ) {

s es s i o n I d =  co ok i e. ge t Va l u e ( ) ;
s es s i o n I d =v a l i da t eSes s i o nI d ( r eq u es t ,  se ss i on I d ) ;
i f ( se s si on I d! =n u l l ){

r e q ue st . se t R equ es t ed Se s si on I dF r o mCo ok i e( t r u e) ;
}

}
}

S t r i ng  si g= " ; j s es si o ni d= " ;
i n t f o u nd At = - 1 ;

i f ( d e b ug >0  ) c m. l o g ( "  X X X RU RI = " +  r eq u es t . g et Re q ue st U RI ( ) ) ;
i f  ( ( f o un dA t =r e qu es t . g et R eq ue s t URI ( ) . i n d ex Of ( si g) ) ! = - 1 ) {

se s si on I d= r eq ue s t . ge t Re qu e st UR I ( ) . s u bs t r i ng ( f o un dA t +s i g . l e n gt h( ) );
/ /  r e wr i t e  URL,  do  I  ne ed  t o  d o  a ny t hi ng  mo r e ?

r e q ue st . se t Re qu e st UR I ( r eq u es t . g et Re q ue st U RI ( ) . su bs t r i ng ( 0,  f o un d At ) ) ;
se s si on I d= v al i d a t e Se s si on I d( r e q ue st ,  s es s i o nI d );
i f  ( s es s i o n I d ! = n ul l ) {

r eq u es t . s et R eq ue s t e dS ess i o n I d Fr o mURL ( t r ue ) ;
}

}
r e t u r n  0;

}

/ / X X X  w ha t  i s t he  co r r e ct  b e ha vi o r i f  t h e s es si o n i s  i n va l i d  ?

/ / W e  ma y s t i l l  se t  i t a nd  j u st  r e t u r n  se ss i on  i n va l i d .

/ **  V a l i da t e a n d  f i x t h e  s es s i o n i d.  I f  t he  se ss i on  i s  n ot  va l i d  r e t u r n  nu l l .
*  I t  w i l l  a l s o  c l ea n u p t h e  s es s i o n f r o m l oa d- b al an c i n g s t r i n g s.
* @r e t u r n  se ss i on I d,  o r  n ul l  i f n ot  v a l i d

*/
p r i va t e S t r i n g v al i da t e Ses si o nI d( R eq ue s t r e q ue st ,  S t r i ng  s e ss i o n I d ) {

/ /  G S,  We  p i gg y ba ck  t h e J VM  i d  o n t op  o f  t he  se ss i on  c o ok i e
/ /  S ep a r a t e  t h e m . . .

i f ( d e b ug >0  ) c m. l o g ( "  O r i g s e ss i o n I d "  +  s e ss i o n I d ) ;
i f  ( nu l l ! =  se s si on I d)  {

i n t i de x =  se ss i on I d . l a st I nd ex Of ( SE SSI ON I D_ RO UTE_S EP) ;
i f ( i d ex > 0 ) {

s es s i o n I d =  se ss i on I d . su bs t r i ng ( 0,  i d ex ) ;
}

}

i f  ( se s si on I d ! = n u l l & &  se ss i on I d . l e ng t h( ) ! = 0)  {

/ /  GS, We a r e  i n  a  p r ob l e m  h er e , w e  ma y a ct ua l l y  g e t
/ /  mu l t i pl e  S es s i o n c oo ki e s ( o n e f o r  t he  r o ot
/ /  co nt e xt  an d o ne  f o r t h e  r ea l  c on t ex t . . . o r  ol d s es si o n
/ /  co ok i e.  We  m u st  c h ec k f or  v a l i di t y i n  t h e c ur r e n t co n t e x t.
Co n t e xt  ct x =r eq u es t . g et Co n t e xt ( );

Se s si on Man a ge r s M = c t x . g e t Ses s i o nM ana ge r ( ) ;    
i f ( nu l l  ! =  sM. f i nd Se s si on ( ct x,  se ss i on I d ) ) {

s M. a cc e ss ed ( ct x,  r e qu e st , s es si o nI d ) ;
r eq u es t . s et R eq ue s t e dS ess i o n I d ( s e ss i o n I d ) ;
i f (  de b ug >0  ) c m . l o g( "  F i n a l s e s si on  i d  "  + se s si on I d ) ;

r et u r n  se ss i on I d ;
}

}
r e t u r n  nu l l ;

}

p ub l i c  i nt be f o r eB ody ( Req ue s t r r e qu es t , R e s po ns e  r es p on se  ) {
S t r i ng  r e qS ess i on I d = r e s po ns e . g et S es si o nI d( ) ;

i f ( d e b ug >0  ) c m. l o g ( " Be f or e Bod y "  +  r e qSes s i o nI d ) ;
i f ( r e q Se ss i on I d= =n u l l )

r e t ur n 0 ;

/ /  G S,  se t t he  pa t h  at t r i bu t e  t o  t h e c o o ki e.  Th i s  wa y
/ /  m ul t i p l e  se s si on  co ok i es  c a n b e  us ed ,  o ne  f o r e ac h
/ /  c on t ex t .
S t r i ng  se ss i on Pat h =  r r e q ue st . ge t C ont ex t ( ) . g e t Pat h ( ) ;

i f ( s es s i o nP at h . l e ng t h( ) = = 0 )  {
se s si on Pat h =  " / ";

}

/ /  G S,  pi gg y ba c k t h e  j vm r o ut e  o n t he  s e ss i o n  i d.

i f ( ! se s si on Pat h . e qu a l s ( " / " ) ) {
St r i n g j vm Rou t e = r r e qu es t . g et J vmRo u t e ( ) ;
i f ( nu l l  ! =  j v mR out e)  {

r eq Ses s i o nI d =  r e qSes s i o nI d +  S E SSI O NI D_R OUT E_ SEP  +  j v mRo ut e ;
}

}

C ook i e  co ok i e =  n ew  Co ok i e( " J S ESSI O NI D" ,
r e q Se ss i on I d ) ;

c o ok i e . se t M axA ge( - 1 ) ;

c o ok i e . se t P a t h ( se ss i on Pa t h) ;
c o ok i e . se t V er s i on ( 1 ) ;

r e sp on s e. ad d He a de r (  Co ok i eT oo l s. ge t Co ok i eHea d er Na me( co o ki e) ,
Co ok i eT oo l s. ge t Co ok i eHea d er Va l ue ( c o ok i e ) );

c o ok i e . se t V er s i on ( 0 ) ;
r e sp on s e. ad d He a de r (  Co ok i eT oo l s. ge t Co ok i eHea d er Na me( co o ki e) ,

Co ok i eT oo l s. ge t Co ok i eHea d er Va l ue ( c o ok i e ) );

r e t u r n  0;
}

/ **  N o t i f i c at i o n  o f  c on t ex t s hu t d o wn

*/
p ub l i c  v oi d  c on t ex t Sh ut d own(  Co nt e xt  c t x )

t h r o ws  To mc a t E x ce pt i on
{

i f ( ct x . g et D eb u g( ) >  0  )  ct x. l og ( " R emov i ng s e ss i o n s f r o m " +  c t x );

c t x. ge t Se ss i on Man ag e r ( ) . r emov e Se ss i on s( c t x ) ;
}

}

ServerSession
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;

i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *

*  C o r e  i m pl em ent at i on  of  a  se r v e r s e s si on
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]
*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  S er v er S es s i o n {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e Ha s ht ab l e v al ue s  =  n e w Ha s ht ab l e( );
p r i va t e Ha s ht ab l e a pp Se s si on s =  n e w Ha s ht ab l e( ) ;
p r i va t e S t r i n g i d;
p r i va t e l o n g cr e at i on Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;;

p r i va t e l o n g t h i sA c ce ss T i me =  c r e a t i on T i me;
p r i va t e l o n g l a s t A c ce ss e d = c r e at i on Ti m e;
p r i va t e i n t i na c t i v eI nt e r v al = - 1 ;

Ser ve r Se ss i on ( S t r i n g i d )  {

t h i s . i d  =  i d ;
}

p ub l i c  S t r i ng  g e t I d ( )  {
r e t u r n  i d ;

}

p ub l i c  l on g  g et C r e a t i on T i me( )  {
r e t u r n  cr ea t i o n Ti me ;

}

p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {
r e t u r n  l a st A cc e ss ed ;

}

p ub l i c  App l i c at i on Ses si o n ge t Ap pl i ca t i o nSes s i o n( C on t e x t co n t e xt ,
b o ol ea n c r e a t e )  {
A ppl i c a t i on Ses s i o n a pp Se s si on =

( A ppl i c a t i o nSes s i o n) a pp Se s si on s . g et ( co nt e xt ) ;

i f  ( ap p Se ss i on ==  n u l l  & &  c r e a t e ) {

/ /  XXX
/ /  sy nc  t o  en su r e v a l i d ?

ap p Se ss i on = n e w  App l i c at i on Se s si on ( i d , t hi s,  co nt e xt ) ;
ap p Se ss i on s . p ut ( co nt e xt , a pp Se s si on ) ;

}

/ /  X XX
/ /  m ak e  s ur e  t h at  w e  h av e n' t g on e o ve r t he  e n d o f  ou r
/ /  i na c t i ve  i n t er va l  - - i f s o ,  i nv a l i da t e a n d  c r e a te
/ /  a  n e w ap p Se s si on

r e t u r n  ap pS ess i on ;
}

v oi d r emov e Ap pl i ca t i o nS ess i o n ( Con t ex t c on t e x t )  {
a p pSes s i o ns . r e mov e( c on t e x t ) ;

}

/ **
* C a l l e d b y c o n t e x t w h e n r e q ue st  co me s  i n s o t h a t a c c es se s  a nd

* i n a ct i v i t i es ca n  b e d ea l t  wi t h  ac co r di ng l y.
*/

v oi d a cc es s ed ( )  {
/ /  s et  l a st  ac c es se d  t o t hi sA c ce ss T i me a s i t  wi l l  be  l e f t  o v er

/ /  f r o m  t he  pr e vi ou s  a cc e ss

l a st Ac c es se d =  t h i s A cc es s Ti me ;
t h i s Ac c es sT i me = Sy s t e m. c ur r e n t T i m eMi l l i s( ) ;

}

v oi d v al i d a t e ( )

vo i d  va l i d at e( )  {

/ /  i f we h a v e a n i n a ct i v e  i nt e r v al ,  c he c k t o  se e i f
/ /  w e' v e e x c ee d ed  i t

i f  ( i n a ct i v e I n t er va l ! = - 1)  {
i n t t hi s I n t er va l =

( i n t ) ( S ys t e m. c ur r en t T i me Mi l l i s( )  - l a st Ac c es se d ) / 1 00 0 ;

i f  ( t hi s I n t er va l >  i n ac t i v eI nt e r v al )  {
i nv a l i d at e( ) ;

Ser v er S es si o nMan a ge r s sm =
Se r ve r S ess i o n Ma na g er . g e t Man a ge r ( ) ;

s sm . r e mov eS ess i o n ( t hi s );
}

}
}

s yn ch r on i z e d v o i d i nv al i da t e ( ) {
E numer a t i on  en u m = a pp Se s si on s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Ap p l i ca t i o n Se ss i on a p pSes s i o n =

( Ap p l i c at i o n Se ss i on ) a p pSes s i o ns . ge t ( k ey ) ;

ap p Se ss i on . i n va l i d at e ( ) ;
}

}

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {
i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " s er v er Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e mo ve Val ue ( na me) ;  / /  r e mo ve  an y e xi st i ng  b i nd i n g
v a l u es . pu t ( n am e, v a l ue );

}

p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {
i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " s er v er Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e t u r n  va l u e s. g et ( n a me );
}

p ub l i c  E nu mer at i on  ge t V a l u eN ame s( )  {
r e t u r n  va l u e s. k ey s( ) ;

}

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {
v a l u es . r e mo v e( n ame) ;

}

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  {
i n ac t i v eI nt e r v a l = i nt er v al ;

}

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {
r e t u r n  i n ac t i v e I n t e r va l ;

}     

/ / X XX

/ / sy n c' d f or  s a f t y - - n o o t h er  t h r e ad  sh ou l d b e  ge t t i ng  s o me t h i ng
/ / f r o m t h i s w h i l e  we  a r e r e a pi ng .  T hi s  i sn ' t t h e  m os t  o pt i ma l
/ / s o l ut i o n  f or  t h i s,  b u t w e ' l l  d e t e r m i ne  s o me t h i ng  e l se  l a t e r .

s yn ch r on i z e d v o i d r ea p( )  {
E numer a t i on  en u m = a pp Se s si on s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;

Ap p l i ca t i o n Se ss i on a p pSes s i o n =
( Ap p l i c at i o n Se ss i on ) a p pSes s i o ns . ge t ( k ey ) ;

ap p Se ss i on . va l i d at e( ) ;
}

}
}

/*

*  = = == == = == == = == == = == = == == = == == = == == = == == = == == = == == = == == = == == = == == = == =
*
*  T h e A p a ch e Sof t w ar e  Li ce n se , Ver si o n 1 . 1
*
*  C o py r i g ht  ( c ) 1 9 9 9 T he  A p ac he  So f t w ar e F ou nd a t i on .   Al l  r i g h t s

*  r e se r v e d.
*
*  R e di st r i b ut i on  a n d u se  i n  s ou r ce  a n d b i n ar y f or ms ,  w i t h  o r wi t ho u t
*  m o di f i c at i o n , a r e  p e r mi t t ed  p r ov i d e d t h a t t h e  f ol l owi n g  c on d i t i o n s
*  a r e me t :

*
*  1 .  R ed i st r i b ut i o n s o f s o u r c e c od e mus t r et ai n  t he  ab ov e  c op y r i gh t
*     n ot i ce , t hi s l i s t  o f c on di t i o ns  an d t he  f o l l ow i ng  d i sc l a i me r .
*
*  2 .  R ed i st r i b ut i o n s i n b i n ar y f or m mus t r ep r o d uc e t he  a b ov e c op yr i gh t

*     n ot i ce , t hi s l i s t  o f c on di t i o ns  an d t he  f o l l ow i ng  d i sc l a i me r i n
*     t he  do cu men t a t i o n  a nd / or  o t he r mat er i al s p r o vi d ed  w i t h  t h e
*     d i s t r i bu t i o n.
*
*  3 .  T he  en d- u se r d oc u me nt a t i on  i n cl u de d wi t h t he  r e di st r i b ut i on , i f

*     a ny ,  m us t  i nc l ud e  t he  f o l l o wi ng  ac kn o wl eg e me nt :
*        " Th i s  pr od u ct  i n cl u de s s of t w ar e  d e ve l o p ed  b y  t he
*         Ap ac h e S o f t w ar e  F o un da t i o n ( ht t p : / / ww w. a pa c he . o r g/ ) . "
*     Al t e r n at e l y , t hi s  a ck n owl e g emen t may  ap pe a r i n  t h e s of t w are

i t se l f,
*     i f a nd  w h er ev e r s uc h t hi r d - pa r t y  a ck n owl e g emen t s no r ma l l y  a pp e ar .
*
*  4 .  T he  na me s  " Th e  J a ka r t a  P r o j ec t " ,  " To mca t " ,  a nd  " Apa c he  S o f t wa r e
*     F ou n da t i o n"  m u st  no t b e u s e d t o  en do r se  o r  p r o mot e p r o du c t s

de r i v ed
*     f r o m  t hi s  s of t wa r e w i t ho ut  pr i o r  w r i t t e n p er mi s si on .  F or  wr i t t en
*     p er m i s si o n,  p l ea s e c o n t a ct  ap ac h e@ap a ch e. o r g .
*
*  5 .  P r o d uc t s  de r i v ed  f r om  t h i s  so f t w ar e may  n o t b e  ca l l e d " A pac he "

*     n or  ma y " Ap ac h e"  ap pe a r i n  t h ei r  n am es w i t ho ut  pr i o r  w r i t t e n
*     p er m i s si o n o f  t h e  A pa c he  G r ou p.
*
*  T H I S  S O FT WA RE I S  PR OVI DE D  ̀ ` A S  I S' '  A ND  ANY EXPRE SSED OR I M PLI ED
*  W A RRAN TI ES,  I NCL UDI N G,  B U T NO T  L I M I TED T O,  T H E I M PLI ED  WARR ANT I ES

*  O F  M ER CHANT ABI LI T Y AND  F I TNES S  F OR  A PA RTI CU LAR  P U RPOS E  A RE
*  D I SCLA I MED.   I N NO EVENT  SHAL L  T HE  APAC HE SO FTWAR E  F OU NDATI O N OR
*  I T S CO NTRI B UTORS  BE  LI AB LE F O R  ANY  DI RE CT,  I N DI RE CT,  I N CI DE NTAL,
*  S P ECI A L , E X EMPLA RY,  OR  C ONSEQ UENTI A L D A MAGES  ( I NC LUDI N G, B U T  NOT
*  L I MI TE D  T O,  PROC URE MENT OF S U BST I T UTE  G OODS OR SE RVI CE S; L O SS OF

*  U S E,  D A TA, OR PR OFI T S;  O R  B US I NESS  I NTE RRUPT I ON) HOWEV ER CA USED AND
*  O N  A NY  THEO RY OF  LI A BI LI T Y,  W H ET HE R  I N CONTR ACT , STRI C T  L I A BI L I T Y,
*  O R  T OR T  ( I N CLUDI N G NEGLI G ENCE  OR  O T HERW ISE) ARI SI N G I N  ANY WAY  O UT
*  O F  T HE  USE OF T H I S SOF TW ARE, EVEN I F A D VI SED  OF  T H E PO SSI BI L I T Y OF

*  S U CH  D A MAGE.
*  = = == == = == == = == == = == = == == = == == = == == = == == = == == = == == = == == = == == = == == = == =
*
*  T h i s  s o f t wa r e c o n si s t s  o f  v ol u nt ar y  c on t r i bu t i o ns  ma de  by  m a ny
*  i n di vi d ua l s  on  b e ha l f o f  t h e Apa ch e  S of t wa r e  Fo un d at i o n .  F o r mo r e

*  i n f o r m at i on  on  t h e Apa ch e  S of t wa r e  Fo un d at i o n , p l e as e s ee
*  < h t t p: / / www . ap ac h e. o r g / > .
*
*  [ A dd i t i on al  no t i c es ,  i f r eq ui r ed  b y  p r i o r l i c en si n g c o n di t i o ns ]
*

* /

pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;

i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*  C o r e  i m pl em ent at i on  of  a n  a pp l i c at i on  l e ve l s es si o n
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]
*  @ a ut ho r  J as o n H u n t e r  [ j c h @e ng . su n. c om]

*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  A ppl i c a t i o nSes s i o n i mp l e men t s  Ht t p Ses si o n {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e Ha s ht ab l e v al ue s  =  n e w Ha s ht ab l e( );
p r i va t e S t r i n g i d;
p r i va t e Se r ve r S ess i on s e r v er S es si o n;

p r i va t e C o n t e xt  co n t e xt ;
p r i va t e l o n g cr e at i on Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;;
p r i va t e l o n g t h i sA c ce ss T i me =  c r e a t i on T i me;

pr i v a t e  b o ol ea n v al i d =  t r u e ;

App l i c at i o n Se ss i on ( St r i n g i d ,  Ser v er Se s si on se r v e r Ses s i o n,
C ont ex t  c on t ex t ) {
t h i s . s e r v er S es s i o n =  s er v er Se s si on ;
t h i s . c o nt ex t  =  co nt e xt ;

t h i s . i d  =  i d ;

t h i s . i n ac t i v eI n t e r v a l = c on t e x t . ge t Se ss i on Ti m eOut ( );

i f  ( t h i s. i n a ct i ve I n t er va l ! = - 1)  {

t h i s. i n a ct i ve I n t er va l * = 6 0;
}

}

Ser ve r Se ss i on g e t S er v er S es si o n( ) {

r e t u r n  se r v e r S ess i o n ;
}

/ **
* C a l l e d b y c o n t e x t w h e n r e q ue st  co me s  i n s o t h a t a c c es se s  a nd

* i n a ct i v i t i es ca n  b e d ea l t  wi t h  ac co r di ng l y.
*/

/ / H T TP SE SSI ON  I M PLEME NTATI O N ME THODS

p ub l i c  S t r i ng  g e t I d ( )  {
i f  ( va l i d ) {

r e t ur n i d;

}  el se  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

p ub l i c  l on g  g et C r e a t i on T i me( )  {
i f  ( va l i d ) {

r e t ur n c r e a t i on T i me;

}  el se  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

}

/ **
*
* @d e pr ec a t e d

*/

p ub l i c  Ht t p Se ss i on Con t e x t ge t Se ss i on Co n t e xt ( ) {
r e t u r n  ne w Ses s i o nC ont ex t I mpl ( );

}

pu bl i c v o i d i n v al i d a t e ( ) {

s e r v er S es si o n. r emov e Ap pl i ca t i o nSes s i o n( c on t e x t ) ;

/ /  r em ove  e v er y t h i n g  i n t he  s e ss i o n

E numer a t i on  en u m = v al ue s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
St r i n g n am e  =  ( St r i n g ) e nu m. n ex t El em ent ( ) ;
r e mov eV a l u e ( n am e);

}

v a l i d =  f al s e;
}

p ub l i c  b oo l ea n i sN ew( ) {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( t h i sAcc e ss T i me = = cr e at i o n Ti me )  {
r e t ur n t r u e ;

}  el se  {
r e t ur n f al s e;

}
}

/ * *

* @d e pr ec a t e d
*/

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {
s e t At t r i b ut e ( n a me , v al ue ) ;

}

p ub l i c  v oi d  s et A t t r i b ut e ( St r i ng n a me , Obj ec t  v al u e)  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e mo ve Val ue ( na me) ;  / /  r e mo ve  an y e xi st i ng  b i nd i n g

i f  ( va l ue  ! =  n u l l  & &  v al u e i n s t a nc e of H t t p Se s si on B i n di n gL i s t en e r )  {
Ht t pSes s i o n Bi nd i ng Ev e nt e  =

n ew  Ht t pSes s i o nB i nd i n g Ev en t ( t hi s , n a me) ;

( ( Ht t pS ess i on Bi n di ng L i s t e n er ) v a l u e) . va l u e Bo un d ( e ) ;
}

v a l u es . pu t ( n am e, v a l ue );
}

/ **
* @d e pr ec a t e d

*/
p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {

r e t u r n  ge t A t t r i bu t e ( na me ) ;
}

p ub l i c  O bj e ct  g e t A t t r i b u t e ( S t r i ng na me )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e t u r n  va l u e s. g et ( n a me );

}

/ **
* @d e pr ec a t e d
*/

p ub l i c  S t r i ng [ ]  ge t Va l u e Na me s ( )  {
E numer a t i on  e =  g et A t t r i b ut eN ame s( ) ;
V ect or  na me s  =  ne w Vec t o r ( ) ;

w hi l e ( e. ha s Mo r eEl e men t s ( ) )  {

na mes . a d dE l emen t ( e . n e xt El e me nt ( ) ) ;
}

S t r i ng [ ] va l ue Names = n e w  S t r i ng [ n a me s. s i z e( ) ];

n a me s. c op yI n t o ( va l u e Na me s );

r e t u r n  va l u e Na mes ;

}

p ub l i c  E nu mer at i on  ge t A t t r i b u t e Na mes ( )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

H ash t a b l e v a l u e sCl o n e = ( Ha sh t ab l e ) va l u e s. cl o ne ( ) ;

r e t u r n  ( Enu mer a t i on ) va l u e sCl o n e. ke y s( );
}

/ * *
* @d e pr ec a t e d
*/

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {
r e mo ve At t r i b ut e ( n am e);

}

p ub l i c  v oi d  r em ove At t r i b ut e( S t r i n g n am e) {

i f  ( ! v al i d )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;
}

i f  ( na me = =  nu l l )  {
St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;

}

O bj e ct  o = v al u es . g e t ( na me) ;

i f  ( o i ns t a n ce o f Ht t pSes s i o nB i nd i n g Li st e ne r )  {

Ht t pSes s i o n Bi nd i ng Ev e nt e  =
n ew  Ht t pSes s i o nB i nd i n g Ev en t ( t hi s , n am e);

( ( Ht t pS ess i on Bi n di ng L i s t e n er ) o ) . v al u eUnb o un d( e );

}

v a l u es . r e mo v e( n ame) ;
}

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}

i n ac t i v eI nt e r v a l = i nt er v al ;
}

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {
i f  ( ! v al i d )  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}

r e t u r n  i n ac t i v e I n t e r va l ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - --

Appli cationSession
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;
i mpo r t j a v a. i o . Ob j e c t I n pu t S t r e am;
i mpo r t j a v a. i o . Ob j e c t O ut p ut S t r ea m;

i mpo r t j a v a. i o . Se r i a l i z ab l e ;
i mpo r t j a v a. ut i l . En u me r at i o n ;
i mpo r t j a v a. ut i l . Ha s ht a bl e;
i mpo r t j a v a. ut i l . Ve c t o r ;
i mpo r t j a v ax . s e r v l e t . S er v l e t Ex ce p t i on ;

i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on B i n di n gEve n t ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on B i n di n gL i s t en er ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on Con t e x t ;
i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;

/ * *
*  S t an da r d i m pl e me n t a t i o n o f t h e  < b> Ses si o n< / b >  

i n t e r f a ce .   Th i s o b j ec t  i s
*  s e r i al i za bl e , s o  t h a t i t  ca n b e s t o r e d i n 

pe r s i st en t  s t o r ag e o r t r a ns f er r e d
*  t o  a  d i f f er e nt  J V M f or  d i st r i b ut ab l e s e s si on  

su pp o r t .
*  < p >
*  < b >I MP LEMEN TAT I O N  N OTE</ b >:   An i n s t a nc e  o f t hi s 

cl as s  r ep r es en t s b o t h t he
*  i n t e r n a l ( S ess i o n ) a nd  a p pl i c a t i on  l e ve l  

( Ht t p Se ss i on ) v i e w o f t he  s e ss i o n .
*  H o we ve r , b e c au se  t h e  c l a s s i t s el f i s n o t  d ec l ar ed  

pu bl i c,  J a va  l o gi c o ut s i d e
*  o f  t he  <c od e >o r g . ap a ch e. t omca t . s es s i o n< / co de >  

pa ck a ge  c a nn ot  ca st  an

*  H t t p Se s si on vi ew  of  t h i s  i n st a nc e b ac k t o a 
Se ss i on  v i ew.
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*  @ v er si o n $ R evi si o n:  1. 2 $  $ Da t e:  2 0 00 / 0 5 / 1 5 

17 : 5 4 : 1 0 $
* /

f i na l  c l a s s St a nd ar d Se s si on
i mp l e men t s  Ht t p Ses s i o n,  Se ss i on  {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - - - - - - - Con st r uc t or s

/ **
* C o n st r u c t a n ew  Se ss i on  a s so ci a t e d wi t h t he  

sp ec i f i ed  Ma na g er .

*
* @p a r a m man ag e r T he  m a na ge r  w i t h  w hi c h t h i s 

Se ss i on  i s  a ss o ci at e d
*/

p ub l i c  St a n da r d Ses s i o n( M an ag e r ma n ag er )  {

s u pe r ( ) ;
t h i s . m ana ge r  =  ma na g er ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - I n st an c e V a r i a b l e s

/ **
* T h e  c ol l ec t i o n o f u s e r d a t a a t t r i bu t es  

as so c i a t e d  w i t h  t hi s  S e ss i o n .

*/
p r i va t e Ha s ht ab l e a t t r i b ut es  = n e w  Has h t a bl e ( ) ;

/ **

* T h e  t i m e  t hi s  s e ss i o n  w as  cr ea t ed , i n 
mi l l i se co n ds  s i nc e mi d n i g ht ,

* J a n ua r y  1,  1 9 70  GMT.
*/

p r i va t e l o n g cr e at i on Ti m e = 0 L;

/ **
* T h e  s es s i o n i de n t i f i e r o f  t h i s  Se ss i on .
*/

p r i va t e S t r i n g i d =  n ul l ;

/ **
* D e s cr i p t i v e i nf o r mat i on  d e sc r i b i n g t hi s 

Se ss i on  i m pl em ent at i on .
*/

p r i va t e s t a t i c f i n a l S t r i n g i nf o =  
" St a n da r d Ses si o n/ 1. 0 ";

/ **
* T h e  l as t  a cc e ss e d t i m e f o r  t hi s  S es s i o n.
*/

/ **
* T h e  M an a ge r wi t h  w hi c h t h i s S e s si on  i s  

as so c i a t e d .

*/
p r i va t e Ma n ag er  ma n ag er  = n u l l;

/ **

* T h e  m ax i mu m t i m e  i nt e r v al ,  i n s ec on d s,  b e t wee n  
cl i e n t r e q ue st s  b ef o re

* t h e  s er v l e t c on t ai ne r  m ay  i n va l i d at e  t hi s  
se ss i on .  A n e g at i v e  t i me

* i n d i c at e s t h a t t he  s e ss i o n  s ho u l d  n e ve r t i me 

ou t .
*/

p r i va t e i n t max I na c t i ve I nt er v al =  - 1 ;

/ **
* F l a g i n d i c at i ng  wh et h er  t h i s  s e ss i o n  i s n ew  o r  

no t .
*/

p r i va t e bo o l e an i s New =  t r ue ;

/ **
* F l a g i n d i c at i ng  wh et h er  t h i s  s e ss i o n  i s v al i d  

or  n o t.
*/

p r i va t e bo o l e an i s V al i d = f a l se ;

/ **
* T h e  s t r i ng  m a na g er  f o r t h i s p a c ka ge .
*/

p r i va t e St r i n gM ana g er s m =

St r i n gMan a ge r . g et Ma n ag e r ( " o r g. ap a ch e. t omca t . s es s i o n" )
;

/ **
* T h e  H TT P  s es s i o n  c on t ex t a ss oc i at ed  wi t h  t h i s  

se ss i on .
*/

p r i va t e s t a t i c Ht t p Se ss i on Co n t e xt se ss i on Co n t e xt

= n u l l;

/ **
* T h e  c ur r en t a cc e ss ed  t i me  f o r t hi s s es si o n.

*/
p r i va t e l o n g t h i sA c ce ss e dT i m e =  c r ea t i o nT i m e;

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
- - - - - - - S ess i o n  P r o p er t i e s

/ **
* S e t  t he  cr ea t i o n  t i m e  f or  t h i s  se ss i on .  T h i s  

me t h o d i s  ca l l e d b y  t h e
* M a n ag er  wh en  an  ex i s t i n g Ses si o n i n s t a nc e  i s 

r e us e d.
*
* @p a r a m t i me T he  ne w c r e at i on  t i me
*/

p ub l i c  v oi d  s et C r e a t i on T i me( l on g t i me)  {

t h i s . c r ea t i o nT i me =  t i me ;
t h i s . t h i s Ac c es s ed Ti m e = t i me;

}

/ **
* R e t ur n t he  s e ss i on  i d en t i f i e r f or  t h i s  

se ss i on .

*/
p ub l i c  S t r i ng  g e t I d ( )  {

r e t u r n  ( t hi s . i d );

}

/ **

* S e t  t he  se ss i on  i d en t i f i e r  f or  t h i s  se ss i on .
*
* @p a r a m i d T h e  n e w s e s si on  i d en t i f i e r
*/

p ub l i c  v oi d  s et I d( S t r i n g i d)  {

i f  ( ( t h i s . i d  ! =  n ul l ) & &  ( man a ge r ! = n u l l )  & &
( man a ge r i ns t an ce o f Ma n ag er B as e) )

( ( Man ag e r B ase ) man ag e r ) . r e mo ve ( t h i s ) ;

t h i s . i d  =  i d ;

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of
Ma na g er Ba s e) )

( ( Man ag e r B ase ) man ag e r ) . a d d( t h i s) ;

}

/ **

* R e t ur n d es cr i pt i ve  i n f o r m at i on  ab ou t  t hi s  
Se ss i on  i m pl em ent at i on  an d

* t h e  c or r es po n di n g v e r si on  nu mb e r ,  i n  t he  
f o r m at

* 
<c od e >&l t ; de sc r i p t i o n& g t ; / & l t ; ve r si on &gt ; < / co de > .

*/
p ub l i c  S t r i ng  g e t I n f o ( )  {

r e t u r n  ( t hi s . i n f o );

}

/ **
* R e t ur n t he  M a na g er  w i t h i n  wh i c h  t hi s  S es s i o n 

i s  v a l i d.
*/

p ub l i c  M an a ge r g et M an ag e r ( ) {

r e t u r n  ( t hi s . m ana ge r );

}

/ **
* S e t  t he  Ma na g er  wi t h i n w h i ch  t h i s  S e ss i o n  i s 

va l i d .

*
* @p a r a m man ag e r T he  n e w Ma n ag er
*/

p ub l i c  v oi d  s et M an a ge r ( M an ag e r ma n ag er )  {

t h i s . m ana ge r  =  ma na g er ;

}

/ **
* R e t ur n t he  m a xi m um  t i me  i n t e r v a l ,  i n  s ec o nd s,  

be t w een  c l i e nt  r e qu e st s
* b e f or e t he  s e r v l et c o nt ai n er  w i l l  i n va l i d at e 

t h e s es si o n.   A  n eg a t i v e

* t i m e i n d i c at e s t ha t t he  s e ss i o n  s ho u l d  n e ve r 
t i me  ou t .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  

me t h o d i s  ca l l e d o n

*  a n  i nv a l i da t ed  se ss i on
*/

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {

r e t u r n  ( t hi s . m axI na c t i ve I nt er v al );

}

/ **
* S e t  t he  ma xi m um  t i me  i n t e r va l ,  i n  s e co nd s , 

be t w een  c l i e nt  r e qu e st s
* b e f or e t he  s e r v l et c o nt ai n er  w i l l  i n va l i d at e 

t h e s es si o n.   A  n eg a t i v e

* t i m e i n d i c at e s t ha t t he  s e ss i o n  s ho u l d  n e ve r 
t i me  ou t .

*
* @p a r a m i nt er v al  Th e n ew  m a xi mu m  i nt e r v al
*/

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  
{

t h i s . m axI na c t i v eI nt e r v al = i n t er va l ;

}

/ **
* R e t ur n t he  < c od e >Ht t p Se ss i on </ c od e>  f o r whi ch  t h i s  

ob j e c t
* i s  t h e f ac ad e .
*/

p ub l i c  Ht t p Se ss i on ge t S ess i o n ( )  {

r e t u r n  ( ( Ht t pS ess i o n ) t h i s) ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Se ss i on  P u bl i c  Me t h o ds

/ **
* P e r f o r m  t h e i nt e r n al  pr oc e ss i n g  r eq u i r ed  t o  i n va l i d at e 

t h i s  se ss i on ,

* w i t ho ut  t r i g g er i ng  a n  e xc e pt i o n  i f t he  s e ss i o n  h as  
al r e a dy  e x pi r e d .

*/
p ub l i c  v oi d  e xp i r e ( ) {

/ /  R em ove  t h i s  se ss i on  f r om  o u r m a n ag er ' s a c t i v e 
se ss i on s

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of
Ma na g er Ba s e) )

( ( Man ag e r B ase ) man ag e r ) . r e mo ve ( t h i s ) ;

/ /  U nb i nd  a n y o bj ec t s a s s oc i a t ed  w i t h  t h i s  s e ss i o n
V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;

w hi l e ( at t r s . h a sMor e El em ent s( ) ) {
St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
r e s ul t s . ad d El em ent ( a t t r );

}
E numer a t i on  na mes  =  r e su l t s . e l emen t s( );

w hi l e ( na me s . h a sMor e El em ent s( ) ) {
St r i n g n am e  =  ( S t r i n g ) na mes . n e xt El e me nt ( );
r e mov eA t t r i bu t e ( na me ) ;

}

/ /  M ar k  t hi s  s e ss i o n  a s i nv al i d
s e t Val i d( f a l se ) ;

}

/ **
* R e l ea se  al l o bj e ct  r e f e r e n ce s,  an d i ni t i a l i ze  i n st a nc e 

va r i a bl es ,  i n

* p r e pa r a t i o n f or  r e us e  o f t hi s o bj ec t .
*/

p ub l i c  v oi d  r ec y cl e ( )  {

/ /  R es e t t h e  i n st an c e v a r i a bl e s a s s oc i a t ed  w i t h  t h i s  

Se ss i on
a t t r i b u t e s. c l e a r ( );
c r ea t i o nT i m e =  0L ;
i d  =  n u l l ;

ma na g er  =  nu l l ;

m axI na c t i ve I nt e r v al = - 1 ;
i s Ne w =  t r u e ;
i s Va l i d =  f a l s e ;

/ /  T el l  o ur  Ma n ag er  t h at  t h i s  Se ss i on  h a s b e e n r e c yc l e d

i f  ( ( m ana ge r  ! =  n ul l ) & &  ( man a ge r i ns t a n ce of
Ma na g er Ba s e) )

( ( Man ag e r B ase ) man ag e r ) . r e cy cl e ( t hi s );

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - S ess i o n  
Pa ck a ge  M e t h od s

/ **
* R e t ur n t he  < c od e >i sV a l i d< / co de >  f l a g  f or  t h i s  se ss i on .
*/

b oo l e a n i s V al i d ( ) {

r e t u r n  ( t hi s . i s Va l i d );

}

/ **
* S e t  t he  <c od e >i s Ne w< / co de >  f l a g  f or  t h i s  se ss i on .
*

* @p a r a m i sNew Th e  n ew  va l u e  f or  t h e < co de > i s Ne w</ co d e>  
f l ag

*/
v oi d s et Ne w( b oo l ea n i sN ew)  {

t h i s . i s Ne w =  i s Ne w;

}

/ **
* S e t  t he  <c od e >i s Va l i d </ co d e>  f l ag  f o r t h i s s e s si on .
*
* @p a r a m i sVal i d T he  n e w v a l ue  f o r t h e  

<c od e >i sV a l i d< / co de >  f l ag
*/

v oi d s et Va l i d ( b o ol e an i s Va l i d ) {

t h i s . i s Va l i d =  i s Va l i d ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Ht t p Ses si o n Pr o pe r t i es

/ **
* R e t ur n t he  t i me  wh en  t h i s  se ss i on  w a s c r e at ed ,  i n 

mi l l i se co n ds  s i nc e
* m i d ni gh t , J a n ua r y 1 ,  19 70  GMT.
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*/

p ub l i c  l on g  g et C r e a t i on T i me( )  {

r e t u r n  ( t hi s . c r ea t i o nT i m e);

}

/ **

* R e t ur n t he  s e ss i on  c o nt ex t  w i t h  w hi c h t h i s s e s si on  i s  
as so c i a t e d .

*
* @d e pr ec a t e d As o f V e r si on  2. 1,  t h i s  me t h o d i s  de pr e ca t e d  

an d h as  n o

*  r e pl ac e me nt .   I t w i l l b e  r e mo v ed  i n  a  f u t u r e  ve r s i on  o f  
t h e

*  J a va  S er v l e t A PI.
*/

p ub l i c  Ht t p Se ss i on Con t e x t ge t Se ss i on Co n t e xt ( ) {

i f  ( se s si on Con t ex t = = n u l l)
se s si on Con t ex t =  n ew  St an d ar dS ess i o n Co nt e xt ( ) ;

r e t u r n  ( s es s i o n Co nt e xt );

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Ht t p Ses si o n Pu b l i c Met h od s

/ **
* R e t ur n t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me i n  t h i s  

se ss i on , o r
* < c o de >n u l l </ c od e > i f  no  o b j e ct  i s  b o un d wi t h t ha t n ame.
*
* @p a r a m n ame Nam e  o f t he  a t t r i b u t e  t o  b e r et ur n ed
*

* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  
ca l l e d o n  an

*  i n va l i d at ed  se s si on
*/

p ub l i c  O bj e ct  g e t A t t r i b u t e ( S t r i ng na me )  {

r e t u r n  ( a t t r i b u t e s. g et ( n a me ) ) ;

}

/ **
* R e t ur n a n < c o de > En um er a t i o n< / c o de > o f 

<c od e >St r i ng </ c od e>  ob j ec ts

* c o n t a i n i ng  t h e n ames  of  t h e o b j ec t s  bo un d  t o t hi s 
se ss i on .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*/

p ub l i c  E nu mer at i on  ge t A t t r i b u t e Na mes ( )  {

r e t u r n  ( a t t r i b u t e s. k ey s( ) );

}

/ **
* R e t ur n t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me i n  t h i s  

se ss i on , o r
* < c o de >n u l l </ c od e > i f  no  o b j e ct  i s  b o un d wi t h t ha t n ame.
*

* @p a r a m n ame Nam e  o f t he  v a l u e t o b e  r e t u r ne d
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on

*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d 

by
*  < c od e> g et At t r i b ut e( ) </ co d e>
*/

p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {

r e t u r n  ( g et A t t r i b ut e ( n am e) ) ;

}

/ **
* R e t ur n t he  s e t o f n a mes  o f  o bj e ct s b ou nd  t o  t h i s  

se ss i on .  I f  t h er e
* a r e  n o s uc h o bj e ct s,  a z e r o- l e n gt h a r r ay  i s  r e t u r n e d.
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an

*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d 

by
*  < c od e> g et At t r i b ut eN ame s( ) </ co d e>

*/
p ub l i c  S t r i ng [ ]  ge t Va l u e Na me s ( )  {

V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;

w hi l e ( at t r s . h a sMor e El em ent s( ) ) {
St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
r e s ul t s . ad d El em ent ( a t t r );

}
S t r i ng  na me s [ ]  = n e w  S t r i ng [ r e su l t s . s i z e ( ) ] ;

f o r ( i n t i =  0 ;  i  <  na me s . l en g t h ; i ++ )
na mes [ i ]  =  ( St r i ng ) r es ul t s. el e me nt A t ( i ) ;

r e t u r n  ( n am es) ;

}

/ **
* I n v al i d a t e s t hi s  s es s i o n a nd  u n bi nd s  a ny  ob j e c t s  b o un d 

t o  i t .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n
*  a n  i nv a l i da t ed  se ss i on

*/
p ub l i c  v oi d  i nv a l i d at e( )  {

/ /  C au s e t h i s s es si o n t o  ex pi r e
e x pi r e ( );

}

/ **

* R e t ur n < co de > t r u e< / c o de > i f t h e  c l i e nt  d o es  n o t y e t  k no w  
ab ou t  t he

* s e s si on ,  o r i f t he  c l i e nt  ch oo s es  n o t t o  j o i n  t h e 
se ss i on .  F o r

* e x a mp l e ,  i f t he  se r v e r u s e d o n l y c o o ki e- b as ed  se ss i on s,  
an d t he  c l i e nt

* h a s  d i s a bl ed  t h e  u se  of  c o ok i e s , t h e n a s es si o n w o u l d  b e  
ne w o n e a c h

* r e q ue st .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  

ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  b oo l ea n i sN ew( ) {

r e t u r n  ( t hi s . i s Ne w) ;

}

/ **

* B i n d a n  ob j e c t t o t h i s s e s si on ,  u si n g t h e  s pe c i f i e d  n am e. I f  a n  o bj e ct
* o f  t h e s ame n am e  i s a l r ea d y b o u nd  t o  t hi s  s es s i o n,  t h e o bj ec t  i s
* r e p l a ce d .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s

* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eB oun d ( ) </ c od e>  on  t h e o b j ec t.
*
* @p a r a m n ame Nam e  t o whi ch  t h e o bj ec t  i s b ou nd ,  c an n ot  b e  n ul l
* @p a r a m v al ue  Ob j ec t t o b e  bo un d , c a n no t b e n u l l

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d b y

*  < c od e> s et At t r i b ut e( ) </ co d e>
*/

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {

s e t At t r i b ut e ( n a me , v al ue ) ;

}

/ **
* R e mov e t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me f r o m t h i s se s si o n.   I f
* t h e  s es s i o n d oe s  n ot  ha ve  an  o b j e ct  bo un d  w i t h  t hi s  n am e, t h i s met ho d
* d o e s n o t hi ng .
* < p >

* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eU nbo u nd ( ) < / c od e > o n  t h e o bj ec t .
*
* @p a r a m n ame Nam e  o f t he  o b j e ct  t o  r e mo ve  f r om  t h i s  se ss i on .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  v oi d  r em ove At t r i b ut e( S t r i n g n am e) {

s y nc hr o ni ze d  ( a t t r i b ut es )  {
Ob j ec t o bj e ct  =  at t r i bu t e s . g et ( na me ) ;
i f  ( o bj e ct  ==  n u l l )

r et u r n ;

at t r i bu t es . r e mo v e( na me) ;
/ /       Sy s t e m. o ut . p r i n t l n ( " R emo vi n g a t t r i bu t e " +  n am e  ) ;
i f  ( o bj e ct  i n st a nc eo f Ht t p Se ss i on Bi n di ng L i s t e n er ) {

( ( H t t p Ses si o nBi n d i n gL i st en e r )  o b j e ct ) . v al u eUnb o un d

( n e w Ht t pSes s i o nB i nd i n g Ev en t ( ( Ht t pSes s i o n)  t h i s ,  n a me ) ) ;
}

}

}

/ **
* R e mov e t he  o b j e c t b o u nd  w i t h  t h e s p e ci f i e d n a me f r o m t h i s se s si o n.   I f
* t h e  s es s i o n d oe s  n ot  ha ve  an  o b j e ct  bo un d  w i t h  t hi s  n am e, t h i s met ho d

* d o e s n o t hi ng .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eU nbo u nd ( ) < / c od e > o n  t h e o bj ec t .

*
* @p a r a m n ame Nam e  o f t he  o b j e ct  t o  r e mo ve  f r om  t h i s  se ss i on .
*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on

*
* @d e pr ec a t e d As o f V e r si on  2. 2,  t h i s  me t h o d i s  r e pl a ce d b y
*  < c od e> r emov e At t r i bu t e( ) < / co de >
*/

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {

r e mo ve At t r i b ut e ( n am e);

}

/ **
* B i n d a n  ob j e c t t o t h i s s e s si on ,  u si n g t h e  s pe c i f i e d  n am e. I f  a n  o bj e ct
* o f  t h e s ame n am e  i s a l r ea d y b o u nd  t o  t hi s  s es s i o n,  t h e o bj ec t  i s

* r e p l a ce d .
* < p >
* A f t er  t h i s  m e t h o d e x e cu t e s , a n d  i f t he  o b j e ct  i mpl e me nt s
* < c o de >H t t p Se s si o nBi n d i n gL i st en e r < / c o de >,  t h e c on t a i ne r c al l s
* < c o de >v a l u eB oun d ( ) </ c od e>  on  t h e o b j ec t.

*
* @p a r a m n ame Nam e  t o whi ch  t h e o bj ec t  i s b ou nd ,  c an n ot  b e  n ul l
* @p a r a m v al ue  Ob j ec t t o b e  bo un d , c a n no t b e n u l l
*
* @e x ce pt i on  I l l e g al Ar g umen t Ex ce p t i on i f  a n  a t t e mp t i s ma d e t o  ad d  a

*  n o n- se r i a l i z ab l e ob j ec t i n a n  en vi r on me n t m a r ke d d i s t r i bu t a b l e .
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  me t h o d i s  ca l l e d o n  an
*  i n va l i d at ed  se s si on
*/

p ub l i c  v oi d  s et A t t r i b ut e ( St r i ng n a me , Obj ec t  v al u e)  {

i f  ( ( m ana ge r  ! =  n ul l ) & &  ma na g er . g e t Di s t r i bu t ab l e ( ) & &
! ( va l ue  i n st a nc eo f Ser i al i z a bl e) )

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n

( sm . ge t St r i n g( " s t an da r dSes s i o n. s et At t r i bu t e. i a e " ) ) ;

s y nc hr o ni ze d  ( a t t r i b ut es )  {
r e mov eA t t r i bu t e ( na me ) ;
at t r i bu t es . pu t ( n ame,  va l u e );

i f  ( v al u e i ns t a n ce of Ht t p Ses si o nBi n d i n gL i st en e r )
( ( H t t p Ses si o nBi n d i n gL i st en e r )  v a l u e) . va l u e Bo un d

( n e w Ht t pSes s i o nB i nd i n g Ev en t ( ( Ht t pSes s i o n)  t h i s ,  n a me ) ) ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Ht t pS ess i o n Pr i v at e  M et h od s

/ **
* R e a d a s er i a l i z e d v e r si on  of  t h i s  s e ss i o n  o bj e ct  f r om  t h e sp e ci f i e d
* o b j ec t i np ut  st r ea m.

* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  T h e r e f er en c e t o  t h e o wn i n g  Man a ge r
* i s  no t r es t o r ed  by  t h i s  m e t h od ,  a nd  mu st  be  s e t e x p l i ci t l y .
*
* @p a r a m s t r ea m  T h e i n p ut  s t r e am  t o  r e ad  f r om

*
* @e x ce pt i on  C l as s No t F o un dE x ce pt i on i f  a n u nk no wn c l a ss  i s  s pe c i f i ed
* @e x ce pt i on  I O Ex c ep t i o n i f  an  i n pu t / o ut pu t  e r r o r o c c ur s
*/

p r i va t e v o i d r e a dO bj e ct ( Ob j e c t I np u t St r e am s t r e am)

t h r o ws  Cl as s No t Fo un d Ex ce p t i on ,  I OE x ce pt i on {

/ /  Des e r i al i ze t h e s ca l a r  i ns t an ce  va r i a bl es  ( e xc e pt  M a na ge r )
c r ea t i o nT i m e =  ( ( Lo n g)  s t r e am . r e ad Obj ec t ( ) ) . l on gV a l u e( ) ;
i d  =  ( S t r i n g ) s t r ea m. r ea d Ob j e c t ( );

i s Va l i d =  ( ( Bo o l e an )  s t r e am . r e ad Obj ec t ( ) ) . b oo l e a nVal u e( ) ;

/ /  Des e r i al i ze t h e a t t r i b ut e c ou nt  an d a t t r i b ut e v al ue s
i n t n =  ( ( I n t e g er ) s t r ea m. r ea d Ob j e c t ( ) ) . i n t V a l u e( ) ;
f o r ( i n t i =  0 ;  i  <  n;  i + +)  {

St r i n g n am e  =  ( S t r i n g ) st r ea m. r ea dO bj e ct ( );
Ob j ec t v al u e = ( Ob j e c t )  s t r e am . r e ad Obj ec t ( ) ;
at t r i bu t es . pu t ( n ame,  va l u e );

}

}

/ **

* Wr i t e  a  se r i a l i z ed  v e r s i o n  o f t hi s s es si o n o b j ec t t o t h e  s pe c i f i ed
* o b j ec t o ut pu t  s t r e am.
* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  T h e o w ni n g Man ag e r w i l l n o t  b e s t o r ed
* i n  t h e s er i a l i z e d r e p r e se n t a t i o n o f  t h i s  Se ss i on .  A f t e r  c al l i n g

* < c o de >r e ad Ob j ec t ( ) </ c od e> ,  y ou  mu st  se t t he  a s so ci a t e d Man ag e r
* e x p l i ci t l y .
* < p >
* < b > I MPL EMENT ATI O N NO TE< / b > :  A ny a t t r i bu t e t h a t i s  no t Ser i a l i z a bl e
* w i l l b e  si l e n t l y  i gn o r e d.   I f y ou  d o  n ot  wa nt  an y s uc h a t t r i b ut e s,

* b e  su r e  t h e < co d e> di s t r i b u t a bl e </ co d e>  p r op er t y o f  ou r a ss oc i at e d
* M a n ag er  i s  s e t t o < c o de >t r ue </ c od e> .
*
* @p a r a m s t r ea m  T h e o u t pu t s t r ea m  t o wr i t e  to
*

* @e x ce pt i on  I O Ex c ep t i o n i f  an  i n pu t / o ut pu t  e r r o r o c c ur s
*/

p r i va t e v o i d wr i t e Obj ec t ( Obj e ct Ou t pu t S t r e am st r e a m)  t h r o ws  I OEx c ep t i o n {

/ /  W r i t e t h e  s c al ar  i n st a nc e v ar i a b l e s ( ex ce p t M a n ag er )
s t r e am . wr i t e Ob j ec t ( n ew L o ng ( c r ea t i o nT i m e) ) ;
s t r e am . wr i t e Ob j ec t ( i d) ;

st r e a m. wr i t e Ob j ec t ( n ew I n t e g er ( m axI na c t i ve I nt er v al ) ) ;
s t r e am . wr i t e Ob j ec t ( n ew B ool ea n ( i sN ew) );

s t r e am . wr i t e Ob j ec t ( n ew B ool ea n ( i sV a l i d) ) ;

/ /  A cc u mu l a t e t he  n a me s o f se r i a l i z ab l e at t r i bu t e s
V ect or  r e su l t s  = n e w  V ec t or ( ) ;
E numer a t i on  at t r s =  ge t A t t r i b u t e Na mes ( ) ;

w hi l e ( at t r s . h a sMor e El em ent s( ) ) {
St r i n g a t t r =  ( S t r i n g ) at t r s . n e xt El e me nt ( );
Ob j ec t v al u e = a t t r i b ut es . ge t ( a t t r ) ;
i f  ( v al u e i ns t a n ce of Se r i a l i za b l e )

r es u l t s . a dd E l e me n t ( at t r ) ;

}

/ /  S er i al i z e  t h e a t t r i bu t e c o u nt  a n d t h e   at t r i bu t e v a l ue s
s t r e am . wr i t e Ob j ec t ( n ew I n t e ge r ( r es u l t s. s i z e( ) ) ) ;
E numer a t i on  na mes  =  r e su l t s . e l emen t s( );

w hi l e ( na me s . h a sMor e El em ent s( ) ) {
St r i n g n am e  =  ( S t r i n g ) na mes . n e xt El e me nt ( );
st r ea m. w r i t eObj e ct ( n a me );
st r ea m. w r i t eObj e ct ( a t t r i b u t e s. g et ( n a me ) ) ;

}

}

c r o ss c ut  i n va l i d at e ( St a n da r d Ses si o n s) :  s  &  ( i nt ge t M axI na c t i ve I nt e r v al ( ) |  
l on g  g et C r e at i on Ti m e( )  |
Obj e ct  g e t At t r i b ut e ( S t r i ng )  |  
Enu mer at i on  g e t At t r i b u t e Na mes ( )  |
St r i ng [ ]  ge t V a l u eN ame s ( )  |

v oi d  i nv a l i da t e( ) |
b oo l ea n i sNew( ) |
v oi d  r em ove At t r i bu t e( S t r i n g ) |
v oi d  s et A t t r i b ut e( S t r i ng , Obj ec t ) ) ;

s t a t i c  a dv i ce ( S t an d ar dS ess i o n s ) :  i n va l i d at e ( s ) {
b e f o r e  {

i f  ( ! s. i sV a l i d( ) )
t hr o w n ew  I l l e ga l St at e Ex ce p t i on

( s . sm. g e t St r i ng ( " s t a nd a r d Se s si on . " 

+  t h i s J oi nP o i n t . m et ho d Na me
+  " . i s e " ) );

}
}

}

/ /  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P r i v a t e  C l as s

/ * *
*  T h i s  c l as s i s a d um my i m pl e me n t a t i o n o f  t h e < co de > Ht t p Ses si o nCon t ex t </ co d e>
*  i n t e r f a ce , t o c o n f o r m t o  t h e r eq ui r emen t  t ha t  s uc h  a n o bj ec t  b e r et u r n ed
*  w h en  < c od e> Ht t pS ess i on . g e t Ses s i o nC ont ex t ( ) </ c od e>  i s  c a l l ed .
*

*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*
*  @ d ep r e c at ed  As  o f  J a va  S er v l e t API  2. 1 wi t h n o r e p l a ce men t .   T he
*   i nt er f ac e wi l l b e r emov e d i n  a f u t ur e v er si o n o f  t h i s  API .
* /

f i na l  c l a s s St a nd ar d Se s si on Con t e x t i m pl e me n t s  H t t p Se s si on Con t e x t {

p r i va t e V e c t o r d um my = n ew  V e ct or ( );

/ **
* R e t ur n t he  s e ss i on  i d en t i f i e r s  of  a l l s e s si on s  d ef i ne d
* w i t hi n t hi s c on t ex t.

*
* @d e pr ec a t e d As o f J a v a Se r vl et API 2 . 1  w i t h  n o  r ep l ac em ent .
*  T h i s  m e t h od  mu s t r e t ur n a n e m pt y  < c od e> Enu me r at i o n </ co d e>
*  a n d w i l l b e  r e mov ed  i n  a  f u t u r e v e r si on  of  t h e A P I .
*/

p ub l i c  E nu mer at i on  ge t I d s( ) {

r e t u r n  ( d um my. e l e me n t s ( ) ) ;

}

/ **
* R e t ur n t he  < c od e >Ht t p Se ss i on </ c od e>  as so c i a t e d  w i t h  t he
* s p e ci f i e d s e s si o n i d e nt i f i er .

*
* @p a r a m i d S e s si o n i d e nt i f i er  f o r w h i ch  t o  l oo k  u p a  s es s i o n
*
* @d e pr ec a t e d As o f J a v a Se r vl et API 2 . 1  w i t h  n o  r ep l ac em ent .

*  T h i s  m e t h od  mu s t r e t ur n n ul l a nd  w i l l  b e  r em ove d i n a
*  f u t u r e  ve r s i on  of  t h e A P I .
*/

p ub l i c  Ht t p Se ss i on ge t S ess i o n ( St r i ng i d ) {

r e t u r n  ( n ul l );

}

}

StandardSession

pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;
i mpo r t j a v a. ut i l . En u me r at i o n ;

i mpo r t j a v a. ut i l . Ha s ht a bl e;
i mpo r t j a v a. ut i l . Ve c t o r ;
i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . C ook i e ;
i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t o r g . w3c . do m. N am edNod e Ma p;
i mpo r t o r g . w3c . do m. N od e ;

/ * *
*  S t an da r d i m pl e me n t a t i o n o f t h e  < b> Man ag e r < / b >  i nt e r f ac e  t ha t  p r o v i d e s
*  n o  s es s i o n p er si s t e n ce  o r  d i s t r i bu t ab l e  ca pa b i l i t i es , b ut  d o es  s u pp o rt
*  a n  o pt i on al ,  c on f i g u r a bl e , m a x i mum  nu mb e r o f  ac t i v e s e s si on s  a l l o we d .

*  < p >
*  L i f e cy c l e  c o nf i g u r a t i o n o f t h i s c o mpo ne n t a s s umes  an  X M L n o d e
*  i n  t he  f o l l o wi ng  f o r ma t:
*  < c od e>
*      &l t ; Man a ge r c l a s sNam e=" or g . a pa c he . t o mc at . se ss i on . S t an da r dMan a ge r "

*               c he c kI n t e r v a l = " 6 0 " ma x Ac t i v eSes s i o ns = " - 1"
*               max I na c t i ve I nt er v al =" - 1"  / >
*  < / co de >
*  w h er e y ou  c a n a d j us t  t he  f o l l o wi ng  pa r a met er s , w i t h d e f au l t  va l u e s
*  i n  s qu a r e  b r ac ke t s:

*  < u l >
*  < l i > <b > ch ec k I n t e r va l </ b>  - Th e  i nt e r v al  ( i n s ec on d s)  b e t wee n  b ac k gr o un d
*      t h r ea d c he ck s  f o r e x p i r ed  se ss i on s.   [ 60 ]
*  < l i > <b > ma xA c t i ve Ses s i o ns < / b > - T he  ma xi m um  n u mb er  of  s e ss i o n s a l l ow ed to
*      be  ac t i v e a t  on c e,  o r  - 1 f or  n o  l i m i t .   [ - 1 ]

*  < l i > <b > ma xI n ac t i v eI n t e r v a l < / b >  - T h e d e f au l t  ma xi m um  n u mb er  of  s e co n ds  o f
*      i n a ct i v i t y  b e f o r e w h i ch  t h e se r vl et co nt a i n er  i s  a l l o we d  t o t i m e  o ut
*      a s es si o n,  o r  - 1  f or  no  l i mi t .   T hi s  v al u e s h o ul d b e o v e r r i d d en  f r om
*      t h e  d ef a ul t s es s i o n t i meo u t s p e ci f i e d i n  t h e web  a p pl i c a t i on  de p l o ym ent

*      de s cr i p t or , i f a ny .  [ - 1]
*  < / ul >
*
*  @ a ut ho r  C r a i g R .  Mc Cl a na h an
*  @ v er si o n $ R evi si o n:  1. 1. 1 . 1  $  $Dat e : 2 0 0 0/ 05 / 02  2 1 : 2 8: 3 0 $

* /

pu bl i c f i n al  c l as s St a n da r d Man ag e r
e xt en d s Ma n ag er B as e
i mp l e men t s  Li f e c yc l e,  R unn ab l e {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I n st an c e Var i a b l e s

/ **
* T h e  i nt e r v al  ( i n  s ec o nd s)  be t w een  c h ec ks  f o r e xp i r e d s e s si on s .
*/

p r i va t e i n t c he c kI n t e r v a l = 6 0;

/ **
* H a s  t hi s  c om pon e nt  b e en  c o nf i g u r e d y et ?
*/

p r i va t e bo o l e an co n f i gu r ed  =  f a l s e ;

/ **
* T h e  d es c r i pt i ve  i n f o r ma t i o n a b o ut  t h i s  i m pl em ent at i on .

*/
p r i va t e s t a t i c f i n a l S t r i n g i nf o =  " St a nd ar d Ma na g er / 1 . 0" ;

/ **

* T h e  m ax i mu m n um ber  o f  a ct i ve  S e ss i o n s a l l owed ,  o r - 1 f o r  n o l i m i t.
*/

p r o t e c t e d i nt m axA c t i ve Ses si o ns =  - 1 ;

/ **
* T h e  s t r i ng  m a na g er  f o r t h i s p a c ka ge .
*/

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

/ **
* H a s  t hi s  c om pon e nt  b e en  s t ar t e d  y et ?

*/
p r i va t e bo o l e an st a r t ed  = f a l se ;

/ **

* T h e  b ac k gr ou n d t hr ea d .
*/

p r i va t e T h r ea d t hr e ad  =  nu l l ;

/ **
* T h e  b ac k gr ou n d t hr ea d  c om pl e t i o n s e map ho r e.
*/

p r i va t e bo o l e an t h r ea dD one =  f a l s e ;

/ **
* N a me t o  r e gi s t e r  f or  t h e b ac kg r ou nd  t h r e a d.
*/

p r i va t e S t r i n g t hr e ad Na me = " St an d ar dM ana ge r ";

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P r op er t i e s

/ **
* R e t ur n t he  c h ec k  i nt e r v al  ( i n s ec on d s)  f o r t h i s Ma n ag er .
*/

p ub l i c  i nt ge t C hec k I n t e r va l ( )  {

r e t u r n  ( t hi s . c h ec kI n t e r v a l ) ;

}

/ **
* S e t  t he  ch ec k  i n t e r v a l ( i n  s ec o nd s)  f o r t hi s Man ag e r.
*
* @p a r a m c he ck I nt e r v al Th e n ew  c h ec k i nt er v al

*/
p ub l i c  v oi d  s et C he c kI nt e r v al ( i n t c he ck I nt er v al ) {

t h i s . c h ec kI n t e r va l =  c he c kI nt e r v al ;

}

/ **

* R e t ur n d es cr i pt i ve  i n f o r m at i on  ab ou t  t hi s  M an a ge r i mp l e men t a t i o n  a nd
* t h e  c or r es po n di n g v e r si on  nu mb e r ,  i n  t he  f o r m at
* < c o de >&l t ; de s cr i pt i o n &g t ; / &l t ; v er si o n&gt ; </ co d e> .
*/

p ub l i c  S t r i ng  g e t I n f o ( )  {

r e t u r n  ( t hi s . i n f o );

}

/ **
* R e t ur n t he  m a xi m um  n u mb er  of  a c t i ve  Se ss i on s a l l ow ed,  o r  - 1 f or
* n o  l i mi t .
*/

p ub l i c  i nt ge t M axA c t i ve Ses si o ns ( )  {

r e t u r n  ( t hi s . m axAct i ve Se s si on s );

}

/ **
* S e t  t he  ma xi m um  nu mb e r o f  ac t i v es  S e ss i o n s a l l owed ,  o r - 1 f o r

* n o  l i mi t .
*
* @p a r a m max  T h e n ew  m a xi mu m  n um ber  o f  s es s i o ns
*/

p ub l i c  v oi d  s et M ax A ct i v e Se ss i on s( i nt m ax)  {

t h i s . m axAct i ve Ses si o ns =  ma x;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Pu b l i c  M et h od s

/ **

* C o n st r u c t a n d  r e t u r n  a n e w  s es s i o n o bj ec t , b a s ed  o n  t he  de f a u lt
* s e t t i ng s  s pe c i f i ed  b y  t hi s  M an a ge r ' s  p r o p er t i e s.   T he  s e ss i o n
* i d  wi l l  be  a s si g ne d b y t h i s me t ho d,  an d a va i l a bl e v i a  t h e ge t I d ( )
* m e t ho d o f t h e  r e t u r n e d s e s si on .   I f  a n e w  s es s i o n c an no t  b e c r e a t e d
* f o r  a ny  r e as o n,  r e t u r n < c o de >n u l l </ c od e> .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  a n e w  s es s i o n c an no t  b e
*  i n st an t i a t e d  f o r a n y  r ea s on
*/

p ub l i c  S es s i o n c r e a t e Se s si on ( ) {

i f  ( ( m axAct i ve Ses si o ns > =  0 ) &&
( s es s i o ns . si z e( ) > = ma x Ac t i v eSes s i o ns ) )

t h r ow  n e w I l l eg a l St a t eExc e pt i o n

( sm . ge t St r i n g( " s t an da r dMan a ge r . c r e at e Se ss i on . i s e" ) ) ;

r e t u r n  ( s up e r . c r e at e Se ss i on ( ) ) ;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - L i f ec y cl e  M et h od s

/ **
* C o n f i gu r e t h i s c ompo n en t ,  ba se d  o n t he  s p ec i f i ed  c o nf i g u r a t i o n
* p a r amet e r s .  T h i s me t ho d s ho ul d  b e c al l e d  i mm edi at e l y  a f t e r t he
* c o mpo ne n t i n s t a n ce  i s  c r e a t e d,  an d b ef or e  < co d e> st a r t ( ) < / c od e >
* i s  ca l l e d.

*
* @p a r a m p ar am et e r s C o n f i gu r at i o n  p ar a me t e r s f o r  t hi s  c om pon en t
*  ( < B> FI X ME: Wha t  o bj e ct  t y pe  s h ou l d  t h i s  r e al l y b e ? )
*

* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y b ee n
*  c o nf i g u r e d a nd / or  s t ar t e d
* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r
*  i n  t he  co nf i gu r at i o n  p ar a me t e r s i t  wa s g i v en
*/

p ub l i c  v oi d  c on f i g u r e ( N ode  p a r a me t er s)
t h r o ws  Li f e c yc l eExc e pt i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( co n f i gu r ed )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . a l r ea d yCon f i g ur e d" ) ) ;

c o nf i g u r e d =  t r ue ;
i f  ( pa r amet e r s  ==  n u l l )

r e t ur n;

/ /  P ar s e a n d  p r oc es s  o ur  co nf i gu r a t i o n p ar am et e r s
i f  ( ! ( " Ma na g er " . e qu a l s ( p a r a me t er s. g et No d eNam e( ) ) ) )

r e t ur n;
N ame dN ode Ma p a t t r i b u t e s =  p ar a me t e r s. ge t At t r i bu t e s ( ) ;

N ode  n o de  =  nu l l;

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ch e ck I n t er va l " ) ;
i f  ( no d e ! =  nu l l )  {

t r y  {
s et C he c kI nt e r v al ( I n t e g er . p a r s eI n t ( no d e. ge t No de Val ue ( ) ) ) ;

} c at ch  ( T h r o wa b l e t )  {
;        / / XXX  - Th r o w  e xc e pt i o n ?

}

}

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ma x Ac t i v eSes s i o ns " );
i f  ( no d e ! =  nu l l )  {

t r y  {

s et M ax A ct i v e Se ss i on s( I nt eg e r . pa r se I n t ( n od e . g et N od eV a l u e ( ) ) ) ;
} c at ch  ( T h r o wa b l e t )  {

;        / / XXX  - Th r o w  e xc e pt i o n ?
}

}

n o de  =  at t r i bu t es . g e t Nam edI t e m( " ma x I n ac t i v eI n t e r v a l " ) ;
i f  ( no d e ! =  nu l l )  {

t r y  {
s et M ax I na ct i ve I n t er va l ( I nt e ge r . p ar se I nt ( n o de . g e t Nod e Va l ue ( ) ) );

} c at ch  ( T h r o wa b l e t )  {
;        / / XXX  - Th r o w  e xc e pt i o n ?

}
}

}

/ **
* P r e pa r e  f o r t he  be gi n ni ng  of  a c t i ve  us e o f t h e  p ub l i c  m e t h od s  o f  t hi s
* c o mpo ne n t .   T hi s  m et h od  s h ou l d  be  c a l l ed  af t e r  < co d e> co n f i gu r e( ) </ co d e> ,
* a n d  b ef o r e  a n y o f t h e  p ub l i c  m e t h od s  o f t he  c o mp on e nt  a r e ut i l i z ed .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s n ot  y e t b ee n
*  c o nf i g u r e d ( i f  r e qu i r e d f or  t h i s  c o mp on e nt )
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y b ee n
*  s t ar t e d

* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r
*  t h at  p r ev en t s t hi s c ompo n en t f r o m b ei ng  us ed
*/

p ub l i c  v oi d  s t a r t ( )  t hr o ws  L i f e cy c l e Ex c ep t i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( ! c o nf i g u r e d )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . n ot Co n f i gu r ed " ) ) ;

i f  ( st a r t ed )
t h r ow  n e w L i f ec y cl eE x ce pt i on

( sm . ge t St r i n g( " s t an da r dMan a ge r . a l r ea d ySt a r t e d" ) );
s t ar t e d  =  t r ue ;

/ /  S t a r t t h e  b a ck gr o un d r ea pe r  t hr e ad
t h r e ad St a r t ( );

}

/ **
* G r a ce f u l l y  t e r m i na t e  t h e a ct i v e  u se  of  t h e p u b l i c met ho d s of  t h i s
* c o mpo ne n t .   T hi s  m et h od  s h ou l d  be  t h e l a s t o n e  c al l ed  o n  a  g i ve n
* i n s t a nc e  o f t hi s  c om pon en t .

*
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s n ot  b e en  st ar t ed
* @e x ce pt i on  I l l e g al St a t e Ex c ep t i o n i f  t h i s  co mp o ne nt  ha s a l r ea d y
*  b e en  s t op pe d
* @e x ce pt i on  L i f e c yc l e Exc ep t i o n i f t h i s c o mpo ne n t d e t ec t s  a f a t al  er r o r

*  t h at  n e ed s t o b e r e p or t e d
*/

p ub l i c  v oi d  s t o p ( )  t h r o ws Li f ec yc l eExc e pt i o n {

/ /  V al i da t e  an d  u pd a t e  o u r c u r r e nt  co mp o ne nt  st at e
i f  ( ! s t ar t e d )

t h r ow  n e w L i f ec y cl eE x ce pt i on
( sm . ge t St r i n g( " s t an da r dMan a ge r . n ot St a r t ed " ) ) ;

s t ar t e d  =  f a l s e ;

/ /  S t o p  t he  ba c kg r o u nd  r e ap er  t h r e a d
t h r e ad St o p( ) ;

/ /  E xp i r e  a l l a ct i v e  s es s i o ns

S ess i o n  s es s i o n s[ ] =  f i n d Se ss i on s( ) ;
f o r ( i n t i =  0 ;  i  <  se ss i on s. l en gt h ; i + + ) {

St a nd ar d Se s si on se ss i on  =  ( St a n da r d Ses si o n)  s e ss i o n s[ i ] ;
i f  ( ! se s si o n. i s V al i d ( ))

c on t i n u e;

se s si on . ex p i r e( ) ;
}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Pr i v at e  M et h od s

/ **
* S l e ep  f o r t h e  d u r a t i o n s p e ci f i e d b y  t h e < co de > ch ec k I n t e r va l < / co d e>
* p r o pe r t y .
*/

p r i va t e v o i d t h r ea d Sl ee p ( )  {

t r y {
Th r ea d. s l e e p( ch e ck I n t er va l *  1 0 00 L) ;

}  ca t c h  ( I n t er r up t e d Ex ce p t i on e)  {

;
}

}

/ **
* S t a r t  t h e b a c kg r ou nd  t h r e a d t h a t w i l l p e r i o di c al l y  ch ec k  f or
* s e s si on  t i me o ut s .
*/

p r i va t e v o i d t h r ea d St ar t ( )  {

i f  ( t h r ea d ! = n ul l)
r e t ur n;

t h r e ad Don e =  f a l s e;
t h r e ad  = n e w  T h r e ad ( t h i s ,  t hr e ad Na me) ;
t h r e ad . se t D aem on( t r u e) ;
t h r e ad . st ar t ( ) ;

}

/ **

* S t o p t h e  b ac k gr o un d t hr ea d  t ha t  i s p er i o d i c al l y c h e ck i n g  f or
* s e s si on  t i me o ut s .
*/

p r i va t e v o i d t h r ea d St op ( ) {

i f  ( t h r ea d = = n ul l)
r e t ur n;

t h r e ad Don e =  t r ue ;
t h r e ad . i n t e r r u p t ( );

t r y {
t h r ea d. j oi n ( ) ;

}  ca t c h  ( I n t er r up t e d Ex ce p t i on e)  {
;

}

t h r e ad  = n u l l;

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - Bac kg r ou n d T h r ea d

/ **
* T h e  b ac k gr ou n d t hr ea d  t ha t  c he c ks  f o r s e s si on  t i me o ut s a nd  s h ut d own.
*/

p ub l i c  v oi d  r un ( ) {

/ /  L oo p  u nt i l t he  t e r mi n a t i on  se ma p ho r e  i s  s e t
w hi l e ( ! t hr e ad Don e)  {

t h r ea dS l ee p ( ) ;
pr o ce ss E xp i r e s( ) ;

}

}

}

StandardManager StandardSessionManager
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t j a v a. i o . I OEx c ep t i o n;

i mpo r t j a v ax . s e r v l e t . h t t p . C ook i e ;

i mpo r t j a v ax . s e r v l e t . h t t p . H t t p Se s si on ;

i mpo r t or g . a pa c he . t o mc a t . ca t al i n a . * ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Co n t e xt ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Re q ue st ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. Re s po ns e ;

i mpo r t or g . a pa c he . t o mc a t . co r e. Se s si on Man ag e r ;

i mpo r t or g . a pa c he . t o mc a t . ut i l . Se s si on Ut i l ;

/ * *

*  S p ec i a l i z ed  i mpl e me n t a t i o n o f  or g. a pa ch e . t om cat . c o r e . S ess i o n Ma na g er

*  t h at  a d ap t s  t o  t h e n ew  c o mp on e nt - b a se d Man ag e r i m pl e me n t a t i o n.

*  < p >

*  X X X - At p r e se nt ,  u s e o f  <c od e >St a n da r d Man ag e r < / c o de > i s h a r d c o d ed ,

*  a n d l i f ec yc l e c o n f i g ur at i on  i s  n ot  su pp o r t ed .

*  < p >

*  < b >I MP LEMEN TAT I O N  N OTE</ b >:   Onc e we c o mmi t t o t h e  n ew  
Ma na g er / S ess i o n

*  p a r a di g m,  I  wo ul d  s u gg es t  m ov i ng  t h e l o g i c  i m pl em ent ed  he r e  ba ck  i n t o

*  t h e c o r e l e v el .  T h e  T om cat . N ext  " M an ag e r "  i n t e r f a ce  a c t s  m o r e  l i ke  a

*  c o l l ec t i o n c l a ss ,  a n d h a s  m i n i ma l k no wl e dg e o f t h e  d et a i l ed  r e qu e st

*  p r oc es s i n g s eman t i c s  o f h an dl i ng  s e ss i o n s.

*  < p >

*  X X X - At p r e se nt ,  t h er e i s n o  wa y ( vi a t he  S ess i o n Ma na g er i n t e r f a ce )  
f o r

*  a  Co nt e xt  t o  t el l  t h e Ma n ag er  t h at  we  c r ea t e  wh at  t h e d ef au l t se s si o n

*  t i me ou t  f or  t h i s  we b  a pp l i c at i on  ( s pe ci f i e d i n t h e  d ep l oy me n t
de sc r i p t o r )

*  s h ou l d  be .

*

*  @ a ut ho r  C r a i g R .  Mc Cl a na h an

* /

pu bl i c f i n al  c l as s St a n da r d Ses si o nMan a ge r

i mp l e men t s  Se ss i on Man ag e r {

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Co ns t r u ct o rs

/ **

* C r e at e a  n ew  Se s si on Man ag e r t h a t a d a pt s t o t h e  c or r es po n di ng  
Ma na g er

* i m pl e me n t a t i o n.

*/

p ub l i c  St a n da r d Ses s i o nM ana ge r ( )  {

m ana ge r  =  n e w St a nd a r d Ma n ag er ( );

i f  ( ma n ag er  i n s t a nc e of L i f e cy c l e ) {

t r y  {

( ( L i f e c yc l e )  m an a ge r ) . co nf i gu r e ( nu l l ) ;

( ( L i f e c yc l e )  m an a ge r ) . st ar t ( ) ;

} c at ch  ( L i f e cy c l e Ex c ep t i o n e)  {

t hr o w n ew  I l l e ga l St at e Ex ce p t i on ( " "  +  e) ;

}

}

}

/ / - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I n st an c e 
Va r i a bl es

/ **

* T h e  M an a ge r i mp l emen t at i o n  w e a r e  a c t u al l y u s i ng .

*/

p r i va t e Ma n ag er  ma n ag er  = n u l l;

/ /  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - P ubl i c  
Me t h o ds

/ /  X X X s h o ul d we t h r ow  ex ce p t i on  or  j u st  r e t u r n  nu l l  ??

p ub l i c  Ht t p Se ss i on f i nd Ses si o n(  C o nt ex t  c t x ,  S t r i ng  i d  )  {

t r y {

Se s si on  se s si on  = ma n ag er . f i nd Ses si o n( i d ) ;

i f ( se ss i on ! =n ul l )

r et u r n  se ss i on . g e t Ses s i o n( ) ;

}  ca t c h  ( I O Exc e pt i o n e ) {

}

r e t u r n  ( n ul l );

}

p ub l i c  Ht t p Se ss i on cr ea t eSes s i o n( C on t e x t ct x ) {

r e t u r n   man a ge r . c r e a t e Se s si on ( ) . ge t Se ss i on ( ) ;

}

/ **

* R e mov e a l l  s e ss i on s b ec au s e o u r  a ss o ci at e d C o n t e xt  i s  b e i n g s hu t  
do wn .

*

* @p a r a m c t x T h e c on t e x t t h a t i s  be i n g  s hu t  d own

*/

p ub l i c  v oi d  r em ove Ses si o ns ( C ont ex t c t x )  {

/ /  X XX  XXX a  m a na ge r  m ay  be  s h ar ed  by  m u l t i p l e

/ /  c on t ex t s ,  w e  j us t  w an t  t o r emov e  t he  se ss i on s o f ct x !

/ /  T he  ma na g er  wi l l  st i l l  r un  af t e r  t ha t  (  i . e.  k e ep  d a t a ba s e

/ /  c on n ec t i o n o pe n

i f  ( ma n ag er  i n s t a nc e of L i f e cy c l e ) {

t r y  {

( ( L i f e c yc l e )  m an a ge r ) . st op ( );

} c at ch  ( L i f e cy c l e Ex c ep t i o n e)  {

t hr o w n ew  I l l e ga l St at e Ex ce p t i on ( " "  +  e) ;

}

}

}

/ **

* U s e d b y  co nt e xt  t o  c o nf i g u r e  t h e s e s si on  ma na g er ' s  i n ac t i v i t y  
t i me o ut .

*

* T h e  Ses s i o nM ana g er m ay h a v e s o me d e f au l t  se ss i on  t i me  o u t ,  t h e

* C o n t e xt  on  t h e o t h er  ha nd  ha s i t ' s t i meo u t s e t  b y t he  d e pl oy men t

* d e s cr i p t or  ( web . xml ) .  T hi s  m et h od  l e t s  t h e C o n t e xt  co nf o r g ur e t h e

* s e s si on  ma na g er  ac co r di ng  t o  t h i s  v a l u e.

*

* @p a r a m mi n ut e s T he  s e ss i o n  i na c t i vi t y t i m eo ut  i n  m i nu t e s .

*/

p ub l i c  v oi d  s et S es s i o nT i me Ou t ( i nt mi nu t es ) {

i f ( - 1 ! = mi n ut e s)  {

/ /  Th e man a ge r wor ks  wi t h  se co n ds . . .

ma n ag er . se t Ma xI n ac t i v eI nt e r v al ( mi nu t es *  60 ) ;

}

}

}

ServerSessionManager
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . ut i l . *;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;
i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]

*  @ a ut ho r  J as o n H u n t e r  [ j c h @e ng . su n. c om]
*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  S er v er S es s i o nM ana ge r i mp l emen t s Se s si on Man ag e r {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e s t a t i c Ser v er Se s si on Man ag e r ma n ag er ;  / / =  n ew  Se r v e r Ses s i o n Ma na g er ( ) ;

p r o t e c t e d i nt i n ac t i v eI n t e r v a l = - 1;

s t a t i c  {
m ana ge r  =  n e w Ser ve r Se ss i on Ma n ag er ( );

}

p ub l i c  s t a t i c  S er v e r Ses s i o nM ana ge r g et M an ag e r ( ) {
r e t u r n  ma na g er ;

}

p r i va t e Ha s ht ab l e s es si o ns  =  ne w Has ht a bl e( ) ;
p r i va t e R e a pe r r ea p er ;

p r i va t e Se r ve r S ess i on Ma n ag er ( ) {

r e ap er  = Re a pe r . g et R ea pe r ( ) ;
r e ap er . se t S er v e r Ses s i o nM ana ge r ( t hi s );
r e ap er . st ar t ( ) ;

}

pu bl i c Ht t pSes s i o n c r e a t e Se s si on ( Co nt e xt c t x)  {
S t r i ng  se ss i on I d = Ses si o nI dG ene r a t or . g e ne r a t eI d( ) ;
S er v er S es si o n s es si o n = n ew  S er v er S es si o n( se s si on I d) ;
s e ss i o n s. pu t ( s e ss i o n I d , s es si o n) ;

i f ( - 1 ! = i n a ct i ve I n t er va l ) {
s e ss i o n . s et M ax I na ct i ve I n t er va l ( i na c t i ve I nt er v al ) ;

}
r e t u r n  se ss i on . ge t A ppl i c a t i on Ses si o n(  c t x,  t r ue  ) ;

}

p ub l i c  Ht t p Se ss i on f i nd Ses si o n( Co n t e xt ct x,  St r i n g i d )  {
S er v er S es si o n s Se ss i on =( Ser ve r Se ss i on ) s e ss i o n s. ge t ( i d) ;
i f ( s Se s si on = =n u l l ) r et ur n  n ul l ;

r e t u r n  sSes s i o n . g et A pp l i c at i o n Se ss i on ( c t x,  f a l s e) ;
}

/ /  X X X
/ / sy n c' d f or  s a f t y - - n o o t h er  t h r e ad  sh ou l d b e  ge t t i ng  s o me t h i ng
/ / f r o m t h i s w h i l e  we  a r e r e a pi ng .  T hi s  i sn ' t t h e  m os t  o pt i ma l
/ / s o l ut i o n  f or  t h i s,  b u t w e ' l l  d e t e r m i ne  s o me t h i ng  e l se  l a t e r .

s yn ch r on i z e d v o i d r ea p( )  {
E numer a t i on  en u m = s es si o ns . k e ys ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {

Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Se r ve r S ess i on s e ss i o n  =  ( Ser ve r Se ss i on ) s e ss i o n s. ge t ( k ey ) ;

se s si on . r e a p( );

se s si on . va l i d at e ( ) ;
}

}

s yn ch r on i z e d v o i d r emov e Se ss i on ( S er v er S es si o n se s si on )  {

S t r i ng  i d  =  se s si on . ge t I d ( ) ;

s e ss i o n . i nv a l i d at e( ) ;
s e ss i o n s. r e mov e ( i d) ;

}

p ub l i c  v oi d  r em ove Ses si o ns ( C ont ex t c on t ex t )  {
E numer a t i on  en u m = s es si o ns . k e ys ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {

Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Se r ve r S ess i on s e ss i o n  =  ( Ser ve r Se ss i on ) s e ss i o n s. ge t ( k ey ) ;
Ap p l i ca t i o n Se ss i on a p pSes s i o n =

s es s i o n . g et A pp l i c at i o n Se ss i on ( c o nt ex t , f a l se ) ;

i f  ( a pp Ses s i o n ! = n u l l )  {
a pp Ses s i o n. i nv al i da t e ( );

}
}

}

/ **
* U s e d b y  co nt e xt  t o  c o nf i g u r e  t h e s e s si on  ma na g er ' s  i n ac t i v i t y  t i me ou t .
*

* T h e  Ses s i o nM ana g er m ay h a v e s o me d e f au l t  se ss i on  t i me  o u t ,  t h e
* C o n t e xt  on  t h e o t h er  ha nd  ha s i t ' s t i meo u t s e t  b y t he  d e pl oy men t
* d e s cr i p t or  ( web . xml ) .  T hi s  m et h od  l e t s  t h e C o n t e xt  co nf o r g ur e t h e
* s e s si on  ma na g er  ac co r di ng  t o  t h i s  v a l u e.
*

* @p a r a m mi n ut e s T he  s e ss i o n  i na c t i vi t y t i m eo ut  i n  m i nu t e s .
*/

p ub l i c  v oi d  s et S es s i o nT i me Ou t ( i nt mi nu t es ) {
i f ( - 1 ! = mi n ut e s)  {

/ /  Th e man a ge r wor ks  wi t h  se co n ds . . .

i n a ct i v e I n t er va l =  ( m i n ut e s * 6 0) ;
}

}
}

SessionInterceptor
pa ck a ge  o r g. ap a ch e. t om cat . r e qu es t ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;

i mpo r t o r g . a pa c he . t o mc a t . ut i l . *;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;
i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *
*  W i l l  p r oc es s  t he  r e q ue st  an d d et er m i n e t he  s e ss i o n  I d,  an d s et  i t
*  i n  t he  Re qu e st .

*  I t  a l s o  m ar k s t h e  s e ss i o n  a s a cc es s ed .
*
*  T h i s  i m pl em ent at i on  on l y  ha nd l es  C o ok i e s  s es s i o ns ,  p l e a se  e x t e nd  or
*  a d d n e w  i nt e r c ep t or s  f or  ot he r  m et h od s.
*

* /
pu bl i c c l a ss  S ess i o n I n t er ce p t o r e xt en d s  B ase I n t er ce p t o r i mp l e men t s  Re q ue st I nt er c ep t o r {

/ / G S ,  s ep a r a t e s  t h e s e s si on  i d  f r om  t h e j v m r ou t e
s t a t i c  f i n a l c h a r SESSI O NI D_ ROUTE _SEP =  ' . ' ;

i nt d e bu g= 0 ;
Con t e x t Man a ge r c m;

p ub l i c  Ses s i o nI n t e r ce pt o r ( ) {
}

p ub l i c  v oi d  s et D eb u g(  i n t i )  {
S y st em . ou t . p r i n t l n( " Se t d eb ug  t o  "  + i ) ;
d e bu g= i ;

}

p ub l i c  v oi d  s et C on t ex t M ana ge r ( Co n t e xt M an ag e r cm  ) {
t h i s . c m=c m;

}

p ub l i c  i nt r e qu e st M ap ( R equ es t r eq u es t )  {
S t r i ng  se ss i on I d = n ul l;

C ook i e  co ok i es [ ] = r e q ue st . ge t C ook i e s ( ) ; / / a s s er t ! =n ul l

f o r (  i n t i = 0 ; i <c oo k i e s. l en gt h ; i + +  )  {
Co o ki e c oo k i e  =  co ok i es [ i ] ;

i f  ( c oo k i e . ge t N ame ( ) . eq ua l s( " J S ESSI O NI D" ) ) {

s es s i o n I d =  co ok i e. ge t Va l u e ( ) ;
s es s i o n I d =v a l i da t eSes s i o nI d ( r eq u es t ,  se ss i on I d ) ;
i f ( se s si on I d! =n u l l ){

r e q ue st . se t R equ es t ed Se s si on I dF r o mCo ok i e( t r u e) ;
}

}
}

S t r i ng  si g= " ; j s es si o ni d= " ;
i n t f o u nd At = - 1 ;

i f ( d e b ug >0  ) c m. l o g ( "  X X X RU RI = " +  r eq u es t . g et Re q ue st U RI ( ) ) ;
i f  ( ( f o un dA t =r e qu es t . g et R eq ue s t URI ( ) . i n d ex Of ( si g) ) ! = - 1 ) {

se s si on I d= r eq ue s t . ge t Re qu e st UR I ( ) . s u bs t r i ng ( f o un dA t +s i g . l e n gt h( ) );
/ /  r e wr i t e  URL,  do  I  ne ed  t o  d o  a ny t hi ng  mo r e ?

r e q ue st . se t Re qu e st UR I ( r eq u es t . g et Re q ue st U RI ( ) . su bs t r i ng ( 0,  f o un d At ) ) ;
se s si on I d= v al i d a t e Se s si on I d( r e q ue st ,  s es s i o nI d );
i f  ( s es s i o n I d ! = n ul l ) {

r eq u es t . s et R eq ue s t e dS ess i o n I d Fr o mURL ( t r ue ) ;
}

}
r e t u r n  0;

}

/ / X X X  w ha t  i s t he  co r r e ct  b e ha vi o r i f  t h e s es si o n i s  i n va l i d  ?

/ / W e  ma y s t i l l  se t  i t a nd  j u st  r e t u r n  se ss i on  i n va l i d .

/ **  V a l i da t e a n d  f i x t h e  s es s i o n i d.  I f  t he  se ss i on  i s  n ot  va l i d  r e t u r n  nu l l .
*  I t  w i l l  a l s o  c l ea n u p t h e  s es s i o n f r o m l oa d- b al an c i n g s t r i n g s.
* @r e t u r n  se ss i on I d,  o r  n ul l  i f n ot  v a l i d

*/
p r i va t e S t r i n g v al i da t e Ses si o nI d( R eq ue s t r e q ue st ,  S t r i ng  s e ss i o n I d ) {

/ /  G S,  We  p i gg y ba ck  t h e J VM  i d  o n t op  o f  t he  se ss i on  c o ok i e
/ /  S ep a r a t e  t h e m . . .

i f ( d e b ug >0  ) c m. l o g ( "  O r i g s e ss i o n I d "  +  s e ss i o n I d ) ;
i f  ( nu l l ! =  se s si on I d)  {

i n t i de x =  se ss i on I d . l a st I nd ex Of ( SE SSI ON I D_ RO UTE_S EP) ;
i f ( i d ex > 0 ) {

s es s i o n I d =  se ss i on I d . su bs t r i ng ( 0,  i d ex ) ;
}

}

i f  ( se s si on I d ! = n u l l & &  se ss i on I d . l e ng t h( ) ! = 0)  {

/ /  GS, We a r e  i n  a  p r ob l e m  h er e , w e  ma y a ct ua l l y  g e t
/ /  mu l t i pl e  S es s i o n c oo ki e s ( o n e f o r  t he  r o ot
/ /  co nt e xt  an d o ne  f o r t h e  r ea l  c on t ex t . . . o r  ol d s es si o n
/ /  co ok i e.  We  m u st  c h ec k f or  v a l i di t y i n  t h e c ur r e n t co n t e x t.
Co n t e xt  ct x =r eq u es t . g et Co n t e xt ( );

Se s si on Man a ge r s M = c t x . g e t Ses s i o nM ana ge r ( ) ;    
i f ( nu l l  ! =  sM. f i nd Se s si on ( ct x,  se ss i on I d ) ) {

r e qu e st . s e t Req u es t e d Se s si on I d( se s si on I d) ;
i f (  de b ug >0  ) c m . l o g( "  F i n a l s e s si on  i d  "  + se s si on I d ) ;
r et u r n  se ss i on I d ;

}
}
r e t u r n  nu l l ;

}

p ub l i c  i nt be f o r eB ody ( Req ue s t r r e qu es t , R e s po ns e  r es p on se  ) {
S t r i ng  r e qS ess i on I d = r e s po ns e . g et S es si o nI d( ) ;

i f ( d e b ug >0  ) c m. l o g ( " Be f or e Bod y "  +  r e qSes s i o nI d ) ;
i f ( r e q Se ss i on I d= =n u l l )

r e t ur n 0 ;

/ /  G S,  se t t he  pa t h  at t r i bu t e  t o  t h e c o o ki e.  Th i s  wa y
/ /  m ul t i p l e  se s si on  co ok i es  c a n b e  us ed ,  o ne  f o r e ac h
/ /  c on t ex t .
S t r i ng  se ss i on Pat h =  r r e q ue st . ge t C ont ex t ( ) . g e t Pat h ( ) ;

i f ( s es s i o nP at h . l e ng t h( ) = = 0 )  {
se s si on Pat h =  " / ";

}

/ /  G S,  pi gg y ba c k t h e  j vm r o ut e  o n t he  s e ss i o n  i d.

i f ( ! se s si on Pat h . e qu a l s ( " / " ) ) {
St r i n g j vm Rou t e = r r e qu es t . g et J vmRo u t e ( ) ;
i f ( nu l l  ! =  j v mR out e)  {

r eq Ses s i o nI d =  r e qSes s i o nI d +  S E SSI O NI D_R OUT E_ SEP  +  j v mRo ut e ;
}

}

C ook i e  co ok i e =  n ew  Co ok i e( " J S ESSI O NI D" ,
r e q Se ss i on I d ) ;

c o ok i e . se t M axA ge( - 1 ) ;

c o ok i e . se t P a t h ( se ss i on Pa t h) ;
c o ok i e . se t V er s i on ( 1 ) ;

r e sp on s e. ad d He a de r (  Co ok i eT oo l s. ge t Co ok i eHea d er Na me( co o ki e) ,
Co ok i eT oo l s. ge t Co ok i eHea d er Va l ue ( c o ok i e ) );

c o ok i e . se t V er s i on ( 0 ) ;
r e sp on s e. ad d He a de r (  Co ok i eT oo l s. ge t Co ok i eHea d er Na me( co o ki e) ,

Co ok i eT oo l s. ge t Co ok i eHea d er Va l ue ( c o ok i e ) );

r e t u r n  0;
}

/ **  N o t i f i c at i o n  o f  c on t ex t s hu t d o wn

*/
p ub l i c  v oi d  c on t ex t Sh ut d own(  Co nt e xt  c t x )

t h r o ws  To mc a t E x ce pt i on
{

i f ( ct x . g et D eb u g( ) >  0  )  ct x. l og ( " R emov i ng s e ss i o n s f r o m " +  c t x );

c t x. ge t Se ss i on Man ag e r ( ) . r emov e Se ss i on s( c t x ) ;
}

}

ServerSession
pa ck a ge  o r g. ap a ch e. t om cat . s e ss i o n ;

i mpo r t o r g . a pa c he . t o mc a t . co r e. *;
i mpo r t or g . a pa c he . t o mc a t . ut i l . St r i n gM ana ge r ;
i mpo r t j a v a. i o . *;
i mpo r t j a v a. ne t . * ;

i mpo r t j a v a. ut i l . * ;
i mpo r t j a v ax . s e r v l e t . * ;
i mpo r t j a v ax . s e r v l e t . h t t p . * ;

/ * *

*  C o r e  i m pl em ent at i on  of  a  se r v e r s e s si on
*
*  @ a ut ho r  J am es D u n ca n  D av i ds on  [ d un c an @e n g. su n . c om]
*  @ a ut ho r  J am es T o d d [ go nz o @e ng . su n. c om]
* /

pu bl i c c l a ss  S er v er S es s i o n {

p r i va t e St r i n gM ana g er s m =
S t r i ng Man ag e r . g et Ma n ag er ( " o r g . ap ac h e. t o mca t . s es si o n" ) ;

p r i va t e Ha s ht ab l e v al ue s  =  n e w Ha s ht ab l e( );
p r i va t e Ha s ht ab l e a pp Se s si on s =  n e w Ha s ht ab l e( ) ;
p r i va t e S t r i n g i d;
p r i va t e l o n g cr e at i on Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;;

p r i va t e l o n g t h i sA c ce ss T i me =  c r e a t i on T i me;
pr i v a t e  i n t i n a ct i v e I n t er va l =  - 1 ;

Ser ve r Se ss i on ( S t r i n g i d )  {
t h i s . i d  =  i d ;

}

p ub l i c  S t r i ng  g e t I d ( )  {
r e t u r n  i d ;

}

p ub l i c  l on g  g et C r e a t i on T i me( )  {
r e t u r n  cr ea t i o n Ti me ;

}

p ub l i c  App l i c at i on Ses si o n ge t Ap pl i ca t i o nSes s i o n( C on t e x t co n t e xt ,
b o ol ea n c r e a t e )  {
A ppl i c a t i on Ses s i o n a pp Se s si on =

( A ppl i c a t i o nSes s i o n) a pp Se s si on s . g et ( co nt e xt ) ;

i f  ( ap p Se ss i on ==  n u l l  & &  c r e a t e ) {

/ /  XXX

/ /  sy nc  t o  en su r e v a l i d ?

ap p Se ss i on = n e w  App l i c at i on Se s si on ( i d , t hi s,  co nt e xt ) ;
ap p Se ss i on s . p ut ( co nt e xt , a pp Se s si on ) ;

}

/ /  X XX
/ /  m ak e  s ur e  t h at  w e  h av e n' t g on e o ve r t he  e n d o f  ou r
/ /  i na c t i ve  i n t er va l  - - i f s o ,  i nv a l i da t e a n d  c r e a te
/ /  a  n e w ap p Se s si on

r e t u r n  ap pS ess i on ;
}

v oi d r emov e Ap pl i ca t i o nS ess i o n ( Con t ex t c on t e x t )  {

a p pSes s i o ns . r e mov e( c on t e x t ) ;
}

/ **
* C a l l e d b y c o n t e x t w h e n r e q ue st  co me s  i n s o t h a t a c c es se s  a nd

* i n a ct i v i t i es ca n  b e d ea l t  wi t h  ac co r di ng l y.
*/

v oi d v al i d a t e ( )

sy nc h r o ni z ed  v o i d  i n va l i d at e ( )  {

E numer a t i on  en u m = a pp Se s si on s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;
Ap p l i ca t i o n Se ss i on a p pSes s i o n =

( Ap p l i c at i o n Se ss i on ) a p pSes s i o ns . ge t ( k ey ) ;

ap p Se ss i on . i n va l i d at e ( ) ;
}

}

p ub l i c  v oi d  p ut V al u e( St r i n g n ame,  Ob j e c t v a l ue ) {
i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " s er v er Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e mo ve Val ue ( na me) ;  / /  r e mo ve  an y e xi st i ng  b i nd i n g
v a l u es . pu t ( n am e, v a l ue );

}

p ub l i c  O bj e ct  g e t V a l u e( S t r i n g n am e) {
i f  ( na me = =  nu l l )  {

St r i n g msg = sm . ge t S t r i ng ( " s er v er Se s si on . va l u e . i ae " );

t h r ow  n e w I l l eg a l Ar g u me nt E xc ep t i o n( m sg ) ;
}

r e t u r n  va l u e s. g et ( n a me );
}

p ub l i c  E nu mer at i on  ge t V a l u eN ame s( )  {
r e t u r n  va l u e s. k ey s( ) ;

}

p ub l i c  v oi d  r em ove Val ue ( St r i n g na me)  {
v a l u es . r e mo v e( n ame) ;

}

p ub l i c  v oi d  s et M ax I na ct i ve I n t er va l ( i nt i n t e r va l )  {
i n ac t i v eI nt e r v a l = i nt er v al ;

}

p ub l i c  i nt ge t M axI n ac t i v eI nt e r v al ( ) {
r e t u r n  i n ac t i v e I n t e r va l ;

}     

/ / X XX
/ / sy n c' d f or  s a f t y - - n o o t h er  t h r e ad  sh ou l d b e  ge t t i ng  s o me t h i ng
/ / f r o m t h i s w h i l e  we  a r e r e a pi ng .  T hi s  i sn ' t t h e  m os t  o pt i ma l
/ / s o l ut i o n  f or  t h i s,  b u t w e ' l l  d e t e r m i ne  s o me t h i ng  e l se  l a t e r .

s yn ch r on i z e d v o i d r ea p( )  {
E numer a t i on  en u m = a pp Se s si on s . k ey s ( ) ;

w hi l e ( en um . ha s Mo r e E l e me n t s ( ) )  {
Ob j ec t k ey  = en u m. ne x t El e men t ( ) ;

Ap p l i ca t i o n Se ss i on a p pSes s i o n =
( Ap p l i c at i o n Se ss i on ) a p pSes s i o ns . ge t ( k ey ) ;

ap p Se ss i on . va l i d at e( ) ;
}

}
}

p r i v at e l on g l as t A c ce s se d =  c r e a t i on T i me;
p r i va t e i n t i na c t i v eI nt e r v al = - 1 ;

v oi d  a cc e ss ed ( ) {
/ /  s et  l a st  ac c es se d  t o t hi sA c ce ss T i me a s i t  wi l l  be  l e f t  o v er
/ /  f r o m  t he  pr e vi ou s  a cc e ss
l a st Ac c es se d =  t h i s A cc es s Ti me ;
t h i s Ac c es sT i me = Sy s t e m. c ur r e n t T i m eMi l l i s( ) ;

v a l i da t e( ) ;
}

v oi d v al i d a t e ( )  {

/ /  i f we h a v e a n i n a ct i v e  i nt e r v al ,  c he c k t o  se e i f w e ' ve  e x ce e de d 
it

i f  ( i n a ct i v e I n t er va l ! = - 1)  {
i n t t hi s I n t er va l =

( i n t ) ( S ys t e m. c ur r en t T i me Mi l l i s( )  - l a st Ac c es se d ) / 1 00 0 ;

i f  ( t hi s I n t er va l >  i n ac t i v eI nt e r v al )  {
i nv a l i d at e( ) ;

}
}

}

p ub l i c  l o ng  g e t L as t Ac c es se d Ti me ( ) {
i f  ( va l i d ) {

r e t ur n l as t Ac ce s se d;
}  el se  {

St r i n g msg = sm . ge t S t r i ng ( " a pp l i c at i on Se s si on . se ss i on . i s e" ) ;

t h r ow  n e w I l l eg a l St a t eExc e pt i o n ( msg ) ;

}
}

p ub l i c  l o ng  g e t L as t Ac c es se d Ti me ( ) {

r e t u r n  l a st A cc e ss ed ;
}

p r i v at e l on g l as t A c ce s se d =  c r e a t i on T i me;

v oi d  a cc e ss ed ( ) {

/ /  s et  l a st  ac c es se d  t o t hi sA c ce ss T i me a s i t  wi l l  be  l e f t  o v er
/ /  f r o m  t he  pr e vi ou s  a cc e ss

l a st Ac c es se d =  t h i s A cc es s Ti me ;

t h i s Ac c es sT i me = Sy s t e m. c ur r e n t T i m eMi l l i s( ) ;

}

vo i d  va l i d at e( )  {
/ /  i f we h a v e a n i n a ct i v e  i nt e r v al ,  c he c k t o  se e i f
/ /  w e' v e e x c ee d ed  i t

i f  ( i na ct i ve I n t er va l ! =  - 1)  {
i n t t hi s I n t er va l =

( i n t ) ( S ys t e m. c ur r en t T i me Mi l l i s( )  -

l a st A cc es s ed ) /  1 00 0 ;

i f  ( t hi s I n t er va l >  i n ac t i v eI nt e r v al )  {
i nv a l i d at e( ) ;

Ser v er S es si o nMan a ge r s sm =
Se r ve r S ess i o n Ma na g er . g e t Man a ge r ( ) ;

s sm . r e mov eS ess i o n ( t hi s );
}

}
}

p r i v at e l on g l as t A c ce s se dT i me =  cr ea t i o nT i me ;

/ **
* R e t ur n t he  l a st  t i me  t h e c l i en t  s en t  a  r e qu es t  

as so c i a t e d  w i t h  t hi s
* s e s si on ,  a s t he  nu mb e r o f  mi l l i se co n ds  s i nc e mi d ni g ht , 

Ja nu a r y  1 ,  1 97 0
* G M T.  A c t i on s  t h at  y o ur  a p pl i c a t i on  t a ke s , s u c h a s  

ge t t i ng  o r  s et t i n g
* a v al ue  as so c i a t ed  w i t h  t h e s e s si on ,  d o n ot  a f f e ct  t h e 

ac ce s s t i m e.

*/
p ub l i c  l on g  g et L as t Ac ce s se dT i me ( )  {

r e t u r n  ( t hi s . l a st Ac c es se d Ti me ) ;

}

t h i s . l a st Ac c es s ed Ti m e = t i me;

/ **

* U p d at e t he  a c ce s se d t i me i nf or m at i o n  f or  t h i s  se ss i on .  
Th i s  me t h o d

* s h o ul d b e c a l l e d  b y t he  c o nt ex t  w he n  a  r e qu es t  c om es i n  
f o r a  p ar t i c ul a r

* s e s si on ,  e ve n  i f  t he  ap pl i ca t i o n d o e s n o t  r ef e r e nc e  i t .

*/
p ub l i c  v oi d  a cc e ss ( ) {

t h i s . l a st Ac c es s ed Ti m e = t hi s. t hi sA c ce ss e dT i m e;

t h i s . t h i s Ac c es s ed Ti m e = Sys t e m. c ur r en t T i me Mi l l i s( ) ;
t h i s . i s Ne w= f al s e;

}

l as t Ac ce s se dT i me =  0L ;

l as t Ac ce s se dT i me =  ( ( L on g)  st r e a m. r e a dObj e ct ( ) ) . l on g Va l u e ( ) ;
m axI na c t i ve I nt e r v al = ( ( I nt eg e r )  

st r e a m. r e a dObj e ct ( ) ) . i n t Val u e( );

i s Ne w =  ( ( B ool e an ) s t r ea m. r ea d Ob j e c t ( ) ) . bo ol e an Va l ue ( ) ;

st r e a m. wr i t e Ob j ec t ( n ew Lo ng ( l a st A cc es s ed Ti m e) );

s M. a cc es s ed ( c t x,  r e qu e st , s es si o nI d ) ;

p ub l i c  v o i d  a c ce ss e d(  Co nt e xt  c t x,  R e qu es t  r eq ,  S t r i ng  i d  )  {
A ppl i c a t i on Ses s i o n a pS=( App l i c at i o n Se ss i on ) f i nd Se s si on (  c t x ,  

i d ) ;
i f ( ap S== nu l l )  r e t u r n;

S er v er S es si o n s er vS= ap S. g et Se r ve r S ess i o n ( ) ;
s e r v S. a cc es s ed ( );
a p S. ac c es se d ( ) ;

/ /  c ac h e i t  - n o n e e d t o  co mp u t e  i t  a ga i n
r e q. se t Se ss i on (  a pS );

}

/ **
* I n v al i d a t e  a l l s es si o ns  t h at  h a ve  e x pi r e d .

*/
p r i va t e v o i d pr o ce s sExp i r e s( )  {

l o ng  t i me No w =  Sy st e m. cu r r e nt T i meM i l l i s ( );

S ess i o n  s es s i o n s[ ] =  f i n d Se ss i on s( ) ;

f o r ( i n t i =  0 ;  i  <  se ss i on s. l en gt h ; i + + ) {
St a nd ar d Se s si on se ss i on  =  ( St a n da r d Ses si o n)  s e ss i o n s[ i ] ;
i f  ( ! se s si o n. i s V al i d ( ))

c on t i n u e;
i n t max I na c t i ve I nt er v al =  se ss i on . g e t Max I na ct i ve I n t er va l ( ) ;
i f  ( max I na c t i ve I nt er v al <  0)

c on t i n u e;
i n t t i m eI d l e = / / T r u nc at e , d o  no t r ou nd  up

( i n t ) ( ( t i m eNo w - s es s i o n. g et La s t Acc e ss ed T i me( ) ) / 
10 00 L );

i f  ( t i m eI d l e >=  ma xI n ac t i v eI nt e r v al )
s es s i o n . e xp i r e ( ) ;

}

}

/ **

* M a r k t h e  s pe c i f i ed  s e ss i o n ' s  l a st  a c ce ss e d t i m e.   T hi s s ho ul d  b e

* c a l l e d f or  e a ch  r e qu e st  b y  a  R equ es t I n t e r ce pt o r .

*

* @p a r a m s es si o n T he  s e ss i o n  t o b e ma r ke d

*/

p ub l i c  v oi d  a cc e ss e d( Co n t e xt  ct x,  Re qu e st  r e q,  S t r i ng  i d ) {

H t t p Se s si on se s si on = f i nd Ses si o n( ct x , i d ) ;

i f ( s e s si on  ==  nu l l )  r et u r n ;

i f  ( se s si on  i n s t a nc e of S ess i o n )

( ( S es si o n)  se ss i on ) . a cc es s ( ) ;

/ /  c ac h e t h e  H t t p Se s si on - av o i d  a n ot he r  f i n d

r e q. se t Se ss i on (  s es s i o n ) ;

}
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AspectJ™ is…

• a small and well -integrated extension to Java™
– outputs .class files compatible with any JVM
– all Java programs are AspectJ programs

• a general-purpose AO language
– just as Java is a general-purpose OO language 

• includes IDE supp ort
– emacs, JBuilder, Forte 4J, Eclipse

• freely available implementation
– compiler is Open Source

• active user community
– aspectj-users@eclipse.org
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• java code base with 10,000 files and 500 developers
• AspectJ captured logging, error handling, and profili ng po licies

– Packaged as extension to Java language
– Compatible with existing code base and platform

AspectJ applied to a large 
midd leware system

existing po licy implementations

• affect every file
– 5-30 page policy documents
– applied by developers

• affect every developer
– must understand policy document

• repeat for new code assets
• awkward to support variants

– complicates product line
• don ’t even think abou t 

changing the po licy

policies implemented with AspectJ

• one reusable crosscutt ing modu le
– policy captured explicitly
– applies policy uniformly for all time

• written by central team
– no burden on other 492 developers

• automatically applied to new code
• easy plug and u nplug

– simplifies product line issues
• changes to policy happen in one 

place
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looking ahead

AspectJ language

langu age mechanisms:

crosscutting in the code
mechanisms AspectJ provides

problem structure
examples:

crosscutting in the design, and
how to use AspectJ to capture that
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langu age mechanisms

• goal: present basic mechanisms
– using one simple example

• emphasis on what the mechanisms do
• small scale motivation

• later
– environment, tools
– larger examples, design and SE issues
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basic mechanisms

• 1 overlay onto Java
– dynamic join points 

• “points in the execution” of Java programs

• 4 small additions to Java
– pointcuts

• pick out join points and values at those points 
– primitive, user-defined pointcuts

– advice
• additional action to take at join points in a pointcut

– inter-type declarations (aka “open classes”)
– aspect

• a modular unit of crosscutting behavior
– comprised of advice, inter-type, pointcut,

field, constructor, and method declarations

OOPSLA '04
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a simple figure editor

operations that 
move elements

factory methods
Display

*

2Point

getX()
getY()
setX(int)
setY(int)
moveBy(int, int)

Line

getP1()
getP2()
setP1(Point)
setP2(Point)
moveBy(int, int)

Figure

makePoint(..)
makeLine(..)

FigureElement

moveBy(int, int)
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a simple figure editor

class Line i mpl ement s Figure Eleme nt{
priv ate Point p1,  p2;
Poin t get P1() {  re tu rn p1; }
Poin t get P2() {  re tu rn p2; }
void setP 1(Po i nt p 1) { thi s.p1 = p1; }
void setP 2(Po i nt p 2) { thi s.p2 = p2; }
void moveBy( i nt dx , int dy ) { . . . }

}

class Point imp l ements Figur eElement {
priv ate i nt x =  0,  y = 0;
int getX( ) { r etur n x; }
int getY( ) { r etur n y; }
void setX ( int x) {  t his .x = x; }
void setY ( int y) {  t his .y = y; }
void moveBy( i nt dx , int dy ) { . . . }

}

OOPSLA '04
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display upd ating

• collection o f f igure elements
– that move periodically
– must refresh the display as needed
– complex collection
– asynchronous events

• other examples
– session liveness
– value caching

we will initially assume 
just a single display
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a Line

a Point

join points

returning o r 
throwing

dispatch

dispatch

key points in dynamic call graph

a method call

returning o r throwing
a method execution

returning o r throwing
a method execution

imagine l. moveBy(2, 2)
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join point terminology

• several kinds of join po ints
– method & constructor call
– method & constructor execution
– field get & set
– exception handler execution
– static & dynamic initialization

a Line

dispatch

method call 
join po ints

method 
execution 
join po ints
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join point terminology

all join points on this slide are 
within the control flow of

this join point

key points in dynamic call graph

a Point

a Line

a Point

imagine l. moveBy(2, 2)
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ca l l( vo i d Li ne.s et P1(Poi nt) )

primitive pointcuts

a pointcut is a kind o f predicate on join po ints that:
– can match or not match any given join point and
– optionally, can pull out some of the values at that join point

“ a means of identifying join po ints”

matches if the join point is a method call with this signature
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pointcut composition

whenever a Line receives a 
“void setP1(Point)” or “void setP2(Point)” method call

or

a “void Line.setP2(Point)” call

a “void Line.setP1(Point)” call

ca l l( vo i d Li ne.s et P1(Poi nt)) | | 
ca l l( vo i d Li ne.s et P2(Poi nt));

pointcuts compose like predicates, using &&, || and !

OOPSLA '04
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user-defined pointcuts

user-defined (aka named) pointcuts
– can be used in the same way as primitive pointcuts

defined using the pointcut construct

poin t cut move ( ): 
ca l l( vo i d Li ne.s et P1(Poi nt)) | | 
ca l l( vo i d Li ne.s et P2(Poi nt));

name parameters

more on parameters 
and how pointcut can 
expose values at join 
points in a few slides
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pointcuts

primitive pointcut, can also be:
- call, execution - this, target
- get, set - within, withincode
- handler - cflow, cflowbelow
- initialization, staticinitialization

poin t cut move ( ): 
ca l l( vo i d Li ne.s et P1(Poi nt)) | | 
ca l l( vo i d Li ne.s et P2(Poi nt));

user-defined pointcut

OOPSLA '04
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poin t cut move ( ): 
ca l l( vo i d Li ne.s et P1(Poi nt)) | | 
ca l l( vo i d Li ne.s et P2(Poi nt));

afte r () r etur ning: move() {
<code here runs after each move>

}

after advice action to take after
computation und er join po ints

a Line

after advice runs
“on the way back out”
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a simple aspect

an aspect defines a special class 
that can crosscut other classes

DisplayUpdating v1

box means complete running code

aspect Disp l ayUpdati ng {

poin t cut move ( ): 
ca l l( vo i d Li ne.s et P1(Poi nt)) | | 
ca l l( vo i d Li ne.s et P2(Poi nt));

afte r () r etur ning: move() {
Di splay . update() ;

}
}

OOPSLA '04
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withou t AspectJ

• what you would expect
– update calls are tangled through the code
– “what is going on” is less explicit

class Line {
priv ate Point p1,  p2;

Poin t get P1() {  re t urn p1; }
Poin t get P2() {  re t urn p2; }

void set P1(Po i nt p 1) {
th i s.p 1 = p 1;
Di spla y .upd ate() ;

}
void set P2(Po i nt p 2) {

th i s.p 2 = p 2;
Di spla y .upd ate() ;

}
}

DisplayUpdating v1
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pointcuts
can cut across multiple classes

poin t cut move ( ):
ca l l( vo i d Li ne.s et P1(Poi nt)) | | 
ca l l( vo i d Li ne.s et P2(Poi nt)) | |
ca l l( vo i d Point. se tX( int ) )   | |
ca l l( vo i d Point. se tY( int ) );
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pointcuts
can use interface signatures

poin t cut move ( ):
ca l l( vo i d Fi gure El ement. moveBy( in t , in t ) ) ||
ca l l( vo i d Li ne.s et P1(Poi nt))              ||
ca l l( vo i d Li ne.s et P2(Poi nt))              ||
ca l l( vo i d Point. se tX( int ) )                ||
ca l l( vo i d Point. se tY( int ) );
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a multi-class as pect
DisplayUpdating v2

aspect Disp l ayUpdati ng {

poin t cut move ( ):
ca l l( vo i d Fi gure El ement. moveBy( in t , in t ) ) ||
ca l l( vo i d Li ne.s et P1(Poi nt))              ||
ca l l( vo i d Li ne.s et P2(Poi nt))              ||
ca l l( vo i d Point. se tX( int ) )                ||
ca l l( vo i d Point. se tY( int ) );

afte r () r etur ning: move() {
Di splay . update() ;

}
}
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poin t cut move ( Figu re Elemen t fig Elt ) :
ta r get( f igE l t ) & & 
( call( void Figur eElement . moveBy(i nt , i nt )) ||

call( void Line. se tP1(Po i nt))              ||
call( void Line. se tP2(Po i nt))              ||
call( void Point .s etX( in t ))                ||
call( void Point .s etY( in t )));

afte r (Fig ureE l ement fe ) re t urni ng: move( fe ) {
<fe is bound to the figure element>

}

using values at join points

• pointcut can explicitly expose certain values
• advice can use those va lues

parameter 
mechanism 
being used
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explaining parameters…

• variable is bound by user-defined pointcut declaration
– pointcut supplies value for variable
– value is available to all users of user-defined pointcut

pointcut parameters
poin t cut move ( Line l ): 

ta r get( l ) & &
( call( void Line. se tP1(Po i nt)) ||  

call( void Line. se tP2(Po i nt)) ) ;

afte r (Lin e li ne) r et urning : move(li ne) {
<line is bound to the line>

}

typed variable in place of type name

of user-defined pointcut designator
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explaining parameters…

• variable is bound by advice declaration
– pointcut supplies value for variable
– value is available in advice body

poin t cut move ( Line l ): 
ta r get( l ) & &
( call(v oid Line. se tP1(Po i nt)) ||  

call(v oid Line. se tP2(Po i nt)) ) ;

afte r (Lin e li ne) r et urning : move(li ne) {
<line is bound to the line>

}

typed variable in place
of type nameadvice parameters

of advice
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explaining parameters…

• value is ‘pu lled’
– right to left across ‘:’         left side : right side
– from pointcuts to user-defined pointcuts
– from pointcuts to advice, and then advice body

poin t cut move ( Line l ): 
ta r get( l ) & &
( call( void Line. se tP1(Po i nt)) ||  

call( void Line. se tP2(Po i nt)) ) ;

afte r (Lin e li ne) r et urning : move(li ne) {
<line is bound to the line>

}
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target

target( TypeName | FormalReference )

does two things:
- exposes target
- predicate on join po ints - any join po int at which target ob ject
is an instance of type name (a dynamic test)

target(Point )
target(Line )
target(FigureElement )

“ any join po int” means it matches join po ints of all kinds
• method call join points
• method & constructor execution join points
• field get & set join points
• dynamic initialization join points

primitive pointcut designator
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idiom for…

target( SupertypeName ) &&

• does not further restrict the join po ints
• does pick up the target object

gett ing target ob ject in a polymorphic pointcut

poin t cut move ( Figu re Elemen t fig Elt ) :
ta r get( f igE l t ) & & 
( call( void Line. se tP1(Po i nt)) ||  

call( void Line. se tP2(Po i nt)) ||
call( void Point .s etX( in t ))   ||
call( void Point .s etY( in t )));

afte r (Fig ureE l ement fe ) re t urni ng: move( fe ) {
<fe is bound to the figure element>

}

OOPSLA '04
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pointcuts
can expose values at join po ints

poin t cut move ( Figu re Elemen t fig Elt ) :
ta r get( f igE l t ) & &
( call( void Figur eElement . moveBy( i nt , i nt )) ||

call( void Line. se tP1(Po i nt))              ||
call( void Line. se tP2(Po i nt))              ||
call( void Point .s etX( in t ))                ||
call( void Point .s etY( in t )));
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context & multiple classes
DisplayUpdating v3

aspect Disp l ayUpdati ng {

poin t cut move ( Figu re Elemen t fig Elt ) :
ta r get( f igE l t ) & & 
( call( void Figur eElement . moveBy(i nt , i nt )) ||

call( void Line. se tP1(Po i nt))              ||
call( void Line. se tP2(Po i nt))              ||
call( void Point .s etX( in t ))                ||
call( void Point .s etY( in t )));

afte r (Fig ureE l ement fe ) re t urni ng: move( fe ) {
Di splay . update(f e) ;

}
}
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withou t AspectJ
class Line {

private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;

}
void setP2(Point p2) {

this .p2 = p2;

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;

}
void setY( int y) {    

this .y = y;

}
void moveBy( int dx , int dy ) { … }

}
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withou t AspectJ
DisplayUpdating v1

class Line {
private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;
Display.update ();

}
void setP2(Point p2) {

this .p2 = p2;
Display.update ();

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;

}
void setY( int y) {    

this .y = y;

}
void moveBy( int dx , int dy ) { … }

}
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withou t AspectJ
DisplayUpdating v2

class Line {
private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;
Display.update ();

}
void setP2(Point p2) {

this .p2 = p2;
Display.update () ;

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;
Display.update ();

}
void setY( int y) {    

this .y = y;
Display.update ();

}
void moveBy( int dx , int dy ) { … }

}
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withou t AspectJ

• no locus of “ display upd ating”
– evolution is cumbersome
– changes in all classes
– have to track & change all callers

DisplayUpdating v3
class Line {

private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;
Display.update(this );

}
void setP2(Point p2) {

this .p2 = p2;
Display.update(this );

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;
Display.update(this );

}
void setY( int y) {    

this .y = y;
Display.update(this );

}
void moveBy( int dx , int dy ) { … }

}
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with AspectJ
class Line {

private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;

}
void setP2(Point p2) {

this .p2 = p2;

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;

}
void setY( int y) {    

this .y = y;

}
void moveBy( int dx , int dy ) { … }

}
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with AspectJ

aspect Disp l ayUpdati ng {

pointcut move():
call(void Line.setP1(Point)) ||            
call(void Line.setP2(Point));

after() returning: move() {
Display.update ();

}
}

DisplayUpdating v1
class Line {

private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;

}
void setP2(Point p2) {

this .p2 = p2;

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;

}
void setY( int y) {    

this .y = y;

}
void moveBy( int dx , int dy ) { … }

}
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with AspectJ
DisplayUpdating v2

aspect Disp l ayUpdati ng {

pointcut move():
call(void FigureElement.moveBy(int , int ) ||  
call( void Line.setP1(Point))             ||
call( void Line.setP2(Point))             ||
call(void Point.setX(int ))               ||
call(void Point.setY(int ));

after () returning: move() {
Display.update ();

}
}

class Line {
private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;

}
void setP2(Point p2) {

this .p2 = p2;

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;

}
void setY( int y) {    

this .y = y;

}
void moveBy( int dx , int dy ) { … }

}
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• clear display updating module
– all changes in single aspect
– evolution is modular

aspect Disp l ayUpdati ng {

pointcut move( FigureElement figElt ):
target(figElt ) && 
( call( void FigureElement.moveBy(int , int ) ||

call( void Line.setP1(Point))             ||
call( void Line.setP2(Point))             ||
call( void Point.setX(int ))               ||
call( void Point.setY(int )) ) ;

after ( FigureElement fe ) returning: move( fe ) {
Display.update(fe );

}
}

with AspectJ
DisplayUpdating v3

class Line {
private Point p1, p2;

Point getP1() { return p1; }
Point getP2() { return p2; }

void setP1(Point p1) {
this .p1 = p1;

}
void setP2(Point p2) {

this .p2 = p2;

}
void moveBy( int dx , int dy ) { … }

}

class Point {

private int x = 0, y = 0;

int getX () { return x; }
int getY () { return y; }

void setX( int x) {    
this .x = x;

}
void setY( int y) {    

this .y = y;

}
void moveBy( int dx , int dy ) { … }

}
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aspects crossc ut classes

aspect modularity cuts across 
class modu larity

DisplayUpdating

Display

*

2Point

getX()
getY()
setX(int)
setY(int)
moveBy(int, int)

Line

getP1()
getP2()
setP1(Point)
setP2(Point)
moveBy(int, int)

Figure

makePoint(..)
makeLine(..)

FigureElement

moveBy(int, int)
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advice is

• before before proceeding at join po int

• after returning a value at join po int

• after throwing a throwable at join po int

• after returning at join po int either way

• aroun d on arrival at join po int gets explicit
control over when&if program proceeds

additional action to take at join po ints

OOPSLA '04
52

contract check ing

• pre-conditions
– check whether parameter is valid

• post-conditions
– check whether values were set

• cond ition enforcement
– force parameters to be valid

simple example of before/after/around
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pre-cond ition
using before advice

aspect Poin t BoundsPr eConditi on {

befo r e( in t newX):
call( void Poin t. setX( i nt )) && ar gs(n ewX) {

as sert newX >= MIN _X;
as sert newX <= MAX_X;

}
befo r e( in t newY):

call( void Poin t. setY( i nt )) && ar gs(n ewY) {
as sert newY >= MIN _Y;
as sert newY <= MAX_Y;

}
}

what follows the ‘:’ is 
always a pointcut –
primitive or user-defined
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post-cond ition

aspect Poin t BoundsPost Condit i on {

afte r (Poi nt p, int newX) r eturn i ng:
call( void Poin t. setX( i nt )) && t arget (p ) && ar gs(n ewX) {

as sert p.ge t X() == newX;
}

afte r (Poi nt p, int newY) r eturn i ng:
call( void Poin t. setY( i nt )) && t arget (p ) && ar gs(n ewY) {

as sert p.ge t Y() == newY;
}

}

using after advice
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cond ition enforcement

aspect Poin t BoundsEnfo rcemen t {

void arou nd( i nt newX):
call( void Poin t. setX( i nt )) && ar gs(n ewX) {

pr oceed ( cl i p(ne wX, MIN_ X, MA X_X) );
}

void arou nd( i nt newY):
call( void Poin t. setY( i nt )) && ar gs(n ewY) {

pr oceed ( cl i p(ne wY, MIN_ Y, MA X_Y) );
}

priv ate i nt c l ip( i nt val , i nt mi n, i nt max ) {
re t urn Math . max( min, Math.min ( max, val )) ;

}
}

using around advice
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special method

for each around advice with the signature

ReturnType ar ound( T1 arg1, T2 arg 2, …)

there is a special method with the signature

ReturnType pr oce ed( T1, T2, …)

available only in around advice

means “run what would have run if this around advice had not been 
defined”
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aspect Poin t Caching {

priv ate MyLookupTabl e cach e = n ew MyLook upTable ( ) ;

Poin t aro und( i nt x, int y) :
call( Poin t . new( i nt , in t )) & & ar gs(x , y) {

Poi nt r et =  cach e. lookup ( x, y ) ;
if (ret ==  null ) {

ret =  pr ocee d( x, y);
cac he.a dd(x , y, ret) ;

}
re t urn r et;

}
}

extra: caching
using around advice
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property-based crosscutt ing

• crossc uts of method s with a common property
– public/private, return a certain value, in a particular package

• logg ing, debugg ing, profili ng
– log on entry to every public method

package com.p arc.print ;
public class C1 {

…
public void foo () {

A.doSomet hing (…);
…

}
…

}

package com.p arc.scan ;
public class C2 {

…
public int f rotz () {

A.doSomet hing (…);
…

}
public int bar() {

A.doSomet hing (…);
…

}
…

}

package com.p arc.copy ;
public class C3 {

…
public Stri ng s1() {

A.doSomet hing (…);
…

}
…

}
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property-based crosscutt ing

consider code maintenance
• another programmer adds a pub lic method

• i.e. extends public interface – this code will still work
• another programmer reads this code

• “what’s really going on” is explicit

aspect Publ i cEr r orLo gging {

Logg er lo g = Logge r. global ;

poin t cut publ i cInt er face () :
ca l l( public * co m.bigbox co..* . *(. . ));

afte r () t hrow i ng ( Er ror e) : pub l icI nterf ace() {
lo g.war ning ( e);  

}
}

neatly captures public 
interface of my packages
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wildcarding in po intcuts

target ( Poin t )
target ( grap hics . geom.P oint )
target ( grap hics . geom.* ) any type in graphics .geom
target ( grap hics . .* ) any type in any sub-package

of graphics

call( void Point . setX ( i nt ))
call( public * P oint. *( ..) ) any pub lic method on Point
call( public * * ( ..) ) any pub lic method on any type

call( void Point . setX ( i nt ))
call( void Point . setY (* ))
call( void Point . set * (* ))
call( void set*( * )) any setter

call(P oint. new( i nt , in t ))
call( new(.. )) any constructor

“*” is wild card
“..” is multi-part wild card
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special value

thisJoinPoint .

Signature  get Si gnature ()

Object[]   get Ar gs()

...

available in any advice

(also thisJoinPoi nt StaticPart with only the
statically determinable portions)

* introspective subset of reflection consistent with Java

reflective* acces s to the join point
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using thisJoinPoint

aspect Publ i cEr r orLo gging {

Logg er lo g = Logge r. global ;

poin t cut publ i cInt er face () :
ca l l( public * co m.bigbox co..* . *(. . ));

afte r () t hrow i ng ( Er ror e) : pub l icI nterf ace() {
lo g.thr owin g(

tjp . get Signa tu re().g etDec l ari ngTyp e( ).getN ame() ,
tjp . get Signa tu re().g etName(),
e); 

}
} using thisJoinPoint makes it possible 

for the advice to recover information 
about where it is running

in h ighly polymorphic advice

please read as 
thisJoinPoint
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other primitive po intcuts

this( TypeName )
within( TypeName )

withincode ( MemberSignature )

any join po int at which
currently executing ob ject is an instance of type name
currently executing code is contained within type name
currently executing code is specified method s or constructors

get( in t Point.x )
set( in t Point.x )

field reference or ass ignment join po ints
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fine-grained protection

class Figur e {
publ i c Li ne  makeL in e(Line p1, Line p2)  { new Li ne...  }
publ i c Poi nt makePoi nt( int x, i nt y)    { new Poi nt.. . }
...

}

aspect Fact oryE nforc ement {
poin t cut i lle galNe wFigElt ( ) :

( call(P oint . new( .. )) || call( Line . new( .. ))) 
&& ! wit hinc ode(* Figure. make * ( ..) ) ;

befo r e(): ill egalN ewFigElt ( ) {
th r ow new Er ror( "Use fac t ory meth od in st ead.") ;

}
}

want to ensure that any creation of 
figure elements goes through the 
factory methods

a run-time error
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fine-grained protection

class Figur e {
publ i c Li ne  makeL in e(Line p1, Line p2)  { new Li ne...  }
publ i c Poi nt makePoi nt( int x, i nt y)    { new Poi nt.. . }
...

}

aspect Fact oryE nforc ement {
poin t cut i lle galNe wFigElt ( ) :

( call(P oint . new( .. )) || call( Line . new( .. ))) 
&& ! wit hinc ode(* Figure. make * ( ..) ) ;

decl are er ror : ill egalNewF i gElt ( ):
"Use fa ctor y method inst ead." ;

}
}

must be a “static pointcut”

a compile-time error

want to ensure that any creation of 
figure elements goes through the 
factory methods
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fine-grained protection

class Figur e {
publ i c Li ne  makeL in e(Line p1, Line p2)  { new Li ne...  }
publ i c Poi nt makePoi nt( int x, i nt y)    { new Poi nt.. . }
...

}

aspect Fact oryE nforc ement {
poin t cut i lle galNe wFigElt ( ) :

ca l l(Fi gure Eleme nt +. new( . .)) 
&& ! wit hinc ode(* Figure. make * ( ..) ) ;

decl are er ror : ill egalNewF i gElt ( ):
"Use fa ctor y method inst ead." ;

}
}

must be a “static pointcut”

a compile-time error

want to ensure that any creation of 
figure elements goes through the 
factory methods

all subtypes
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fine-grained protection

class Line i mpl ement s Figure Eleme nt {
priv ate Point p1,  p2;
Poin t get P1() {  re tu rn p1; }
Poin t get P2() {  re tu rn p2; }
void setP 1(Po i nt p 1) { thi s.p1 = p1; }
void setP 2(Po i nt p 2) { thi s.p2 = p2; }
void moveBy( i nt dx , int dy ) { . . . }

stat i c as pect Sett er Enforc ement {
declare err or: set (Point Line . *) && 

! wi thinco de( vo i d Li ne.s et P*(Poi nt))
" Use sett er me th od.";

}
}

as a static inner aspect
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fine-grained protection

class Line i mpl ement s Figure Eleme nt {
priv ate Point p1,  p2;
Poin t get P1() {  re tu rn p1; }
Poin t get P2() {  re tu rn p2; }
void setP 1(Po i nt p 1) { thi s.p1 = p1; }
void setP 2(Po i nt p 2) { thi s.p2 = p2; }
void moveBy( i nt dx , int dy ) { . . . }

stat i c as pect Sett er Enforc ement {
declare err or: set (Point Line . *) && 

! wi thinco de( vo i d Li ne.s et P*(Poi nt))
" Use sett er me th od, ev en in side Line class ." ;

}
}

as a static inner aspect
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other primitive po intcuts

execution(voi d Point.setX(int ) )
method /constructor execution join po ints (actual runn ing method )

initializatio n(P oint )
object initialization join points

staticinitial i za t ion(Point )
class initialization join po ints (as the class is loaded)
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cflow ( Pointcut )
all j oin po ints in the dynamic control flow of any 
join po int picked ou t by Pointcut

cflowbelow ( Pointcut )
all j oin po ints in the dynamic control flow below
any join po int picked ou t by Pointcut

other primitive po intcuts
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only top-level moves
DisplayUpdating v4

aspect Disp l ayUpdati ng {

poin t cut move ( Figu re Elemen t fe ) :
ta r get( f e) &&
( call( void Figur eElement . moveBy( i nt , i nt )) ||

call( void Line. se tP1(Po i nt))              ||
call( void Line. se tP2(Po i nt))              ||
call( void Point .s etX( in t ))                ||
call( void Point .s etY( in t )));

poin t cut t opLevelM ove(Figu r eEle ment fe ):
move(fe ) && ! cfl owbelow( move( Figu r eEle ment )) ;

afte r (Fig ureE l ement fe ) re t urni ng: t opLe ve lMove( f e) {
Di splay . update(f e) ;

}
}
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inter-type declarations

• li ke member declarations...

long l = 37;
void m() { ... }
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inter-type declarations

• li ke member declarations, but with a 
TargetType

long TargetType.l = 37;
void TargetType.m() { ... }
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aspect Disp l ayUpdati ng { 

priv ate Di spl ay Fi gureElem ent.d i spl ay;

stat i c vo i d setDis pl ay(Fig ureEl ement fe , Display d)  {
fe . disp l ay = d;

}

poin t cut move ( Figu re Elemen t fig Elt ) :
<as bef ore> ;

afte r (Fig ureE l ement fe ): move(f e) {
fe . disp l ay. updat e( fe );

}
}

one display per figure element
DisplayUpdating v5
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field/getter/setter idiom

aspe ct Disp l ay Updatin g { 

pr i va t e Di sp l ay Fig ur eEle ment .di spl ay;

publi c st ati c void se tDis pla y(Fi gur eEl ement fe , Dis play d) {
f e. disp l ay = d;

}

poi nt cut mov e(F i gur eEleme nt f igE l t ):
<as bef ore >;

af t er ( Fig ure Ele ment f e): mov e(fe ) {
f e. disp l ay . update (f e);

}
}

private with respect to 
enclosing aspect declaration

the display field 
– is a field in objects of type FigureElement , but
– belongs to DisplayUpdating aspect
– DisplayUpdating should provide getter/setter

(called by setup code) 
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one-to-many

aspe ct Disp l ay Updatin g { 

pr i va t e Li st Fi gure El ement .d i spl ays = new Li nked Lis t ();

publi c st ati c void addDis pla y(Fi gur eEl ement fe , Dis play d) {
f e. disp l ay s.a dd(d );

}
publi c st ati c void re moveDis play ( Fi gur eEle ment f e, Disp l ay d) {

f e. disp l ay s.r emove( d);
}

poi nt cut mov e(F i gur eEleme nt f igE l t ):
<as bef ore >;

af t er ( Fig ure Ele ment f e): mov e(fe ) {
I te r ato r i t er = f e. disp l ay s.it era t or ( );
. ..

}
}

DisplayUpdating v6



Aspect-Oriented Programming with AspectJ

OOPSLA '04

OOPSLA '04
77

inheritance & specialization

• pointcuts can have additional advice
– aspect with

• concrete pointcut
• perhaps no advice on the pointcut

– in figure editor
• move() can have advice from multiple aspects

– module can expose certain well-defined pointcuts

• abstract pointcuts can be specialized
– aspect with

• abstract pointcut
• concrete advice on the abstract pointcut
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role types and reusable aspects

abst r ac t as pec t Obser vi ng {
pr ote cted in t er f ace Subje ct  { }
pr ote cted in t er f ace Obser ver {  }

pr i va t e Li st Subjec t. obse r ve r s = new Ar ray Li st () ;  
publi c vo i d addObserve r (S ubje ct s, Obse rv er o ) { ... }
publi c vo i d r emoveObserve r (S ubje ct s, Obse rv er o ) { ... }
publi c st ati c Li st getObs erv ers( Subj ec t s) { ... }

abstr act poi ntc ut changes ( Subjec t s) ;

af t er ( Subj ec t s) : changes ( s) {
I te r ato r i t er = get Obser ve r s(s ) .i t er ator () ;
whi l e ( it er. hasNex t () ) {

notif yObser ver( s, (( Obse r ver ) it er. next () ));
}

}
abstr act voi d notif yObser ver ( Subj ec t s, Obse rver o);

}
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this is the concrete reuse

aspect Disp l ayUpdati ng exten ds Observ i ng {

decl are paren t s: Fig ureEle ment i mpl ement s Subjec t ;
decl are paren t s: D is play       i mpl ement s Observ er;

poin t cut changes(S ubject s) :
ta r get( s) & &
( call( void Figur eElement . moveBy( i nt , i nt )) ||

call( void Line. se tP1(Po i nt))              ||
call( void Line. se tP2(Po i nt))              ||
call( void Point .s etX( in t ))                ||
call( void Point .s etY( in t )));

void noti f yObserve r( Subjec t s, Obse r ver o) {
(( Displ ay)o ) .upd at e(s );

}
}

DisplayUpdating v7
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advice precedence

• what happens if two p ieces of advice 
apply to the same join po int?

aspect Securi t y {
before (): call( publi c * (..)) {

if (! Poli cy.isAllw ed( tjp ))
throw n ew Securi t yExn ();

}

}

aspect Loggin g {
before (): l ogged() {

System.er r .println (
"Enteri ng " + tj p) ;

}
pointcut lo gged():

call( void troubles omeMethod ());
}

please read as 
thisJoinPoint
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advice precedence

• order is und efined, unless ...
– in the same aspect,
– in subaspect, or
– using declare 

precedence...

aspect Securi t y {
before (): call( publi c * (..)) {

if (! Poli cy.isAllw ed( tjp ))
throw n ew Securi t yExn ();

}
declare pre cedence: Security, *;

}

aspect Loggin g {
before (): l ogged() {

System.er r .println (
"Enteri ng " + tj p) ;

}
pointcut lo gged():

call( void troubles omeMethod ());
}
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summary

dispatch

advice
before
after
around

inter-type decls
Type.field
Type.method()

declare
error
parents
precedence

reflection
thisJoinPoint
thisJoinPointStaticPart

pointcuts
-primitive-

call 
execution
handler
get  set
initialization
this  target args
within withincode
cflow cflowbelow

-user-defined-
pointcut declaration
abstract
overriding

join points
method & constructor
call
execution

field
get
set

exception handler
execution

initialization

aspects
crosscutting type



Aspect-Oriented Programming with AspectJ

OOPSLA '04

OOPSLA '04
83

AspectJ language

language mechanisms:

crosscutting in the code
mechanisms AspectJ provides

problem structure
examples:

crosscutting in the design, and
how to use AspectJ to capture that

where we have been…
… and where we are going
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using aspects 

• present examples of aspects in design
– intuitions for identifying aspects

• present implementations in AspectJ
– how the language support can help
– putting AspectJ into practice

• discuss s tyle issues
– objects vs. aspects

• when are aspects appropriate? 
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example

• simple tracing
– exposes join points and uses very simple advice

• an unp luggable aspect
– core program functionality is unaffected by the 

aspect

plug & play tracing
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tracing without AspectJ

TraceSupport

class Point {
void set( in t x, int y) {

TraceSupp ort.trace Ent ry("Point.set " );
this .x = x ; this .y = y;
TraceSupp ort.trace Exi t("Point.set " ) ;

}
}

class TraceSu pport {
static int TRACELEVEL = 0;
static prot ected Prin t Stre am stream = nu l l;
static prot ected int callD epth = - 1; 

static void init(Prin t Stre am _s) {stream =_s; }

static void traceEntr y(Str i ng str ) {
if (TRACELEVEL == 0 ) ret urn ;
callDepth ++;
printEnte r ing(str );

}
static void traceExit ( Stri ng str ) { 

if (TRACELEVEL == 0 ) ret urn ;
callDepth - - ;
printExit i ng(str );

}

}
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a clear crosscutt ing 
structure

all modules of the system use the 
trace facility in a consistent way:
entering the methods and
exiting the methods

this line is about
interacting with
the trace facility

TraceSupport
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tracing as an aspect
aspect PointT r acing {

pointcut tr ace():
within( com.bigbo xco.boxes .*) &&
executi on(* *(.. ) ) ;

before (): t r ace() {
TraceSupp ort.trace Ent ry(tjp );

}
after (): tr ace() {

TraceSupp ort.trace Exi t(tjp );
}

}

TraceSupport
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• plug in:

• unplug:

• or…

plug and d ebug

ajc Point.java Line.java

ajc Point.java Line.java
TraceSupport.java PointTracing.java
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plug and d ebug

//From Contex t Manager

public void service( R equest rre quest , Res ponse rre s ponse ) {
// log( "New   request  "  + rrequ est );
try {

//     Sy stem.out . print("A " ) ;
rrequest . setConte x tManager ( this );
rrequest . setRespo nse(rrespo nse );
rrespons e.setRequ est(rreque s t );

// wront request - parsing error
int stat us=rrespo nse.getSta t us ();

if ( stat us < 400 )
status= pro c essReque s t ( rreque s t );

if (statu s ==0)
status=auth enticate( rrequest , rresponse );

if (statu s == 0)
status=auth orize( rr equest , rr esponse );

if ( stat us == 0 )  {
rrequest.ge t Wrapper( ) .handleRe quest(rreq uest ,

rre s ponse );
} else {

// somethin g went wr ong
handleError ( rreques t , rrespon s e, null, s tatus );

}
} catch ( Thr owable t) {

handleEr r or ( rreq uest , rres ponse , t, 0 );
}
// System.ou t .print(" B");
try {

rrespons e.finish ( ) ;
rrequest . recycle ( ) ;
rrespons e.recycle ( );

} catch ( Thr owable ex )  {
if(debug >0) log( " Error clo s ing reque s t " + ex ) ;

}
// log( "Don e with re quest " + r request ) ;
// System.ou t .print(" C");
return;

}

// log( "New  request " + rrequest );

// System.out . print(“A ” ) ;

// System.out . print("B " ) ;

// log("Done with requ est " + rrequest ) ;

if (debug >0)
log("Erro r closing r equest " + ex) ;

// System.out . print("C " ) ;
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plug and d ebug

• turn debugging on /off withou t editing 
classes

• debugging d isabled with no runtime cost
• can save debugging code between uses
• can be used for profili ng, logging
• easy to be sure it is off
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have these benefits
aspects in the design

• objects are no longer responsible for using 
the trace facility
– trace aspect encapsulates that responsibility, for 

appropriate objects

• if the Trace interface changes,  that change is 
shielded from the objects
– only the trace aspect is affected

• removing tracing from the design is trivial
– just remove the trace aspect



Aspect-Oriented Programming with AspectJ

OOPSLA '04

OOPSLA '04
93

have these benefits
aspects in the code

• object code contains no calls to trace 
functions
– trace aspect code encapsulates those calls, for 

appropriate objects

• if the Trace interface changes,  there is no 
need to modify the object classes
– only the trace aspect class needs to be modified

• removing tracing from the application is trivial
– compile without the trace aspect class
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tracing: ob ject vs . aspect 

• using an object 
captures tracing 
suppo rt, but does 
not capture its 
consistent usage by 
other objects

• using an aspect 
captures the 
consistent usage of 
the tracing supp ort 
by the objects

TraceSupport TraceSupport
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tracing
abstract aspe ct Tracin g {             

abstract poi ntcut tr ace();

before (): t r ace() {
TraceSupp ort.trace Ent ry(tjp );

}
after (): tr ace() {

TraceSupp ort.trace Exi t(tjp );
}

}

aspect BigBox CoTracing
extends T r acing {        

pointcut tr ace():
within( com.bigbo xco.*)
&& exec ution(* * ( . . ));

}

using a library aspect 

aspect BigBox CoTracing {

pointcut tr ace():
within( com.bigbo xco.*) 
&& exec ution(* * ( . . ));

before (): t r ace() {
TraceSupp ort.trace Ent ry (

tjp );
}
after (): tr ace() {

TraceSupp ort.trace Exi t (
tjp );

}
}
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example

workers need to know the caller:
• capabilities
• charge backs
• to customize result

caller1

caller2

Service

worker 1 worker 3worker 2

context-pass ing aspects
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context-passing aspects

workers need to know the caller:
• capabilities
• charge backs
• to customize result

caller1

caller2

Service

worker 1 worker 3worker 2
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context-passing aspects

pointcut in vocations ( Caller c):
this(c ) & & call( vo i d Service.doSer v ice(Stri ng) ) ;
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context-passing aspects

pointcut in vocations ( Caller c):
this(c ) & & call(vo i d Service.doSer v ice(Stri ng) ) ;

pointcut wor kPoints( Wor ker w):
target(w ) &&  call( voi d Worker.doTa sk(Task )) ;
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pointcut in vocations ( Caller c):
this(c ) & & call(vo i d Service.doSer v ice(Stri ng) ) ;

pointcut wor kPoints( Wor ker w):
target(w ) &&  call( voi d Worker.doTa sk(Task )) ;

pointcut per CallerWo r k( Caller c, Wor ker w):
cflow(inv ocations( c) ) && workPoint s(w );

context-passing aspects
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abstract aspe ct Capabi l i t yChecking {

pointcut in vocations ( Caller c):
this(c ) & & call(vo i d Service.doSer v ice(Stri ng) );

pointcut wor kPoints( Wor ker w):
target(w ) &&  call( voi d Worker.doTa sk(Task )) ;

pointcut per CallerWo r k( Caller c, Wor ker w):
cflow(inv ocations( c) ) && workPoint s(w );

before (Cal l er c, Wo r ker w): perCall erWork(c , w ) { 
w.checkCa pabilitie s( c);

}
}

context-passing aspects
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a few beginner mistakes

• overuse
• misund erstanding interactions with 

reflection
– the call pointcut captures call join points made 

from code, not those made reflectively
– use execution to capture reflection
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a few beginner mistakes

• not controlli ng circularity of advice
– pointcuts sometimes match more than 

beginners expect

– use within or cflow to control circularity

aspect A {
before (): call(Strin g t oString ()) {

System.er r .println ( t j p);
}

}

aspect A {
before (): call(Strin g t oString ()) 

&& ! within ( A) {
System.er r .println ( t j p);

}
}
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summary so far 

• presented examples of aspects in 
design
– intuitions for identifying aspects

• presented implementations in AspectJ
– how the language support can help

• raised some style issues
– objects vs. aspects
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when are aspects 
appropriate?

• is there a concern that:
– crosscuts the structure of several objects or operations
– is beneficial to separate out
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… crossc utting

• a design concern that involves several 
objects or operations

• implemented without AOP would lead 
to d istant places in the code that
– do the same thing 

• e.g. traceEntry(“Point.set”)
• try grep to find these [Griswold]

– do a coordinated single thing
• e.g. timing, observer pattern
• harder to find these
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… beneficial to separate out

• exactly the same questions as for ob jects
• does it improve the code in real ways?

– separation of concerns
• e.g . think about service without timing

– clarifies interactions, reduces tangling
• e.g. all the traceEntry are really the same

– easier to modify / extend
• e.g. change the implementation of tracing
• e.g. abstract aspect reuse

– plug and play
• e.g. tracing aspects unplugged but not deleted
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good d esigns

• capture “ the story” well
• may lead to good implementations, 

measured by
– code size
– tangling
– coupling
– etc.

learned through 
experience, influenced 

by taste and style

summary
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expected benefits of using AOP

• good modularity, even in the presence 
of crosscutt ing concerns
– less tangled code, more natural code, smaller 

code
– easier maintenance and evolution

• easier to reason about, debug, change

– more reusable
• more possibilities for plug and play
• abstract aspects

Part III

examples and demo
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conclusion
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AOSD

• langu age design
– more dynamic crosscuts, type system …

• too ls
– more IDE support, aspect discovery, refactoring, re-

cutting, crosscutting views… 

• software engineering
– UML extension, finding aspects, … 

• metrics
– measurable benefits, areas for improvement 

• theory
– type system for crosscutting, faster compilation,  

advanced crosscut constructs, modularity principles

• see also aosd.net
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AspectJ techno logy

• AspectJ is a small extension to Java
– valid Java programs are also valid AspectJ programs

• AspectJ has its own compiler, ajc
– runs on Java 2 platform (Java 1.3 or later)
– produces Java platform-compatible .class files 

(Java 1.1 - 1.4)
• AspectJ tools suppo rt

– IDE extensions: Emacs, JBuilder, Forte4J, Eclipse
– ant tasks
– works with existing debuggers

• li cense
– compiler, runtime and tools are Open Source and free for 

any use
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AspectJ on the web

• eclipse.org/aspectj
– documentation
– downloads
– user mailing list
– developer mailing list
– pointers elsewhere...
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summary

• functions ÆÆ OOP ÆÆ AOP
– handles greater complexity, provides more 

flexibility…
– crosscutting modularity

• AspectJ
– incremental adoption package Æ revolutionary 

benefits
– free AspectJ tools
– community
– training, consulting, and support for use
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