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1954: morte
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ATZL-CG
SUBJECT: AR 15-6 Report — Compromise of Classified Information to Wikileaks

2. (U//FQYQ) Accession into the Army.

a. (U//FOYO) As part of PFC Manning’s accession into the Army, he reported to the
Fort Meade Military Entrance Processing Station (MEPS) on or about 31 August 2007.
The MEPS processing includes a medical examination which is documented on a DD
Form 2807-1 (Encl 023), Report of Medical History. The form includes a series of

uestions covering behavioral health issues.

b. (U//=OUB) The enlistment criteria are set out in AR 601-210, Active and Reserve
Components Enlistment Program, 7 June 2007 and AR 40-501, Standards of Medical
Fitness, 29 May 2007. Paragraph of AR 40-501 lists the criteria for which

would disgualify an individual from military service. Specifically, i

c. (U//FOUQ) Despite the behavioral health issues identified in paragraphs 1.b.(1).
and 1.c.(3). above, PFC Manning answered in the negative. There is no
other indication of behavioral health review or screening in PFC Manning’s enlistment
documents. (PFC Manning’s DD Form 2807-1, Report of Medical History, 31 August
2007 (Encl J1)).

d. (U//FEUYO) On 26 Septe'mber 2007, PFC Manning began his four year enlistment
in the Active Army. (Enlistment Docs (Encl J1)).

- 3. (U//FBYB) MOS Classification. PFC Manning's enlistment was for service as a
Military Occupational Specialty (MOS) 35F, Intelligence Analyst. (See DA Form 3286
(Annex A), dated 26 Sep 2007, U.S. Army Delayed Enlistment Program (Encl J1); DA
Form 3286 (Annex B), dated 2 Oct 2007, United States Army Enlistment Program (Encl
J1)). In order to be granted the MOS of 35F, PFC Manning needed to meet the
requirements set out in Department of the Army (DA) Pam 611-21. The requirements
included: a score of 101 or higher on the ST (skilled technical) portion of the Armed
Services Vocational Aptitude Battery (ASVAB); eligibility for a Top Secret/Sensitive
Compartmented Information (TS/SCI) security clearance; a high school or equivalent
degree; no criminal conviction for anything other than minor traffic violations; U.S.
citizenship; and the absence of any no close ties to foreign countries within whose
boundaries physical or mental coercion is known to be common. PFC Manning met all
the requirements and had an ST score of 128. (ERB, 29 May 2010 (Encl J1)).

4. (U//FOUQ) Basic Training. PFC Manning attended basic training at Fort Leonard
Wood, MO from 5§ October 2007 until 6 April 2007. - His training lasted six months for a
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Military Dictionary US Military Equipment Uncategorized Leaks
The Department of Defense in Afghanistan (2006 - present)
Dictionary of Military and The full equipment register of Browse over 1500 uncategorizec
Assouate@ Terms IS a every US Army managed unit in leaks in the global search.
compendium of terminology used Afghanistan from psychological
by the United States Department operations ("PsyOps") and
of Defense. The Wikileaks interrogation units to Kabul
edition corresponds to the headquarters.

September 17, 2007 edition.

17 September 2007 9 September 2007
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Leaks News
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Ching end Prodiferalion of Weapons of Mass Destruction and
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Secret Congressional
Reports
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of material on

some of Thw most contentious
Issues in the nation, from the S
l»~|m| nship with Israel to the
financial collapse.
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Bank Julius Baer
Documents

S -al hundred documents from
a Swiss banking whistleblower
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evasion and n‘u‘lné; |~1l_ll'|liiir1§l'il‘1|:;1 by
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Thin repert s protected under the provisions of
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United Nations
Confidential Reports

70 United Nations investigative
reports class ifi ed "Strictly
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US Military Equipment
in Iraq

A 2,000 page US military leak

consisting of the names, group
structure and theatre equipment
registers of all units in Irag with
US army equipment.

8 November 2007
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Iraq War Logs Afghan War Logs Collateral Murder Scientology
The 391,832 reports document An extraordinary secret A classified US military video Publications
the war and occupation in Iraq, compendium of over 91,000 depicting the indiscriminate Over one hundred documents
from 1st January 2004 to 31st reports covering the war in slaying of over a dozen people in from Church of Scientology
December 2009 as told by Afghanistan from 2004 to 2010. the Iragi suburb of New Baghdad organizations and corporations.
soldiers in the United States The reports describe the majority — including two Reuters news
Army. of lethal military actions involving staff.

the US military.

22 October 2010 25 July 2010 5 April 2010 20 February 2009
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Q Custom Search Q Custom Search

DETAINEE
POLICIES

Detainee Policies Syria Files Global Intelligence Guantanamo Files

More than 100 classified or More than two million emails from Files In thousands of pages of
documents lhmumum 2002 to
2008, the cases of the pn soners
held at ( vuanwumu are
described in detail in memoranda

otherwise restricted files from the Syrian political figures, ministries over five million e-mails from the
United States Department of and associated companies, Texas headquartered "global
Defense covering the rules and dating from August 2006 to intelligence" company Stratfor.
procedures for detainees in U.S. March 2012, The e-mails date between July
2004 and late December 2011. from the Joint Task Force at
Guantanamo Bay to US Southern
Command in Miami, Florida.

military custody.

3 December 2012 5 July 2012 27 February 2012 25 April 2011
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Leaks
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Sony Files

30,287 documents from Sony
Pic Tlue_ Entertainment (SPE)
and 173,132 emails to and from
more than 2,200 SPE email
addresses.

16 April 2015

About

FPartners

Surviving

An Identity Threat Assessment c!
Secondary Screening Prococur
International Airports

CIA Series

Two classified documents by a
previously undisclosed CIA office
detailing how to maintain cover
while traveling through airports
using false IDs.

21 December 2014

A T\ES

Spy Files

On Thursday, December 1st,
2011 WikiLeaks began
publishing The Spy Files,
thousands of pages and other
materials exposing the global
mass surveillance industry.

15 September 2014

Anakata Court

Documents

Material from Swedish computer
expert and Pirate Bay founder
Gottfrid Svartholm Warg's trial,
including interrogations, internal
spondence and damage
assessment reports.

19 May 2013
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NSA World Spying
A collection of NSA documents

S h 0 wi ng iT“’ surveillance

E razi I. an ||_1 J .jp an. S ;_, yin g targets
iInclude heads of state, foreign

ministries, and major companies.

31 July 2015

About

Partners

)T Hached Toam L Pedon

Since we have nothing to hide, we're
publishing all our e-mails, files, and source
code
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Q_ custom search

Hacking Team

Over 1 million searchable emails
from the Italian surveillance
malware vendor Hacking Team.
These internal emails show the
inner workings of the
controversial global surveillance
Industry.

8 July 2015
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Q Cl?:tom Searx!h

Public Library of US
Diplomacy

largest searchable
collection of United States
confidential, or formerly
confidential, diplomatic
communications. It is the single
most significant body of
nolitical material ever

published.

27 May 2015

German BND-NSA
Inquiry

Ten months of transcripts from
the ongoing German
Parliament :xl‘,' Inquiry into NSA
activities in Germany.

12 May 2015
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Saudi Cables Trans-Pacific

Brennan Emails

Over half a million searchable Partnership Thirty hours of secret tapes and A collection of documents
cables and other documents from Agreement transcripts, 13 Presidential retrieved from CIA Director John
the Saudi Foreign Ministry
Including secret communications
from various Saudi Embassies
around the world.

Documents relating to the Trans- Appointees embroiled in a multi- Brennan’s non-government email
Pacific Partnership Agreement billion dollar corruption scandal account. Brennan used the

during its negotiation period. The being probed by the US Dept. of account occasionally for
TPP enc ,:_,[.[.”5,8 ac 12 nations Justice and four Inspector intelligence related projects.

and over 40 percent of global Generals.
GDP.

26 November 2015 16 November 2015 16 November 2015 21 October 2015
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NSA targets world
leaders for US
geopolitical interests

NSA bugging: UN Secretary
General Ban Ki-Moon's talks with
German Chancellor Angela
Merkel, conversation of Israel
prime minister Netanyahu with
ltalian prime minister Berlusconi
+more

23 February 2016
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RESTREINT UEEL RESTRICTED

EU military ops against
refugee flows

Classified report about the first
six month of Operation SOPHIA
(EUNAVFOR MED), the EU
military intervention against
"refugee boats" in Libya and the
Mediterranean.

17 February 2016

Searc

The New Dirty War for
Africa’s uranium and
mineral rights

A collection of documents that
open up a corrupt multi-billion
dollar war by Western and
Chinese companies grab
uranium and other mining rights in
the Central African Republic
(CAR) and escape paying for the
environmental consequences.

5 February 2016

Trade in Services
Agreement

Secret documents relating to the
secret Trade in Services
Agreement, the largest 'trade
deal’ in history. TISA is being
negotiated by the US, EU and 22
other countries that account for
two-thirds of global GDP.

3 December 2015
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Collateral Murder (filmado em 2007, publicado em 2010)
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Bradley Manning, a
22-year-old Army intelligence
analyst, faces decades in
prison for allegedly sharing a
video of a US helicopter
attack that killed 11 civilians
and wounded two children in
Baghdad, Iraq with the

! WikiLeaks website.

The Army covered up the
evidence and declared
the war crime "justified".
Now they claim that
exposing the massacre is
criminal. The military also
suspects Bradley Manning
of having shared
documentation of similiar
events in Afghanistan.

l“ l‘]g IB ARMY INTEL ANALYST PFC

Preso em 2013, condenado a 35 anos.
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Caso Lavabit (2013)




Riseup server seizure (2012)




Primeiro sequestro de servidor
do grupo Sarava (2008)
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Oaxaca 27 10.2006
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Politica Editorial

Sejaum voluntario

10 anos de CMI - Alerta para CENSURA!

Por INFORME-SE E DIVULGUE! 24/12/2010 as 18:46

10 anos! Uau! Um viva para todos/as nos! Como
sempre, na data do nosso aniversario
publicamos um editorial. Gostariamos de falar
sobre o que vem acontecendo dentro da rede
Centro de Midia Independente Brasil. Contar
sobre o nosso Encontro Nacional, que
aconteceu em Novembro com mais de 50
voluntarios/as de todo o Brasil; literalmente
falando, tinhamos gente de todas as regides do
pais. Contar sobre o nosso projeto de um site
novo e outras plataformas em que estamos
trabalhando; onde por exemplo, queremos
expandir a participagao da comunidade que
usa o CMI, criando formas de colaboragao com
a manutencao do site, etc. Falar ainda que o
CI\LII recebe entre de 2 a 4 milhoes de visitas po
mes.

Temos muitas outras coisas boas para falar
sobre o CMI neste editorial, mas resolvemos dedica-lo a uma dentincia. O Centro de Midia
Independente vem sofrendo CENSURA. O caso € muito grave e importante pelos precedentes
que abre, e precisa ser mais bem conhecido por todos, para gerar toda forma de apoio
possivel.

Resumidamente, provedoras de Internet estao bloqueando o acesso de seus clientes ao
dominio mldlamdependente org. Mais especificamente: a Claro argumenta que uma sentencs
judlaal esta for(;ando-a a bloquear 0 acesso de seus usuarios ao CMI. Suspeltamos que seja

mforme-se dlvulgue e ap0|e nossa Iuta contra a censura'
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PORNOGRAFIA INFANTIL
Google e MPF fecham acordo para

combater pornografia infantil
= Imprimir SdEnviar Ejo Eio Mo EJ

A Google Brasil e o Ministério Publico Federal em Sdo Paulo resolveram
assinar um Termo de Ajustamento de Conduta. O acordo, que sera feito na
manha desta quarta-feira (2/7), em Brasilia, na CPI da Pedofilia, vai permitir
0 acesso a 3.200 albuns do site de relacionamentos Orkut. Eles incentivam a
pornografia infantil na internet. As paginas foram denunciadas pela ONG
Safernet Brasil.

Para os procuradores da Republica Sergio Gardenghi Suiama e Adriana
Scordamaglia, que representarao o MPF na assinatura do TAC, o tratado é
um avanco na protecdo dos direitos de 30 milhdes de brasileiros, usudrios do
servico Orkut.

De acordo com os itens do TAC, a Google passara a reportar
automaticamente ao Ministério Publico todos os casos de pornografia
infantil encontrados no Orkut e também desenvolvera filtros para impedir a
publicacdo dessas imagens. “Acreditamos que essas medidas tornarao o
Orkut um ambiente mais seguro para todos os seus usuarios e agilizarao o
combate aos crimes cibernéticos”, afirmam os procuradores da Republica
Sergio Gardenghi Suiama e Adriana Scordamaglia.




Confira alguns itens do Termo de Ajustamento de Conduta

1. Notificacao automatica de todas as ocorréncias de pornografia infantil
detectadas em perfis e comunidades do Orkut, para que o MPF possa abrir as
devidas investigacoes;

2. Preservacao de todos os dados necessarios as investigacdes pelo prazo
minimo de seis meses e o fornecimento desses dados ao Ministério Publico e
a policia brasileira, mediante autorizacao judicial;

3. Preservacao dos conteudos publicados por usuarios do Orkut pelo mesmo
prazo, e fornecimento desses conteudos as autoridades publicas mediante
autorizacao judicial;

4. Cumprimento integral da legislacdo brasileira, no que se refere a crimes
cibernéticos praticados por brasileiros ou por meio de conexdes de internet
efetuadas no Brasil;

5. Reformulacdo do setor de atendimento ao consumidor da Google, que fica
obrigado a responder, no prazo de até 15 dias uteis, todas as reclamacoes
formuladas por e-mail ou via postal, de usuarios do Orkut prejudicados pela
criacao de perfis e comunidades falsas ou ofensivas;

6. Desenvolvimento de tecnologia eficiente de filtragem e implementacao de
moderacdo humana para impedir a publicacdo de fotografias e imagens de
pornografia infantil no servico Orkut;

7. Desenvolvimento de ferramenta por meio da qual o hotline conveniado
Safernet (www.denunciar.org.br) encaminhe até 500 dentuncias unicas/dia
para que os funciondrios da empresa analisem, retirem o conteudo
criminoso do ar, informem ao MPF quais continham indicios de pornografia
infantil, racismo e outros crimes de 6dio, e preservem todas as provas;



Diretor-geral do Google
no Brasil é preso pela
Policia Federal

FAUSTO MACEDO,DE OESTADO DE 5. PAULO - AMPLIADO As17HI0
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Juiz determinou prisao por causa de videos postados no YouTube
com ataques a um candidato a prefeito de Campo Grande (MS);
empresa diz nao ser responsavel por contetudo

O diretor-geral do Google Brasil, Fabio José Silva Coelho, foi preso por policiais federais na
tarde desta quarta-feira, 26, em Sao Paulo, em cumprimento a uma ordem judicial expedida
pelo juiz Amaury da Silva Kuklinski, do TRE de Mato Grosso do Sul. Kuklinski determinou a

prisdo sob o argumento de que o Google ndo tirou do ar videos postados no YouTube contra o

Priséb. do d.ifé-to“r .ger“al do glemnb Bra5|l (2012)

determinagdo da Justiga Eleitoral.




Retencao de dados segundo o Marco Civil da Internet
(Lei n®12.965, de 23 abril de 2014)

Provedor de conexao

Provedor comercial de
aplicacoes

Provedor nao
comercial de
aplicacoes

Tipo de dados a serem
retidos

Registros de
conexao a Internet

Registros de acesso a aplicacoes

Obrigatoriedade de
retencao dos dados

Obrigatorio

Mediante requisicao

Periodo de retencao
dos dados

1 ano

6 meses

sem ordem judicial

Aumento do periodo
de retencao

Mediante requisicao sem ordem judicial

Acesso aos dados
retidos

Mediante ordem judicial

Marco civil da interne

t (2014)
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Justica manda bloquear WhatsApp

por 48 horas a partir desta quinta-
feira

Em { 511 \ G+ 8 URL: http://agenciabrasil.ebc.com.br/g B

65/12/201519h51 &5 16/12/201520h29 @Y Brasilia

Sabrina Craide - Reporter da Agéncia Brasil

A 17 Vara Criminal de Sdo Bernardo do Campo (SP) determinou as operadoras de telefonia movel
o bloqueio do aplicativo WhatsApp, pelo periodo de 48 horas, em todo o pais. O prazo passa a

contar a partir da 0 hora desta quinta-feira (17). O servico vai ficar bloqueado tanto na rede de
internet movel (3G e 4G) quanto na internet fixa (wi-fi).

Bloqueio do Whatsapp (2015)

proferida em um procedimento criminal, que corre em segredo de justica.




QUEBRA DE SIGILO
Executivo do Facebook é preso por causa

de apuracao envolvendo WhatsApp
= Imprimir S@Enviar Ejss6 Ed1 [20 1

Por Sérgio Rodas

O vice-presidente do Facebook na América Latina, o argentino Diego Dzoran,
foi preso preventivamente nesta terca-feira (1/3) em Sao Paulo. A detencao,
feita pela equipe da Policia Federal da Delegacia de Repressao Entorpecentes,
atendeu a mandado de prisao por descumprimento de ordem judicial emitido
pelo juiz criminal de Lagarto (SE) Marcel Maia Montalvao.

De acordo com a PF, as ordens judiciais foram proferidas com o objetivo de
obter provas para um processo investigacao de crime organizado e trafico de
drogas.

O advogado Davi Tangerino, que representa o WhatsApp, do qual o Facebook
é dono, afirmou a ConJur que a prisao de Dzoran se deu devido ao fato de
rede social ndo fornecer o conteudo de mensagens trocadas por meio do
aplicativo de mensagens.

Tangerino se mostrou surpreso com a prisao do executivo. O WhatsApp
explicou ao juiz Montalvao que a tecnologia de encriptacao do aplicativo nao

Prisao de executivo do Facebook (2016)




Tor - The onion Router



E) How Tor Works: 1
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4 Step 1: Alice's Tor
client obtains a list
of Tor nodes from
a directory server.

Dave

t{} Tor node

« « = unencrypted link
- Cncrypted link

Jane

R — Bob




E) How Tor Works: 2

Alice
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Step 2 Allce s Tor client
picks a random path to
destination server. Green
links are encrypted, red
links are in the clear.
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E) How Tor Works: 3

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.

Again, green links are

encrypted, red links are In
the clear.
o s S .
Dave

CCJ Tor node

« « = unencrypted link
g Cencrypted link
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GnuPG 2.0.8 released Werner Koch 20.12.2007 10:44

= OpenPGP: Good signature from Werner Koch <wk@gnupg.org>
Key ID: 0x010AS7ED [ Signed on: 20.12.2007 10:44

Subject: GnuPG 2.0.8 released From: Werner Koch 20.12.2007 10:44

Hello!

We are pleased to announce the availability of a new stable GnuPG-2
release: Version 2.0.8

This 1s GnuPG's 10th birthday celebration release.

The GNU Privacy Guard (GnuPG) 1s GNU's tool for secure communication
and data storage. It can be used to encrypt data, create digital
signatures, help authentlcatlng using Secure Shell and to provide a
framework for_pub ~ - 1ncludes an advanced key
management fa DpenPGP and S/MIME

-~
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