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CertificadodCPBrasi|

http://www.icpbrasil.gov.br

Autoridades Certificadoras (ACs) no Brasil devem
seqguir as normas ddCP-Brasil;

Definem regras e normas para PKI no Brasil;
Definem o CONTEUDO de cada certificado:
Vantagem:

. AplicacOes conseguem obter dados de forma mais
confiavel, como o CPF, CNPJ, data de nascimenéic;
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PC de une-CPF

PCz Politica de Certificado

O¢ 8 i BhjeBtdAlgrnative Name

A ICP-Brasil define como obrigatéria a extensaoSubjectAlternative Name', ndo critica, e com os seguintes
formatos:

a) para Certificados de Pessoa Fisica ( e-CPF)

a.l) 3 (trés) campostherName, obrigatdrios, contendo, nesta ordem:

i. OID = 2.16.76.1.3.1 e conteudo = nas primeiras 8 (oito) posi¢des, a data de nascimento do titular, no
formato ddmmaaaa ; nas 11 (onze) posi¢cdes subseqientes, o Cadastro de Pessoa Fisica (CPF) do titular;
nas 11 (onze) posi¢des subsequentes, o numero de Identificacdo Social - NIS (PIS, PASEP ou Cl); nas
15 (quinze) posi¢bes subsequentes, 0 niumero do Registro Geral - RG do titular; nas 6 (seis) posicoes
subsequientes, as siglas do 6rgao expedidor do RG e respectiva UF .

ii. OID = 2.16.76.1.3.6 e contetido = nas 12 (doze) posi¢cdes o numero do Cadastro Especifico do INSS
(CEI) da pessoa fisica titular do certificado.

iii. OID = 2.16.76.1.3.5 e conteudo = nas primeiras 12 (onze) posi¢des, o niumero de inscri¢cdo do Titulo de
Eleitor; nas 3 (trés) posi¢cdes subsequientes, a Zona Eleitoral; nas 4 (quatro) posi¢cdes seguintes, a: Secao;
nas 22 (vinte e duas) posicdes subsequlientes, o municipio e a UF do Titulo de Beitor

Fonte:
http ://publicacao.certificadodigital.com.br/repositorio/pc/politica - srf - a3.pdf



General | Details | Certification Path |

Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects e-mail messages
* Smart Card Logon

* Refer to the certification authority's statement for details.

Issued to: RICARDO KOJI USHIZAKI: 26040119802
Issued by: AC SERASA SRF

valid from 9/2/2007 to 8/2/2009

@ You have a private key that corresponds to this certificate,

[ Tssuer Statement |

| General | Details | Certification Path |

srow: | B

Field . Value ~
EVersion V3 )
[F] serial number 02 7F 8d a7 65 3d 8f f4 >
[Flsignature algorithm shalRSA

Elssuer AC SERASA SRF, Secretaria d...
EVaIid from sexta-feira, 9 de fevereiro de ...
EValid to domingo, 8 de fevereiro de 20...
=Sub]'ect RICARDO KOJI USHIZAKI: 260...
Fleublic key RSA (1024 Bits) v/

o |

o ]
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et
Manipular Certificados Digitais

JCEz JavaCryptography Extension

API paraCriptografia
http://java.sun.com/javase/technologies/security

Package java.security.cert

Prowides classes and interfaces for parsing and managing cettificates, certificate revocation hists (CRLs), and certification paths.

See:
Description

Interface Summary

CertPathBuilderResult |4 specification of the result of a certification path builder algorithm.
CertPathParameters & spectfication of certification path algorithm parameters,
CertPathValidatorResult | & specification of the result of a certification path validater algorithum

CertSelector A& zelector that defines a set of criteria for selecting Certificates,

CertStoreParameters A specification of CertStore parameters.

CRLSelector A selector that defines a set of criteria for zelecting CRLs.

PolicyNode An immutable valid policy tree node as defined by the PETH certification path walidation algonithm.

XS09Extension Interface for an 3. 509 extension.
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Comun

Icacao Segura

- JSSE JavaSecureSocketExtension

Package javax.net.ssl

Prowides classes for the secure socket package.

See:
Description

Interface Summary

HandshakeCompletedListener

This interface is implemented by any class which wants to receive notifications about the completion of an SSL
protocol handshake on a given SSL connection.

Hostname Verifier

This class 1s the base interface for hostname verification.

KeyManager

This 1s the base interface for JSSE key managers.

ManagerFactoryParameters

This class is the base interface for providing algonthm-specific information to a KeylManagerFactory or
TrusthfanagerFactory.

SSLSession

In SSL, sessions are used to describe an ongoing relationship between two entities.

SSLSessionBindingListener

This interface s implemented by objects which want to know when they are being bound or unbound from a
SSLSession.

SSLSessionContext

A s3L3essionContext represents a set of S5LSessions associated with a single entity.

TrustManager

This 15 the base interface for JSSE trust managers.
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Definicaode Controlede Acesso

Qripple ! 6 ) .

Autenticacao D> < D> %
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Autorizacao m » g —
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Auditoria »
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Fonte:  http://www.isc2.org
http://www.guidetocissp.com
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Autenticacao _

IDENTIFICACAO

AUTENTICACAO

ldentificacao Unica do usuario

Autenticacao baseada em:
. O que o usuariosabe (senha, PIN);
. O que o usuariopossui (cracha,smart card, token);
. O que o usuarioe (impressao digital, voz, retina, iris);
. Onde o usuarioesta (antes ou depois do firewall).



Autorizacao

IDENTIFICACAO

AUTENTICACAO

AUTORIZAGCAO

Define o0 que € ou 0 que nao é permitido;
Permissoes;

Analogia a um Sistema Operacional:
. Permissao de Leitura, Escrita e Execucao.



Au d Ito rl a IDENTIFICAGAO |

AUTENTICACAO

AUTORIZACAO

! bl
[ Awomora

Registrar operacoes e atividades realizadas;
Deve associar a acao a um usuario;
|0gs evidéncias, Assinatura Digital.




P
SSli: certificacao digital

Protocolo SSL GecureSocketLayer)

Certificado Digital do Servidor
. Garante identidade do servidor
. Clientes tém certeza que estao acessando o site desejado

Cliente

Servidor
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{ N2 ot vl & |1
| DAT AO Oi 1T AAT j§ OAOOEAT OQ

Falta autenticar o cliente

Webmails, Internet Banking:
- Usuario/senha

- Autenticacao muito fraca

- Fraudes eletronicas



Bob acessa o site de seu banco

Problemas:
Bob mal sabe o que € um certificado digital;
E se alguém roubar seu usuario/senha?

v v 2
User: Bob Cliente l HTTPS .
Senha: bob123 Q

User: Bob Cliente
Senha: bob123

ExEm ploodoop Evizlema

Servidor
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SSL com autenticacao cliente

Autenticacao mais forte:
- Cliente sabe algo (PIN)
. Cliente possui algo (smart card, token)
. Cliente e ele mesmo (certificado digital)

Servidor

Cliente



“Controle de Acesso com
Certificacao Digital

Autenticacao:
F Autenticar Certificado Digital do Cliente

Autorizacao:

 Verificar se Cliente possui permissao ao servico
desejado

/

Auditoria:

FRegistrar operacao executada: assinatura digital

\




Cliente possui certificado
digital

Autenticacao com seu
certificado digital

Cliente é autorizado a
acessar sistema

Assinar digitalmente cada
operacao

EXEMmplo
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Como funciona: Servidor

'Deve confiar na cadeia de certificados do Cliente

A\

Certificado com extensaoServer Authentication

A

E Subject aprovacan, certificadodigital.c. ..
=lPublic key RS54 (1024 Bits)
'iﬁﬁﬁ%ﬁééﬂEéﬁi-%:E'ﬁé5%iéi%ffIﬁffffﬁfZE%EE%Eﬁﬁ%ﬁﬁiﬁ%ﬁﬁiﬁéﬁ@ﬁiiﬁiféfiéi::
ﬁ.ﬁ.uthﬂrlt':.-' ke Identifier keylD=cy Fa76aldl 739ac,.., |

Server futhentication (1.3.6.1.5,5.7.3.1)
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Como Funciona: Cliente

| Deve confiar na cadeia de certificados do Serwdor

\

Certificado com extensao deClient Authentication ‘

\
=] subiect RICARDO KO USHIZAKT: 260, .,
[=]Public ke RS54 {1024 Bits)
E¥Basic Constraints Subjsct Type—End Entity, Pat,..

“iEnhancedKeyUsage Client Authentication (1.3.6,1,..,

ﬁ.ﬁ.uthnrlty Key Identifier KevID=b7 32 aa 203dffSae... |
Zlient Authenticaktion (1,.3.6.1.5.5.7.3.2)
Secure Email (1.3.6.1.5.5.7.3.4)

Smart Card Logon (1.3.6.1.4.1.311.20.2.2)
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Cadelas de Confianca

Certification path

Certification path Autoridade Certificadora Raiz Brasileira emitido por Autoridade Ces
(%] Autoridade Certificadora Raiz Brasileira emitido por Autoridade Ce SERASA Autoridade Certificadora Principal
Autoridade Certificadora da Secretaria da Receita Federal v1 « SERASA Certificadora Digital
AC SERASA SRF emitido por Autoridade Certificadora da S iaprovacao. certificadodigital. com.br |
(=] RICARDO KOJI USHIZAKI: 26040119802 |

> Servidor
Cliente

TLS / SSLhandshakez RFC 2246
Fonte: http://www.ietf.org/rfc/rfc2246.txt
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.Configurar SSL no Servidor

Possuir um certificado digital para o servidor

Configurar o repositorio de certificados confiaveis:
- Truststore;
. Lista das cadeias que o servidor confia;

- Define quais certificados clientes poderao fechar SSL
com o servidor.

Habilitar servico HTTPScom Cliente Authentication
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Exemplo:Tomcat

Gerar certificado de servidor de testes:
keytool -genkey -alias tomcat -keyalg RSA

I sigalg SHA1WIithRSA - keystore  tomcat . jks

- dname "C=BR, O=TESTE, OU=RIKO, CN= riko -sony fi

- validity 365

Criar Truststore com certificados confiaveis:
keytool -import - trustcacerts - alias it

- file certificadoACRaiz . crt

- keystore  tomcat - truststore . Jks
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Exemplo:Tomcat

Configurar servico HTTPS comClient Authentication
- Editar o arquivo conf/ serverxml

<Connector port ="8443" protocol ="HTTP/1.1" SSLEnabled ="true fi
maxThreads ="150" scheme="https " secure ="true i

keystoreFile ="D: \riko \java \ apache -tomcat6.0.14 \ conf \ tomcat . jks
keystorePass ="tomcat i

truststoreFile ="D: \riko \java \ apache -tomcat - 6.0.14 \ conf \ tomcat -
truststore . jks A truststorePass ="tomcat n clientAuth  ="true "
sslProtocol  ="TLS" />

Iniciar o Tomcat
Acessalnttps://  localhost:8443
Usarcertificado digital cliente raiz ICP-Brasil



File Edit ‘“iew Favoribes Tools  Help

Q- O XEG

,@5earch ﬁFavurites .@‘ @v % L) &

address | ] hitpsilflocalhastia443]

@ Go  Links **
|
&
Introduza o PIN
Para Fazer o login em “e-CPF A3 Serasa”
Introduza o PIN: I
W Comprimenta minimo do PIN 4 bytes
" Comprimenta maxima do PIN & bytes
08 | Cancelar
|

Opening page https: [flocalbost:5443) ...

. Internet




Security Alert

-

Certificate

ri‘l |nformation you exchange with thiz site cannot be viewed or
?. changed by others. Howewer, there iz a problem with the site's
; gecunty certificate.

& The zecurnty certificate waz izzued by a company you have
not chozen to trust, Yiew the certificate to determine whether
wou want ko kst the certifving authority.

a The securty certificate date iz walid.

f'i"'* The name on the zecurnty certificate iz invalid or does not
match the name of the site

Do you want to proceed?

e ] : Ho { [Eiew Certificate

aeneral | Details | Certification Path

=
E%- Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Issued bo: riko-sony

Issued by: riko-sony

valid from 25/8/2007 to 24/8/2008
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@ Cannot find server - Microsoft Internet Explorer g@
File Edit Wiew Favorites Tools  Help

OEack L ﬂ ﬂ | S ! Search % Favories {F‘ T IO Eﬂ_’ ii

fddress @https:,l',l'lucalhnst:8443,l' ¥ a el Links **
Apache 0
g Tomeat The Apache Software Foundation
/& Z http://www.apache.org/

Administration If you're seeing this page via a web browser, it means you've setup
Tomcat successfully. Congratulations!
Status

Tomcat Manager

As you may have guessed by now, this is the default Tomcat home page.
It can be found on the local filesystem at

e SCATALINA HOME/webapps/ROOT/index.html

Felegse MNotes

Change Log
Tomcat Documentation

where "$CATALINA_HOME" is the root of the Tomcat installation
directory. If you're seeing this page, and you don't think you should be,
then either you're either a userwho has arrived at new installation of
Tomcat, oryou're an administrator who hasn't got histher setup quite right.
Froviding the latter is the case, please refer to the Tomcat Documentation

. for more detailed setup and administration information than is found in the
VAR S INSTALL file.

W

& 8 Internet




Aplicacao Web
Criar controle de acesso baseado no certificado digital

do Cliente:

Arquitetura do Controle de Acesso:
- Aplicacao Web: Javéerviets+ ServletFilters
- Autenticar, autorizar e auditar
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* Exemplo de teste para obter o certificado digital

# do cliente.
E

* @anthor riko
k4

®f
public clazss TeateServlet extends HttpServlet {

EOverride
protected void doPost (HttpServlietBequest req, HttpServletResponse resp)
throwz ServietException, ICException {
S/ Obtém o nome do usuidrio do campo USEername
String username = reg.getParameter ("username™) ;

S/ Obtém o certificado digital do cliente:
final String CLIENT CERT = "javax.servlet.reguest.X509Certificate”;
X509Certificate[] certs =
(R505Certificate[] ) regq.getAttribute (CLIENT_CERT);

StringBuilder 3b = new StringBuilder():
sh.append|("0Ll& ") .append(username) ;

if lgerts == poll) {
sb.append (" — nenhum certificado cliente encontrado”);
1 else 1

sh.append ("<brrDados do certificado digital do cliente<pr>"j:
sb.append("<table><tr><td width=300>"}) ;
zh.append ("<PRE>") .append (certz[0]) .append ("< /PFRE>") :
sh.append | "</ tdr</tr></cable>") ;

S/ Escreve a resposta de volta para o cliente
PrintWriter printWriter = resp.getWriter|():

printWriter.println{sb.toString()):

printWriter.close();






